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Abstract

Machine Learning (ML) models are ubiquitous in real-world applications and are a
constant focus of research. Modern ML models have become more complex, deeper, and

harder to reason about.

At the same time, the community has started to realize the

importance of protecting the privacy of the training data that goes into these models.

Differential Privacy (DP) has become a gold standard for making formal statements

about data anonymization. However, while some adoption of DP has happened in industry,
attempts to apply DP to real world complex ML models are still few and far between. The
adoption of DP is hindered by limited practical guidance of what DP protection entails,
what privacy guarantees to aim for, and the difficulty of achieving good privacy-utility-
computation trade-offs for ML models. Tricks for tuning and maximizing performance are
scattered among papers or stored in the heads of practitioners, particularly with respect
to the challenging task of hyperparameter tuning. Furthermore, the literature seems to
present conflicting evidence on how and whether to apply architectural adjustments and
which components are “safe” to use with DP.

In this survey paper, we attempt to create a self-contained guide that gives an in-depth
overview of the field of DP ML. We aim to assemble information about achieving the best
possible DP ML model with rigorous privacy guarantees. Our target audience is both re-
searchers and practitioners. Researchers interested in DP for ML will benefit from a clear
overview of current advances and areas for improvement. We also include theory-focused
sections that highlight important topics such as privacy accounting and convergence. For
a practitioner, this survey provides a background in DP theory and a clear step-by-step
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guide for choosing an appropriate privacy definition and approach, implementing DP train-
ing, potentially updating the model architecture, and tuning hyperparameters. For both
researchers and practitioners, consistently and fully reporting privacy guarantees is critical,
so we propose a set of specific best practices for stating guarantees.

With sufficient computation and a sufficiently large training set or supplemental non-
private data, both good accuracy (that is, almost as good as a non-private model) and good
privacy can often be achievable. And even when computation and dataset size are limited,
there are advantages to training with even a weak (but still finite) formal DP guarantee.
Hence, we hope this work will facilitate more widespread deployments of DP ML models.

1. Introduction

Differential Privacy (DP) (Dwork & Roth, 2014) has become a de facto standard for reason-
ing about information leakage. This well-established framework is starting to be adopted in
industry (Thakurta & McMahan, 2022; Xu et al., 2023; Snapchat, 2022; Facebook, 2022;
Differential Privacy Team, Apple, 2022; Ruehle et al., 2021) and the public sector (United
States Census Bureau, 2022), and is an active area of research.

The term “privacy” has sometimes been used in the ML community quite loosely. Models
are sometimes deemed “private” if they are robust to some empirical tests; for example mem-
bership inference, training data extraction, or private attribute inference attacks. “Privacy”
is also often a shorthand term used to refer to DP, even though DP really only addresses
data anonymization, and not other important privacy principles including transparency and
consent into how data is used, or data minimization approaches that appropriately restrict
access to raw data and intermediate computations (Bonawitz et al., 2022).

In this work, we concentrate on using differential privacy to provide anonymization'
guarantees for the data used in training ML models. Privacy protection, and even privacy
definition is an active research topic, and DP is one of the most widely accepted concrete
technologies which allows one to reason about data anonymization in a formal way. DP can
be used for a wide variety of ML models, and DP methods can make models more robust
to the aforementioned empirical privacy attacks. Of course, for ML to be effective, some
information from the training data must be represented in the model, and so completely
eliminating the chance of any possible inferences about the training data set being made
from the model will be impossible if any utility is to be maintained. Arguably, the type of
guarantee DP provides is thus the best one could hope for in terms of a domain-independent
formal anonymization guarantee.

In contrast, heuristic methods of protection against a particular attack do not provide
the theoretical guarantees of DP. The choice to apply DP-protection, heuristic methods,
empirical privacy auditing, or a combination of these is ultimately a business or policy
decision, and sometimes none of these options is sufficient. Modern giant language models
make this philosophical question concrete. Brown et al. (2022) find that neither DP nor data
sanitation techniques nor robustification methods, while providing some data protection,
fully reflect the privacy expectations of the people who contributed training data. This is
due to multiple reasons, including the fact that for text data, coming up with an appropriate

1. We use the term privacy guarantees interchangeably with data anonymization guarantees with respect
to ML training data. For more precise definitions please refer to Bonawitz et al. (2022).
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unit of privacy is hard (see additional discussion in Section 5.1), there is a blurred line
between public and private data, and the context where the data is revealed is important.

While there has been much work applying DP to machine learning models, successfully
doing this in practice remains challenging. First, privacy-utility tradeoffs (both real and
perceived) discourage broad application of DP during training, and tricks to reduce this
gap are scattered among different papers or are stored in the heads of practitioners. At the
same time, many academic papers do not apply DP rigorously: in complex models like giant
image or language models, the simple application of popular DP training algorithms like DP-
SGD is sometimes insufficient for a rigorous DP guarantee. For example, components like
tokenizers (Kudo & Richardson, 2018; Wu & et al, 2016), special layers like BatchNorm (Ioffe
& Szegedy, 2015), and hyperparameter tuning processes need to be adjusted or accounted
for.

This survey attempts to provide a comprehensive and self-contained guide on how to
apply DP to complex ML models such as deep neural networks, with the goal of achiev-
ing the best performance and rigorous privacy guarantees.? Our target audience is both
academic researchers and practitioners. For academic researchers this work can serve as
a one-stop survey of the current advances in the field of DP ML. Additionally, we cover
in-depth important but often overlooked topics relevant for DP ML model training, e.g.,
privacy amplification via sampling, convergence of the DP-SGD algorithm, and user-level
DP algorithms. We also touch upon the importance of providing fully quantified privacy
statements, including private hyperparameter tuning and final & reporting. Practitioners
will benefit from clear definitions and explanations of what DP guarantees, descriptions of
practical algorithms for obtaining DP models, discussion on how to choose their privacy
budget, the importance of identifying the unit of protection, as well as tips and tricks for
obtaining the best possible utility.

Finally, we would like to highlight that this guide assumes that it is clear to the reader
that DP is needed for their ML model. We do not discuss alternative methods like k-
anonymity or heuristic methods of reasoning about or mitigating information leakage.> We
additionally assume a reasonable background in ML and deep learning in particular.

Throughout this work, we mark some sections as *, to illustrate that they provide addi-
tional in-depth theoretical details and can be skipped over without hurting the overall flow
of thought.

We use grey boxes like this one to draw the reader’s attention to an important argu-
ment, conclusion or suggestion.

1.1 Preview of the Later Sections

This survey paper is organized as follows.
1. Differential Privacy Basics (Section 2) provides the background information re-
quired to understand differential privacy. In particular, we introduce the two most

2. Given the breadth and challenging nature of the topic, omissions and mistakes are quite possible. The
authors welcome feedback on the work.
3. E.g., data deduplication can be an effective non-DP tool for reducing memorization (Lee et al., 2021).
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common definitions of differential privacy (DP) and approximate differential privacy
and discuss intuitive examples (Section 2.1). Additionally we state the most important
properties of DP (Section 2.2). We conclude this section with a sneak peak into pop-
ular mechanisms that can be used for achieving DP (Section 2.4). These mechanisms
will be employed throughout the later sections.

2. DP-fying Basics (Section 3) describes the DP setting including threat models and
release boundaries (Section 3.1) and discusses where DP can be introduced (whether
it is adding privacy to the data in Section 3.2.1, the serving process in Section 3.2.2,
or the algorithm in order to obtain a DP model. We explore algorithm modifications
that provide partial training data protection in Section 3.2.3 and we devote the full
next section (Section 4) to modifications of the algorithm that results in full training
data protection. We also compare the guarantees each of these methods provide.

3. DP-Training for Full Training Data Protection (Section 4) is devoted to an
in-depth discussion of the most common way of obtaining a DP ML model — by mod-
ifying the training algorithm. We introduce one of the most popular algorithms for
DP-Training — DP-SGD (Section 4.2) and discuss advanced topics on DP-SGD conver-
gence (Section 4.2.1) and privacy accounting (Section 4.2.2 and 4.3). We then explore
DP-Training algorithms that provide user-level privacy (as opposed to example-level)
guarantees (Section 4.4). Finally, we conclude with a discussion on what makes the
adoption of DP-SGD hard in practice (Section 4.5).

4. Practicalities of DP-Training (Section 5) is specifically designed for practitioners
and focuses on all stages of applying DP-Training to an ML model. We start by
highlighting the importance of what unit of protection to use (Section 5.1). We then
discuss what is currently considered a “good” level of protection for an ML model
and suggest privacy guarantees to target, as well as outline the reasoning as to why
these guarantees have a meaning (Section 5.2). We state how privacy guarantees can
be calculated and argue for a rigorous way of reporting such guarantees in Section
5.3.2. We then present an analysis of the importance of hyperparameter tuning for
maximizing the utility of DP-Training methods (Section 5.4.1), introduce step-by-step
tuning algorithms and describe how to account for such tuning (Section 5.4.2). Finally,
we highlight the need for careful model architectural design (Section 5.5) and multi-
device distribution consideration (Section 5.6). We conclude with a brief overview of
popular DP libraries.

2. Differential Privacy: Definitions, Intuition and Properties

In this section we introduce common differential privacy definitions, outline DP properties
and popular mechanisms which will be employed throughout the later sections.

2.1 Definitions

Differential privacy (DP) was originally introduced in the context of databases that store
private information about individuals. For example, consider a hospital admissions dataset,
where each row may contain sensitive information about a patient, such as their demograph-
ics, medical history, insurance, and payment information. As part of analyzing the dataset,
an analyst may want to issue a query to obtain aggregate-level statistics, for instance, av-

1116



How 1O DP-FY ML

erage bill, or median hospital stay length. Informally, differential privacy requires that the
result of the query be insensitive to the removal of any single row in the database. Thus,
differential privacy protects against leaking information about individual rows (e.g., patients
in this case). In what follows, we will use a standard machine learning terminology and refer
to the database of interest as a dataset. Next, we formalize the notion of differential privacy.

Setup and notation. Let D be a dataset consisting of n records. An analyst would like
to query the dataset. Formally, the query is a function f that takes a dataset as input and
outputs a quantity of interest. The query could be as simple as computing the mean of
a certain feature, or, more complex, such as training a neural network and then returning
the network’s weights. DP is achieved via a mechanism A: a randomized algorithm that
approximates the result of f. One popular class of mechanisms can be thought of as a “noisy”
version of f, for example, adding judiciously chosen noise to f, i.e., A(D) = f(D)+Z, where
Z is a random variable sampled from a specific noise distribution?.

Differential privacy. What makes a mechanism A differentially private? We formalize
this notion next.

Definition 1 (Differential Privacy - (Dwork et al., 2006)). We say that two datasets D and
D’ are neighbors if they differ in exactly one record; more precisely, one dataset is a copy of
the other but with a single record added or removed®. Let € be a positive scalar. A mechanism
A guarantees e-differential privacy if for any two neighboring datasets D and D', and for
any S C Range(A),

P[A(D) € S] <exp(e) x P[A(D) € S]. (1)

In Definition 1, Range(A) refers to the set of all possible outcomes of A. Technically,
the set S in the definition must be measurable.

Definition 1 guarantees that the probability of seeing a specific output on any two neigh-
boring datasets can differ by at most a multiplicative factor of exp(¢). When ¢ is sufficiently
small, the main implication of the definition is that including or excluding a single record
from the dataset is not likely to change the output. Thus, an adversary who only has access
to the output of A will have a difficult job inferring whether any particular record is present
in the dataset.

The choice of what constitutes a “record” (the unit of privacy) is central to interpreting
the definition of DP and the semantics of the guarantees it provides. Different units of pri-
vacy can be appropriate for different ML applications. For simplicity, we will generally focus
on the case where a record corresponds to a single training example, resulting in example-
level DP (also called instance-level DP). However, in many applications (particularly those
where training data is generated by users, and one user might contribute a large number of
training examples), it may be preferable to define a “record” as encompassing all the data
from a user (user-level DP). In other applications, one might also partition data based on
the time of generation. In any case, the neighbor definition will then guide the specific
near-indistinguishability guarantees given by differential privacy. When one record consists
of multiple training examples, different DP mechanisms may be required (Section 5.1).

4. We note that not all mechanisms used in the literature are additive as in this example.
5. While this is the most common notion of adjacency, we discuss other possible definitions in Section 2.1.1

1117



PoNoMAREvA, HAazIMEH, KURAKIN, XU, DENISON, MCMAHAN, VASSILVITSKII, CHIEN & THAKURTA

Choice of €. The parameter ¢ is called the privacy parameter or the privacy budget. It
controls the level of protection provided by Definition 1 for the specific unit of privacy:
smaller €’s provide more protection because the mechanism’s output distributions on neigh-
boring datasets become closer. Generally, there is a trade-off between € and the utility of
the mechanism (e.g., accuracy of a neural network); smaller &’s typically lead to lower util-
ity if other variables like the dataset size and batch size remain constant. As an extreme
example, when ¢ = 0, it is easy to see that the output of the mechanism becomes indepen-
dent of the input, i.e., all datasets will lead to the same output distribution. Of course,
such an input-independent mechanism is expected to have very limited use. In practice,
we need to achieve a balance between an e that provides a good level of privacy without
sacrificing much on utility. The particular choice usually depends on the application. For
common statistical database queries (e.g., mean of a column), ¢ is typically chosen to be
less than one. In deep learning, this choice is usually relaxed to e < 10 (see Section 5.2 for
a discussion). We also emphasize that the shape and location of the privacy-utility tradeoff
curve is strongly influenced by dataset size and the amount of computation used during
training (e.g., batch size). With a sufficiently large training set and sufficient computation,
for a fixed model both good accuracy (that is, almost as good as a non-private model) and
good privacy can often be achievable. Hence, the relevant question is not usually “ Will DP
work for my model?” but rather “How much computation and data do I need to achieve
reasonable privacy and utility?”.

Approximate differential privacy. In context of private ML models, a relaxation of
pure e-DP Definition 1 has been commonly used instead. This is due to a number of
reasons, including obtaining better utility and other advantages like easier and tigher privacy
accounting for composing several DP mechasims (see Section 2.2), while preserving the
strong semantics of DP (Kasiviswanathan & Smith, 2008). In this work, we primarily
concentrate on the following Approzimate DP relaxation (Dwork et al., 2006):

Definition 2 ((e, §)-Differential Privacy, (Dwork et al., 2006)). Let e and 6 <1 be two non-
negative scalars. A mechanism A is (g,0)-differentially private if for any two neighboring
datasets D and D', and for any S C Range(A),

PA(D) € S] < exp(e) x PLA(D') € S] + 6. 2)

The (g, ) definition is a relaxation of the e definition, which allows the two probability
terms in Definition 1 to differ by the additive scalar §. Thus, § controls the strength of
the relaxation, with smaller values leading to stronger privacy guarantees. While for 6 > 0,
this definition generally “fails” to satisfy e-DP, it is important to make a distinction between
two types of failure that the definition allows. The first is “catastrophic” where parts of,
or even the whole dataset, is likely to be output publicly. The second type is “graceful”, in
the sense that the € definition does not hold exactly, but a looser bound may still hold. As
an example of graceful degradation, consider an (g, ) mechanism that is also guaranteed to
be (2e,0)-DP. While this mechanism fails to satisfy e-DP, it does satisfy exact DP with a
privacy level of 2¢, so it cannot fail catastrophically. Fortunately, common mechanisms for
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(€,6)-DP in the literature, such as the Gaussian mechanism that we discuss in Sec. 2.4, do
not fail catastrophically ©.

Since § controls the strength of the relaxation, it is important to make sure that a
sufficiently small § is used. The general recommendation in the literature is to choose § < %,
where n is the number of records in the dataset (Dwork & Roth, 2014). This recommendation
stems from a worst-case analysis. Specifically, consider the following worst-case assumption
on every record: if the record r is present in the dataset, the (g, ) mechanism will generate
a certain output E, with probability §, and furthermore, E, cannot happen otherwise. If an
attacker observes F,., they can directly deduce that the record r is in the dataset. Thus, each
record in the dataset has a probability ¢ of being successfully identified by the attacker in
this worst-case scenario. The expected number of successful attacks is dn. Choosing § < %,
will ensure that the expected number of successful attacks is much smaller than 1.

2.1.1 ALTERNATIVE NEIGHBORING CRITERIA

The DP definition can be parameterized with different ways records are allowed to
change to form a neighboring dataset: add-or-remove one record, zero-out one record,
or replace-one record. The first two have comparable semantics for a fixed €, whereas
the guarantee for replace-one is approximately twice as strong. Care should therefore
be taken when comparing es based on different criteria.

The choice of what constitutes neighboring datasets is key to Definition 1. The primary
question of what constitutes a single record (the unit of privacy) was discussed above, and is
treated in more depth in Section 5.1. There is also a more technical aspect to the definition,
which is how records are allowed to change between neighboring datasets (independent of
what defines a “record”). The addition or removal of a single record (add-or-remove, as
in Definition 1) is particularly common. However, because this changes the size of the
dataset, complications can arise when applying this definition in some settings. For this
reason, it may be technically preferable to instead use a zero-out notion where datasets
are adjacent if any one record is replaced with a special “zero” record (often exactly zero
for numeric data) (Erlingsson et al., 2020; Kairouz et al., 2021c). While this technically
produces a slightly different guarantee, €’s for add-or-remove and zero-out DP are essentially
semantically equivalent.

A third common definition is replace-one which allows one record to be replaced with an
arbitrary different record (Vadhan, 2017). This is equivalent to combining the addition and
the removal of a record; this definition can roughly be thought of as producing guarantees
that are “twice as strong” as the other two.” Hence, when comparing specific € values it is
essential to confirm that a comparable adjacency criteria and unit-of-privacy is being used.

6. Rather, for any arbitrarily small §, there exists an € value such that the mechanism has (e, ) guarantees
(Mironov, 2017)

7. Technically, the ¢2-sensitivity (see Definition 3) will typically be twice as large under replace-one. To
see this, imagine we are computing a sum of scalar records from the range [—1,1]. Add-or-remove and
zero-out can both change the sum by at most 1, but replacement can change the sum by 2 (switching a
—1toa +1).
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2.2 Properties of DP

Definitions 1 and 2 satisfy two important properties: composition and invariance to post-
processing. Specifically, composing or post-processing multiple DP mechanisms is guaran-
teed to remain differentially private (albeit the privacy parameters do degrade upon com-
position). Thus, DP procedures for complex systems can be designed in a modular way by
combining and transforming the outputs of many building-block DP mechanisms. As an
example, pre-processing a dataset using a DP algorithm and then training a model using
another DP algorithm is guaranteed to be DP. Next we discuss these properties in detail.

Sequential composition. Applying multiple DP mechanisms to the same dataset re-
mains differentially private but with some degradation in the privacy parameters. There are
different composition bounds in the literature for quantifying this degradation. One basic
composition bound states that the € and § after applying multiple mechanisms is the sum
of the €’s and ¢’s of the individual mechanisms. More formally, let Aq,..., A; be a set of
t mechanisms where the i-th mechanism satisfies (g;,d;)-DP. Sequential composition states
the joint output of the mechanisms, i.e., (A1,..., As), is (¢/,6")-DP where ¢’ := >, &; and
8" :=>",8; (Dwork & Roth, 2014). The &’ in the latter bound can be improved at the ex-
pense of some degradation in ¢, using advanced composition bounds (Dwork & Roth, 2014;
Kairouz et al., 2015). Alternatively, tighter bounds can be obtained for sequential compo-
sition by exploring more fine-grained properties of A1, ..., A e.g., for the composition of
exponential mechanisms (Dong et al., 2020).

Parallel composition. Recall that in sequential composition all mechanisms were applied
to the same dataset. In contrast, parallel composition assumes that the dataset is partitioned
into mutually disjoint subsets, and each mechanism is applied to one unique subset. As
before, we denote the set of mechanisms by Aj, ..., As, where the i-th mechanism satisfies
(€4, 6;)-DP. Parallel composition guarantees that the combined mechanism, i.e., (A1, ..., 4;),
is (max; g;, max; 0;)-DP. The guarantee here is stronger than that of sequential composition.
Intuitively, this statement holds because in parallel composition the combined mechanism
uses each record once, whereas in sequential composition each record is used multiple times.

Invariance to post-processing. Applying any data-independent transformation to a DP
mechanism is guaranteed to remain differentially private (with the same privacy parameters)
(Dwork & Roth, 2014). This property has two important implications. First, it is impossible
for an attacker to weaken the DP guarantee by post-processing the mechanism’s output.
Second, this property can be used to simplify the design and analysis of complex DP systems.
For example, training a neural network with SGD is essentially a post-processing of gradients
computed at successive iterations. Thus, based on the post-processing property, differentially
private training of a neural network can be achieved by using differentially private gradients
in each iteration; this method will be discussed in more detail in Section 4.2.

Converting from example-level to user-level privacy (group privacy guarantees).
In some cases, it is possible to use group privacy theorems to convert guarantees for a
“smaller” unit of privacy to a guarantee for a “larger” unit of privacy. For example, consider
a domain where we train a model on examples coming from users. If we train with an
example-level (g,8)-DP guarantee, we can infer a (ke, ke*®§)-DP guarantee when up to k
examples are changed arbitrarily, following e.g. Vadhan (2017, Lemma 2.2).
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Suppose the maximum number of examples any one user can contribute to the training
data is capped at k = 20, and we train with a example-level (¢=2, §=10724)-DP guarantee.
Using the above result, we can infer a user-level (e=40,6=4.7x10~%)-DP guarantee. The
substantial degradation of both € and § in this case suggests that using DP mechanisms that
directly provide user-level privacy may be preferable (Section 4.4), or that a smaller cap on
the number of examples allowed per user should be chosen.

2.3 Alternative Stronger Relaxations of DP*

As discussed earlier, approximate DP (Definition 2) is a relaxation of exact DP (Definition
1). However, composition bounds using (g, d)-DP have been shown to be loose even for
advanced composition. To address this issue, stronger relaxations of exact DP with much
tighter bounds for composition have been introduced in the literature. Popular examples
include zero-Concentrated Differential Privacy (zCDP) (Bun & Steinke, 2016) and Rényi
Differential Privacy (RDP) (Mironov, 2017). Similar to the setup of Definition 1, let us
consider two arbitrary neighboring datasets D and D’ and a mechanism .A. On a high level,
both zCDP and RDP guarantee that the “distance” (technically, the Rényi divergence)
between the distributions of A(D) and A(D’) is below a certain threshold, for any two
neighbors D and D’. Intuitively, since the two distributions are close, it is improbable for
an attacker to deduce which of the neighboring datasets was used by the algorithm. These
two definitions do not allow for catastrophic failures and are stronger than approximate DP.
Specifically, any zCDP or RDP guarantee can be converted to an approximate DP guarantee.
In Section 4.2.2, we will present and discuss RDP more formally.

2.4 Basic DP Mechanisms*

As discussed earlier, differential privacy is typically integrated in complex systems in a
modular fashion, by relying on building-block mechanisms. While many mechanisms have
been proposed in the literature, we will focus here only on three fundamental mechanisms
that are essential to the training and hyperparameter tuning algorithms discussed in the
rest of the paper. Specifically, we will discuss (i) the Laplace and Gaussian mechanisms
for queries with numerical outcomes, and (ii) the Exponential mechanism for queries with
arbitrary outcomes (not necessarily numeric).

We start with the Laplace and Gaussian mechanisms. We assume that the query f
returns an output in R*. As the names suggest, the Laplace and Gaussian mechanisms add
noise sampled from the Laplace and Gaussian distributions, respectively, to f. The variance
of these noise distributions will depend on the ¢,-sensitivity of f, which we discuss next.

{p-Sensitivity. The £,-sensitivity refers to the maximum possible change in the function
output (measured using the ¢, norm) when a single record is added or deleted from the
input. We define this notion more formally below.

Definition 3 (¢,-sensitivity). Let f be a query mapping from the space of datasets to R,
Let N be the set of all possible pairs of neighboring datasets, i.e.,
N ={(D,D") | D and D' are neighbors}. For a fized positive scalar p, the {,-sensitivity of
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f is defined by

. — /
S(fip) = jmax [I£(D) = £ 3)
Note that this definition of sensitivity is global in the sense that it does not depend on
the dataset we want to run the algorithm on, but on a worst-case pair of neighbors. As an
example of Definition 3, a query f that counts the number of records in D has S(f;1) =1
(because, by definition, one of the neighboring datasets has exactly one additional record).
In other cases, however, the sensitivity may be unbounded or difficult to estimate. For
example, assuming that the entries of the dataset can take arbitrary values, the query
that adds (or averages) all of the entries of the dataset has an infinite sensitivity, since the
additional record could take on an arbitrarily large value. Another important example is the
gradient of an arbitrary function such as the loss of a neural network. When no assumptions
are placed on the function, the gradient can generally have infinite sensitivity, or possibly a
finite sensitivity that is difficult to compute or bound. As we will discuss, the Laplace and
Gaussian mechanisms require the sensitivity of the query to be bounded and this bound
to be known. For queries with unbounded or unknown sensitivity, this issue is commonly
solved by clipping either the entries of the dataset or the output of the query to be within a
bounded range (or to have a bounded norm). The choice of the range is a critical parameter,
and leads to a bias-variance trade-off (Amin et al., 2019). For typical queries, such as the
evaluation of the sum, mean, or gradient, clipping leads to a bounded sensitivity that is
easy to compute. (Gradient clipping will be used in Section 4.2 for one of the most common
DP-Training algorithms).

Laplace mechanism. Before presenting the mechanism, we first review the Laplace dis-
tribution. Given a positive scalar b, the Laplace distribution centered at zero is characterized
by the probability density function g(z|b) = % exp(—|z|/b) where z € R. The scalar b is
called the scale parameter, and the variance is given by 2b%. Given the output of the query
f(D) € R*, the Laplace mechanism adds noise sampled from the Laplace distribution to
each of the k£ dimensions in the output, with the variance of the noise calibrated to the
{1-sensitivity, i.e., S(f;1). Specifically, the Laplace mechanism is defined by

Ap(D; f,e):= f(D)+ (Z1,Za, ..., Z), Z; - Laplace(S(f; 1)/5) Vi,

where Laplace(b) denotes the Laplace distribution with parameter b. The Laplace mech-
anism Ar(D; f,e) is guaranteed to be e-DP (Dwork & Roth, 2014). The scale parameter
(and the variance) used by the Laplace mechanism is increasing in S(f;1). Intuitively, this
is expected because queries with larger sensitivity can change more significantly with the
addition or deletion of a single record, and thus require more noise to “hide” the change.
Also note that the scale parameter decreases with €, meaning that tighter DP guarantees
require higher levels of noise. The Laplace mechanism is used in a range of DP training
algorithms, as we discuss in Section 4 and Appendix A.

Gaussian mechanism. The Gaussian mechanism is an alternative to the Laplace mech-
anism, which has a similar mode of operation but samples noise from a normal distribution.
The Gaussian mechanism cannot guarantee pure e-DP but can instead ensure approximate
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(,6)-DP®. Despite its weaker guarantee, the Gaussian mechanism is commonly used in ma-
chine learning, e.g., it is the main mechanism behind DP-SGD (Section 4.2). A main reason
behind its wide adoption is that it can work with less noise than the Laplace mechanism,
especially when the output of the query is high-dimensional (i.e., large k).

Formally, assuming ¢ € (0,1), the classical Gaussian mechanism? samples noise from
N(0,0?) with o = S(f;2)/2In(1.25/8) /e (Dwork & Roth, 2014), where S(f;2) is the fo-
sensitivity. This is in contrast to the Laplace mechanism, which uses ¢1-sensitivity. Since
l|z]|2 < ||z||1, we always have S(f;2) < S(f;1). In fact, S(f;2) can be significantly smaller
in high dimensional settings, allowing the Gaussian mechanism to use noise with less variance
than the Laplace mechanism (assuming the term In(1.25/6) is sufficiently small). Moreover,
the tails of the normal distribution decay faster than those of the Laplace distribution.
Therefore, even if the two distributions have the same variance, the Gaussian distribution
is more likely to sample noise with a smaller magnitude for tail events.

Exponential mechanism. As discussed earlier, the Laplace and Gaussian mechanisms
can only handle queries with numeric output. In many applications, the answer to a query
may not be numeric or possibly numeric but discrete (e.g., fractional values are not allowed).
For example, tuning a neural network requires answering queries such as “what is the best
model architecture that maximizes performance?”. The answer to this query is an architec-
ture, which cannot be directly privatized by adding noise. The exponential mechanism is a
differentially private selection algorithm (McSherry & Talwar, 2007), which can be useful in
such applications where queries output arbitrary “objects”, such as models, text, or numbers.

Given a public set of objects R (e.g., candidate model architectures), the exponential
mechanism seeks to (approximately) pick the “best” object in the set. The notion of object
quality is quantified using a scoring function and depends on a dataset of interest. Specifi-
cally, given a private dataset D and an object r € R, we define a scoring function G(D,r),
which returns a scalar that quantifies how good r is w.r.t. D (where higher scores are inter-
preted as better). The set R and the function G are assumed to be public and are chosen
by the analyst, while we recall that the dataset D is private. The goal is thus to make sure
that releasing some r € R does not reveal sensitive information about the records of D. To
achieve this, the exponential mechanism Ag(D; G, R, ) randomly samples a single element
from R, where the sampling probability is defined by:

G(D
P(.AE(D;G, R,e) = 7') X exp (W), Vr e R, (4)
and A := max,er S(G(.,T’); 1) is the maximum sensitivity of the scoring function. The

mechanism Ag(D;G, R, ¢) is guaranteed to satisfy e-DP (McSherry & Talwar, 2007). As
evident from Eq. (4), the mechanism assigns exponentially higher probabilities to better
objects (i.e., ones with higher scores). Moreover, the less sensitive the scoring function is,
the more likely the best object will be selected. We remark that the exponential mechanism
is very general and can recover a wide class of DP mechanisms (including the Laplace

8. The Gaussian mechanism also satisfies stronger relaxations of DP, such as zCDP and RDP.

9. The classical Gaussian mechanism we discuss here is only guaranteed to satisfy (e, d)-DP for € € (0, 1).
See Balle and Wang (2018), Zhao et al. (2019) for improved versions of the Gaussian mechanism that
work for € > 1.
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mechanism) for suitably chosen scoring functions. In Section 5.4.1, we discuss how some
existing approaches for DP hyperparameter tuning rely on the exponential mechanism.

Another popular alternative for private selection is the report-noisy-max mechanism
(Dwork & Roth, 2014, Chapter 3), which requires the set of objects R to be finite. Unlike
the exponential mechanism, report-noisy-max adds noise (e.g., from a Laplace distribution)
to the object scores and then outputs the object with the maximum score'®. We also note
that there is an extensive literature on alternative private selection mechanisms, e.g., see
Beimel et al. (2013), Chaudhuri et al. (2014), Lantz et al. (2015), Minami et al. (2016),
Raskhodnikova and Smith (2016), Liu and Talwar (2019), Awan et al. (2019), McKenna
and Sheldon (2020). These alternative mechanisms may work better than the exponential
mechanism in specific settings, such as when the scoring function has a high sensitivity or
when the set R is large.

Besides the basic mechanisms discussed above, there are many other fundamental DP
techniques and frameworks in the literature. For example, the Sparse Vector Technique
(Dwork & Roth, 2014, Chapter 3) can be used to obtain tight DP guarantees in settings
where there is a stream of numeric queries and where the goal is to identify one (or a small
number of queries) whose output lies above a certain threshold. There are also several pop-
ular frameworks that can guarantee DP in settings where the global (worst-case) sensitivity
in Definition 3 is large; for example, the Sample-and-Aggregate (Nissim et al., 2007) and
Propose-Test-Release frameworks (Dwork & Lei, 2009). These frameworks rely on a local
notion of sensitivity, which is typically smaller than global (worst-case) sensitivity. For
more discussion and a survey of additional techniques and frameworks, we refer the reader
to Dwork and Roth (2014).

3. DP-fying Basics: Settings and Methods

This section provides details on how to achieve training data protection via DP datasets,
models and predictions.

We first cover an important question that a practitioner should answer before choosing
a DP method: how will the model be used (accessed) and what threat mode do we need
to mitigate (e.g., protection from a rogue user that has access to ML model predictions
vs protection from an untrusted service provider). We cover this topic in Section 3.1. We
proceed to explore where DP can be introduced in Section 3.2 and then we present different
DP techniques, including modifications to the training data (Section 3.2.1), inference process
(Section 3.2.2) and the modification to the training algorithm that results in partial training
data protection (Sections 3.2.3). We explore the modification to the training algorithm that
protects full training data in the next Section 4.

While there has been some work that attempts to reason about intrinsic Differential
Privacy of some unmodified/standard ML components (e.g., SGD (Hyland & Tople, 2019)
and bagging (Liu et al., 2020)), this subfield is still very much nascent and will not be
explored in this paper.

10. Under Gumbel noise, report-noisy-max is known to be equivalent to the exponential mechanism.
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3.1 DP Settings: Threat Models and Release Boundaries

The type of DP guarantee necessary (as well as its strength) should depend on the threat
model(s) of concern. The more plausible it is that some (raw, intermediate, or final) piece
of data is visible to a potentially adversarial actor, the stronger the DP anonymization
requirements should be. Depending on the threat model, a (potentially adversarial) actor
could have access to different components of an ML system or workflow:

B1. The raw data from which training examples are derived. In this work we presume this
raw data contains privacy-sensitive information.

B2. The training dataset itself. Access to the training data might be a concern when for
example releasing a dataset for use in an ML competition. Arguably the hardest setting,
we briefly survey techniques for privatizing datasets in Section 3.2.1.

B3. Gradients or updates from an individual user. This might be a concern if data is
transmitted from devices without on-the-wire encryption, or if the adversary has access
to the intermediate state of the aggregator / training algorithm.

B4. Intermediate models or aggregated gradients. This might be a concern in federated
learning, where partially trained models are sent to client devices.

B5. The final (production) model parameters. This might be a concern if model parameters
are open-sourced or deployed for on-device inference.

B6. Predictions made by the production model. This might be a concern if the models
predictions are used in a public web service or app. We cover options for directly
protecting predictions in Section 3.2.2.

For access at levels B1 - B4, data minimization approaches to privacy can often provide

the primary defense—for example using appropriate security and data access procedures to

limit visibility to a small number of trusted system administrators or ML engineers. Hence,
data anonymization (and DP in particular) is most salient for B5 and B6, as these may
necessarily be exposed to some threats during the intended use of the model.

Importantly, the invariance to post-processing guarantee of DP (Section 2.2) plays a
critical role here, in that as long as the data passes through the DP mechanism before
the potential threat, the DP guarantee applies. For example, if a DP mechanism protects
B4, then B5 and B6 benefit from the same guarantee. This is, in fact, the most common
approach: the majority of the methods we discuss in Section 4 actually provide protection
at the level of B4. For example, in the usual analysis of DP-SGD (Section 4.2), formally
the output of the DP mechanism is the full sequence of per-iteration noised gradients, even
though DP-SGD is commonly used when access to the final model, as in B5, is the primary
concern.

For the DP guarantee to be meaningful, one needs to establish trust or verify that the
mechanism is implemented correctly, and that the raw data and pre-DP intermediate values
are suitably protected. There are several ways that DP can be applied that take different
approaches to these requirements.

Central or trusted-aggregator DP. In this setting, a trusted service provider (often
called the aggregator) has access to the raw data and is in charge of “privatizing” the model
by applying DP. This is the setting we concentrate on throughout this paper.

Users contributing data need to trust this aggregator, and the primary privacy concern
relates to the output of the DP mechanism the aggregator implements, or something post-
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processed from that output (e.g., the final model will be made public as in B5, and users
contributing data want a DP guarantee to ensure that this final model cannot be used
to learn something private from the training data contributed). That is, any adversary is
assumed to only have access to the released output of the trusted aggregator. In the ML
context, this corresponds to a setting in which many users contribute their raw data to a
dataset which is typically stored centrally by the aggregator, and used to train a model which
is eventually released. In some settings (e.g., federated learning), intermediate versions of
the model are also released.

Local DP. Local differential privacy is an alternative setting motivated by cases where
users contributing their data do not fully trust the central aggregator (e.g., are concerned
about data breaches or insider threats at the entity coordinating training). We discuss
applications of Local DP to learning in Section 3.2.1. Formally, Local DP (Kasiviswanathan
et al., 2011) is defined as follows:

Definition 4 (Local Differential Privacy). Let € be a positive scalar. A mechanism A
guarantees e-local differential privacy if for any two values x and x', and for any S C
Range(A),

P[A(z) € 8] < exp(e) x PlA(z) € S]. (5)

In this setting, an adversary can see the output of a transformation on any individual’s
record before any aggregation (as in Item B3 above), and must still not be able to distinguish
anything about that individual regardless. The requirement of local differential privacy is
much stronger than that of central differential privacy, as it requires an algorithm to give
indistinguishable output on any possible pair of data points, no matter how distinct. Often,
this results in a much more substantial drop in utility compared to central DP for the same
problem.

Distributed DP*. Distributed DP seeks to recover the utility of central DP without
having to rely on a fully trusted central aggregator (Dwork et al., 2006; Bittau et al.,
2017; Kairouz et al., 2021b; Agarwal et al., 2021). These techniques are essentially based on
running the core of the DP mechanism (typically aggregating and noising) in a ‘secured box’
that even the organization administrating the mechanism cannot look into, thus rendering
the output differentially private before it becomes visible to the aggregator. Currently, such
approaches are most feasible in the federated learning setting, where a collection of clients
(mobile devices or even different organizations) holds the raw data. In a typical setup, these
clients compute minimal reports (e.g., gradients) as in local DP, and perturb these slightly
with random noise. However, if for a given DP guarantee the local approach would require
noise of magnitude 1 on each client, distributed DP typically would only require noise of
magnitude 1/4/n (where n is the number of clients in the aggregation) (Kairouz et al., 2021b).
The server then has access only to the output of the private aggregation protocol. The noise
added by individual clients is typically insufficient for a meaningful local DP guarantee on
its own. After private aggregation, however, the output of the private aggregation protocol
provides a stronger DP guarantee based on the total sum of noise added across all clients.
This applies even to someone with access to the server under the security assumptions
necessary for the private aggregation protocol, which could be provided cryptographically,
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e.g. via Secure Aggregation (Bonawitz et al., 2017), or via hardware trusted execution
environments (TEEs).

In contrasting Local and Distributed DP, it is worth remarking that one can view Local
DP as using a data anonymization approach where arguably a data minimization approach
should be preferred. That is, in the ML context, there is no need to release the contributions
of individual users/clients (e.g. gradients), as their only use is to be aggregated into a final
batch gradient and eventually into a final model. Thus, using cryptographic protocols or
Trusted Execution Environments (TEEs) to simply remove access to the non-aggregated
non-privatized values entirely (as in Distributed DP) is likely preferable to noising them
and assuming they can be accessed by an adversary as in Local DP, assuming the security
properties of the TEEs or protocols are sufficiently strong.

The setting chosen determines the set of privacy threats that can possibly be addressed
by a DP guarantee. We focus on the Central DP setting, where the entity training
the model is considered trusted and has access to the raw data. However, this setting
can be insufficient if e.g. insider threats or data breaches are a primary concern (as
these might bypass the DP outputs entirely). Local DP is an intuitive approach for
decentralized data, but typically suffers from severe utility loss, and where feasible
Distributed DP methods are likely to be preferred as they can offer protection against
similar threat models with much higher utility.

3.2 Where to Apply DP

We now examine various ways of adding differential privacy to machine learning workflows.
Keeping in mind the post-processing property of DP, we have a choice of enforcing differential
privacy in three different phases of the typical ML pipeline:

1. Adding DP at Input/Data level: If the input data is made differentially private,
any model trained using that data will also be differentially private, as will be all
outputs of that model. This is the most challenging place to introduce DP, but in
Section 3.2.1 we explore several methods that make progress in this direction.

2. Adding DP during ML model training process: This is by far the most common
approach to obtain DP ML models. Even if the input data is sensitive, if the model
training algorithm is differentially private, then the resulting model and its outputs
will be differentially private. Here one can distinguish between

(a) Label only protection. In this setup, only the labels of the training data are
considered private, while features are treated as public. We explore methods for
DP-Label protection in Section 3.2.3

(b) Full training data protection. In this setup, which is probably the most com-
mon, both features and labels of the data are considered private and need to be
protected. Section 4 describes methods to achieve such protection.

Gradient perturbation methods, which we will cover in Section 4 are the most common
and practical methods for DP-Training. They work by making the gradients differ-
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entially private. As such, by postprocessing property, weights are also DP, so all the
checkpoints and the final model weights are DP and can be released .

3. Adding DP to the predictions of an ML model is possible when the model itself
does not need to be released. This level of DP protection is appropriate if users are
only allowed to access model predictions through some trusted server by providing
their own inputs.

As a general rule, the task of introducing DP becomes “easier” the further from the
data DP modifications are introduced, with the hardest being DP at the input level
and the easiest (resulting in the smallest hit to the ML model utility) being at the
model prediction level (assuming only a limited number of predictions are made).

These methods clearly come with different levels of guarantees. Table 1 summarizes the
interaction between required mode of access to the model (which is dictated by the threat
of concern) and where the DP-related modifications can be introduced. While the majority
of this work will focus on DP-Training for the full model protection (Section 4), we provide
a brief overview of other aforementioned methods below.

What is considered "public"

Training data Model weights Model predictions Where DP is added

Mode of access

Model predictions x!2 Predictions
Model weights X X Training process'3
Access to data b b b At the data level

Table 1: The connection between where the DP mechanism is introduced, the mode of access to an
ML model, what can be released freely (e.g., considered public). Note that all methods
alm to protect the original training data, however the mode of access determines how
broad of interface is revealed to the public to query the result of a DP-algorithm.

3.2.1 DP AT THE INPUT LEVEL

Input arguably is the most challenging place to apply DP. Intuitively it is the case due to the
fact that this option gives the broadest privacy coverage: releasing a differentially private
version of the dataset allows the use of an arbitrary training algorithm, but also must ensure
privacy for any possible use of the anonymized data, including the inspection of individual
training examples.

Local DP approaches. When the dataset is formed by collecting anonymized examples
from users (without ever collecting the non-privatized data), a local DP guarantee is possible.
The resulting anonymized dataset can be then passed to an arbitrary training algorithm.
However, the noise of the DP mechanism introduced in such setting will typically be far too

11. Assuming the privacy guarantee is deemed sufficient for the application.
12. Inference budget must be set, access to only a limited number of predictions is allowed
13. Assuming gradient perturbation methods that make gradients DP.
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large. Achieving this requirement has proven difficult enough that researchers have tended
towards using relaxations of local DP instead.

One such relaxation is the idea of “limited-precision local privacy” (LPLP), introduced
by (Schein et al., 2019) in the context of algorithms for analyzing count data. Essentially,
LPLP modifies the definition of local differential privacy by only requiring it to apply when
the two elements in question fall below a given distance threshold. The authors then devise
a new LPLP algorithm for the problem of Bayesian inference for Poisson factorization.

A more continuous relaxation called dx-privacy was proposed by Chatzikokolakis et al.
(2013). In this setup, an adversary’s success probability is allowed to depend on a context-
specific distance between the two elements under consideration. (Formally, this is done by
replacing the € in Definition 4 with ed(z, 2"), where d(x, 2") is the (problem-specific) distance
between - and z'); this notion has been successfully used in a number of works on text data.

Recently Feyisetan et al. (2020) devised a dx mechanism to modify a text string by taking
each word, adding noise to its embedding, and then replacing the original word with the
word closest to the noisy embedding. They prove that this mechanism satisfies dy privacy,
and present experiments showing that the output is still useful for text analysis models.

Fernandes et al. (2019) define a measure they call “earth mover’s privacy” based on
the idea of dy privacy, in which the distance between examples is the well-known earth
mover metric. Based on this new relaxation, authors describe an algorithm for adding noise
to a bag-of-words representation of a text document and demonstrate its effectiveness in
obscuring author identity.

The application of dx privacy to language models was further systematically explored by
Qu et al. (2021). They experiment with three different dy-privacy techniques for privatizing
text data at the token, text, and sequence level, and explore the effects of these method
when fine-tuning pretrained BERT models in a variety of settings. They also explore the
idea of using privacy-adaptive pretraining.

Synthetic private data generation. Another broad category of approaches for adding
DP at the input level is synthetic data generation, which is generally done in the central DP
setting. This line of work moves away from adding noise to individual examples in a dataset
and instead seeks to generate fully private synthetic examples that can be freely shared.
In order to generate such synthetic data, some sort of probabilistic model describing the
underlying distribution is created and then subsequently sampled, and the fidelity of this
model is crucial for the utility of the underlying synthetic data.

Synthetic data for query release was explored in depth extensively (Blum et al., 2011),
(Hardt et al., 2010). Differentially private query release is a task of releasing accurate
answers to a number of statistical queries (e.g., counts, sums etc). While answering a small
number of such queries can be done by adding noise perturbation to the query results, for a
large number of queries, approaches that generate synthetic data and subsequently answer
the queries using this data have been quite prominent in the literature. The utility of this
type of synthetic data is measured by the quality of the answers to statistical queries. For this
setting, Hardt et al. (2010) introduced MWEM-mechanism based on private multiplicative
weights, Li and Miklau (2012)’s mechanism is based on Matrix Mechanisms; Dual Query
by Balle and Wang (2018) algorithm views the synthetic data generation setup as a zero-
sum game. (Vietri et al., 2020) introduced 3 algorithms (FTPL, FEM, sepFEM) algorithms
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that rely on black-box optimization routines. RAP (Aydore et al., 2021) follows the select-
measure-generate paradigm that generates synthetic data to closely match noised answers
to chosen queries. Liu et al. (2021) unifyied these approaches under a common paradigm.
McKenna et al. (2022)’s AIM used the same select-measure-generate paradigm, with the
modification to select stage where authors iteratively and greedily select the most useful
queries that took into account the value of these queries for approximating the original
data. McKenna et al. (2021) then applied similar paradigm for generation of synthetic data
that can be released on its own (as opposed query release task where synthetic data is not
released but used to release the answers to statistical queries).

The topic of generating private tabular synthetic data that would be useful for an ML
model training has recently gained popularity (Tao et al., 2021). In this setting, synthetic
data utility is evaluated based on the performance of an ML model trained on synthetic
data. One common strategy for high-dimensional synthetic data is to generate a set of low-
dimensional marginals over the input data, and use them to approximate the underlying
distribution. For example, Zhang et al. (2014) proposed a PrivBayes method that constructs
a Bayesian network to model the interactions of the features. The noise is then injected into
the marginals to ensure differential privacy. Synthetic dataset is constructed thereafter by
sampling from this approximate DP distribution. JunctionTree method (Chen et al., 2015)
subsequently improved upon PrivBayes by learning DP-protected pairwise correlations of
the attributes and applying junction tree algorithm to infer joint data distribution via noisy
marginals. More recently, Cai et al. (2021) introduced PrivMRF which uses Markov Random
Field model to represent the correlations among the data attributes. Another line of research
foregoes directly modeling the marginals and adopts ML approach to learning the underlying
data distribution automatically. For example, GAN-based methods were explored in DP-
GAN (Xie et al., 2018) and PATE-GAN (Yoon et al., 2019), and the ensembling approach
was recently proposed in (Liu et al., 2021). However a recent benchmark finds that for
tabular data the aforementioned Marginal-based methods seem to outperform GAN-based
in terms of final ML model utility (Tao et al., 2021).

The field of private synthetic data in the context of complexr data such as text, images,
or audio/video is still very much nascent.

3.2.2 DP AT THE PREDICTION LEVEL: PRIVACY PRESERVING PREDICTIONS

Adding DP at the prediction level is used in a setting when a trained ML model is accessible
only through a secure interface (Dwork & Feldman, 2018). In particular, a (potentially
adversarial) user has only the ability to obtain predictions from the model using its own
data'. Such an access mode is popular for pay-per-use models like various cloud-based ML
prediction APIs. Importantly, the goal is still to protect the privacy of the training data
used to train the model(s) making the predictions, as with all the approaches we consider.
Private prediction methods introduced at prediction level come with an inference budget,
which limits the number of predictions a user can access (van der Maaten & Hannun, 2020).

14. If the model is queried on private data at inference time, in general the model output will still be privacy
sensitive (for example, consider a model that simply changes the style of an input image but leaves it
semantically unchanged).
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Techniques based on Sample-and-aggregate framework (Nissim et al., 2007) are com-
monly used in order to allow to answer multiple user queries without privacy degradation.
They work by splitting the training data into a number of disjoint subsets, training an ML
model for each of these subsets and then during the prediction time aggregating the predic-
tions from these non-private models while taking into account the level of consensus from
these models (adding less noise with similar predictions and more noise otherwise).

Sample-and-aggregate is the workhorse of privacy preserving prediction methods, with
the differences being how the aggregation happens and the amount of noise that needs to
be added during such an aggregation. Additionally, Dwork and Feldman (2018) introduced
non-aggregation based approaches that instead rely on subsampling and uniform stability.

Finally, it is worth mentioning that empirical study by van der Maaten and Hannun
(2020) argues that introducing DP during the training process (instead of at the prediction
level), provides a better privacy-accuracy-tradeoff for private predictions in many cases like
when large inference budget is required or large amount of training data is available (while
also providing stronger access guarantees, refer back to Table 1).

3.2.3 DP DURING THE TRAINING PROCESS: PROTECTING ONLY LABELS (LABEL-DP)

In general, modification of the training process can result in either full model protection
(that we will explore in detail in Section 4) or label-only protection. We explore the latter
setting in this section.

Label-level DP is a relaxation of (¢,6) DP for ML models. This definition considers
only the labels of the data to be sensitive. This is in contrast to both labels and features
being treated as private/sensitive, as in standard DP. An example of such setting is online
advertisement where models predicting either conversion on clicks are trained. For such
models, the data about the advertisement (e.g., link, product etc) is considered public,
whereas the label (whether a user clicked or converted on an ad) is private and should be
protected (Wu et al., 2022)

Definition 5 (Label Differential Privacy (Chaudhuri & Hsu, 2011)). Let ,0 be a positive
scalars. A mechanism A guarantees label (g, ) differential privacy if for any two datasets
D and D' that differ only in the label of one instance, and for any S C Range(A),

P[A(D) € S] < exp(e) x PIA(D') € S] +6. (6)

This definition is the same as the classical (e, ) definition with a notion of what makes two
datasets D and D’ neighboring modified.

Ghazi et al. (2021) show that Label-DP is significantly “easier” than providing full level
protection (e.g., protecting both features and the labels), therefore achieving small perfor-
mance drop due to DP should be possible with small & values.

There are a number of ways to achieve Label DP protection. The first is using classical
randomized response (RR) (Warner, 1965) — by randomly flipping the training labels using
some predefined probability before labels are used for training/model updates. For example,
for models trained with SGD, labels are randomly flipped before gradient is calculated.

While early works use pre-determined prior distribution for labels’ change, recent work by
Ghazi et al. (2021) proposed to instead learn a prior by bootstrapping it from a uniform prior
and progressively updating this prior during multi-stage training. This works by splitting
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the training data into a multiple subsets and training a model on each subset. The top-k
previous model predictions are used as a new prior for the model trained on the next subset.

Two additional methods were introduced by Esmaeili et al. (2021). Their first method
called PATE-FM works by first splitting the training data into K disjoint subsets, and
then training a teacher model on each of these labeled subsets while also incorporating
unlabeled data from all other subsets. Then a student is trained using the votes from all the
teachers as the labels for the data. The second method proposed by Esmaeili et al. (2021)
is ALIBI, based on Randomized Response, that perturbs the one-hot encoding of training
labels with Laplace noise before training, making the labels soft (as opposed to hard label
switching as in RR). After additional normalization using Bayesian Inference to make label
distribution probabilities per instance sum to one, a model is trained conventionally (e.g.,
via back-propagation).

More recently, Esfandiari et al. (2022) proposed another solution for achieving Label DP
using clustering. In their method, training data points are clustered using their features, then
labels are randomly re-sampled using the labels of other examples in the cluster, producing
a new training data with noisy labels. Subsequently, a model is trained with this new
training data and a modified loss. Authors show that such approach significantly improves
privacy-utility trade-off compared to direct application of RR to the labels.

4. DP-Training: Protecting Full Training Data

The term “DP training” often refers to a modification of the training process of ML models
which guarantees that the resulting ML models are differentially private. In this section
when we talk about DP-Training we aim to provide full model guarantees that state that
the model would not be sufficiently different, no matter whether a particular instance was
or was not included in the training data.

In this section we first provide a literature overview of DP-Training methods (Section
4.1). We then proceed to introduce one of the most popular algorithms for DP-Training
— DP-SGD (Section 4.2) and discuss advanced topics on DP-SGD convergence (Section
4.2.1) and privacy accounting (Section 4.2.2 and 4.3). We additionally explore DP-Training
algorithms that provide user-level privacy (as opposed to example-level) guarantees (Section
4.4). Finally, we conclude with a discussion on what makes the adoption of DP-SGD hard
in practice (Section 4.5)

4.1 Survey of DP-Training Methods

Broadly speaking, DP Training can be categorized into noise injection methods and alternate
methods. Noise injection methods can be further categorized by where in the training process
the noise is introduced. While the most common method for deep learning ML models is
gradient noise injection, below we survey most of the approaches that were explored in
academia.

4.1.1 TRAINED WEIGHTS NOISE INJECTION METHODS

These methods modify the already trained model weights and are also sometimes referred
to as an output perturbation methods (Jayaraman & Evans, 2019a). This is one of the first
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lines of work that stems directly from Dwork’s definition of privacy and an introduction
of randomized mechanisms. These methods work by injecting the noise proportional to
the sensitivity of the training output (which describe how much the weights can change
on neighboring datasets) (Chaudhuri & Monteleoni, 2008). The analysis to bound such
sensitivity can be performed only for relatively simple models like linear regression, due to
complex dependencies between the data and the weights (Zhang et al., 2012). For example,
Chaudhuri and Monteleoni (2008) introduce an algorithm to inject the noise into trained
logistic regression models.

More recently Wu et al. (2016) proposed a “bolt-on” approach to obtaining DP models
that were trained with SGD. They utilized output perturbation and injected the noise at
the end of the training. In order to provide privacy guarantees, authors conducted analysis
of Lo sensitivity of SGD for convex and strongly convex losses.

4.1.2 OBJECTIVE/LOSS MODIFICATION METHODS

These types of methods also assume (some form) of convexity of the loss. Loss modi-
fication methods work by perturbing the loss function with noise, which is subsequently
optimized normally using SGD or other optimizers (Chaudhuri et al., 2011; Kifer et al.,
2012; Phan et al., 2016). For example, Chaudhuri and Monteleoni (2008) introduced a
modified regression loss, similar to logistic regression, for achieving privacy for convex and
twice differentiable loss functions. They demonstrated that for logistic regression such loss
perturbation requires less noise than weights noise injection (for situations when small reg-
ularization coefficient is used). Zhang et al. (2012) introduced the Functional Mechanism
to both linear and logistic regression and showed that the noise magnitude is constant with
respect to the dimensionality of the training data. This mechanism works for functions that
can be represented or approximated as finite polynomials, expanding the loss as a polyno-
mial of its weights and adding Laplace noise into the coefficients. For functions that cannot
be represented using finite-degree polynomials, a truncated Taylor’s expansion can be used
as an approximation. For example for the Logistic Regression loss function, authors use
a second-order Taylor expansion. While this expansion allows to bound the sensitivity, it
limits the expressive power of the models. Phan et al. (2016) extended this work to deep
auto-encoders, where the authors approximated both the data reconstruction and standard
losses with a Taylor expansion.

It is important to point out that for privacy guarantees to hold, both types of aforemen-
tioned noise injection (noising weights and objective perturbation) require strong convexity
assumptions. Further, they require convergence to a global optimum. At the cost of these
strong assumptions, these specialized methods achieve truly impressive privacy guarantees
(with € at most one ) with only slight degradation of utility. Several works attempted to
remove the convergence to the global optimum requirement, for example (Iyengar et al.,
2019) presented an alternative loss perturbation where privacy guarantees hold if the model
reaches the vicinity of a global optimum, however the convexity remains a requirement.
Later Neel et al. (2019) attempted to relax the convexity assumption. In particular, they
introduced an algorithm that required boundedness of the loss function and Lipschitz conti-
nuity in the model weights for its privacy guarantee. However, the utility (accuracy) bounds
of this algorithm still required convexity and boundedness of the loss assumption. The al-
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gorithm works by solving polynomially many problems with perturbed losses, each with an
independently introduced random perturbation. Then the average of these models with an
addition of Laplace noise is employed. Therefore it is computationally expensive and feasible
only for relatively small datasets (the authors report success on a dataset of 15k instances
with 23 dimensions).

Most deep ML models both have non-convex losses and are not trained to the global
optimality, due to time constraints and the difficulty of the problems. Additionally, they
are often trained on a huge corpus of data, and thus training even one copy of the model
is already expensive. Achieving such strong privacy guarantees as those for simpler models
(¢ < 1) is usually impossible without a severe degradation of utility'®. Further, almost all
work on DP Training for more complicated models uses the approximate (g, §) notion of
DP (Jayaraman & Evans, 2019a), with the most popular class of methods that is applicable
to any generic differentiable ML model being gradient noise injection.

4.1.3 GRADIENT NOISE INJECTION TECHNIQUES

These methods are applicable to any ML model that is optimized using a gradient-based
method, explaining their popularity. They work by introducing the noise into the gradients
before the gradient step update is applied to the weights. In order to provide privacy
guarantees, these methods require a bound on gradient norm, which is hard to provide for
deep learning models because oftentimes gradients are unbounded or have bounds that are
difficult to compute. The standard way to address this requirement is to clip the gradient
so it’s norm is less than a specified value.

The most commonly used algorithms for gradient noise injection are variants of SGD.
Song et al. (2013) introduced differentially private stochastic gradient descent (DP-SGD).
Their algorithm was modifying SGD updates with the noise for linear classification problems.
Due to the nature of this loss, they were able to bound the sensitivity of SGD updates
without gradient clipping and used strong composition to achieve the final bound. Bassily
et al. (2014) refined the analysis for privacy budget by taking into account the randomness of
the batch sampling (a.k.a. privacy amplification by sampling (Kasiviswanathan et al., 2011),
which allowed them to run the algorithm for more steps without a significant cost to privacy.
Additionally, (Bassily et al., 2014) demonstrated that DP-SGD is optimal for DP convex
optimization under (e, d)-DP. Abadi et al. (2016) refined the DP-SGD method to use it for
training deep learning models, and presented a tighter privacy accounting (a.k.a. moments
accountant), that gained a lot of popularity and remains the standard method implemented
in many DP-Training libraries. We introduce this algorithm in detail in Section 4.2.

Briefly, this method works by introducing two simple modifications to the standard SGD
algorithm. First, the per-example gradients are clipped to some maximum predefined norm.
Second, Gaussian noise is added to the average of the per-example gradients, and the re-
sulting noised gradient is used to perform the gradient update. Different privacy accounting
techniques can be used to accumulate the total privacy cost incurred by using the Gaus-
sian mechanism on each step. Critical to all of these analysis techniques is the concept
of privacy-amplification-via-sampling, discussed in depth in Section 4.3. This concept re-

15. Please refer to Section 5.2 for more in-depth discussion of what privacy guarantees can be achieved for
complex models like deep neural nets.
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quires that data processing samples either fixed or variable-sized batches of examples with
replacement on each iteration. The final € guarantees depend on the noise level, the total
number of steps (batches) used for training and the sampling ratio (ratio of batch size to
the total dataset size). The utility of models trained with DP-SGD depends heavily on the
choice of hyperparameters. We discuss related work on hyperparameter tuning and provide
an algorithm for tuning the related parameters in Section 5.4.1. Additionally, we discuss
a broad body of research on challenges faced by DP-SGD and some proposed solutions in
Section 4.5.

In contrast to DP-SGD techniques, which use an independent application of the Gaussian
mechanism to release a private estimate of the per-iteration gradient on each round, DP-
FTRL algorithms (Kairouz et al., 2021c) use a stateful DP mechanism which observes the
(true) gradient on each iteration, and then releases a privatized estimate of the cumulative
sum of gradients so far. These prefix sums are sufficient to implement the SGD algorithm,
and in fact DP-FTRL combined with a matrix-factorization mechanism can directly privatize
the iterates of SGD with momentum and a learning-rate schedule (Denisov et al., 2022).
The stateful nature of the DP mechanisms used in DP-FTRL is critical, as this allows the
mechanism to “hide” the release of information about gradient g; over all rounds t’ > t.
By taking differences of the gradient prefix sums, one can equivalently view these stateful
mechanisms as release DP estimates of individual gradients g with (anti)correlated noise,
so that the noise in the estimate of g; cancels out some of the noise introduced in the private
estimates of previous gradients. These capabilities allow DP-FTRL to provide strong privacy
guarantees without assuming any random sampling — it is sufficient to process the data in
an arbitrary order so long as each example occurs a bounded number of times. This is
particularly useful in the federated learning setting where random sampling is generally
infeasible. However, even for centralized training this shuffled rather than sampled data
processing pattern may better fit common ML infrastructure (see Section 4.3 for further
discussion). Further, (Choquette-Choo et al., 2022) showed that Matrix Factorization DP-
FTRL (MF-DP-FTRL) can outperform DP-SGD in some settings for small values of ¢,
often substantially. More recently, by introducing banded matrices, (Choquette-Choo et al.,
2023) suggested that MF-DP-FTRL can subsume prior state-of-the-art algorithms in both
federated and centralized training settings.

Gradient perturbation-based methods are so far the most practical methods for
achieving rigorous privacy guarnatees for non-convex problems like large scale deep
neraul nets. Even for small scale models with strongly convex losses, where alterna-
tive techniques like output and loss perturbation methods are applicable, well tuned
implementations of noisy gradient descent has been shown to result in better utility
(Yu et al., 2019)

4.1.4 ALTERNATIVE METHODS FOR DP TRAINING:

While the Sample And Aggregate framework (Section 3.2.2) is commonly used for Prediction-
level protection, Papernot et al. (2016) introduced an extension that provides full data
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protection assuming availability of the public data of similar distribution to the data that is
being protected. In particular, authors introduced Private Aggregation of Teacher Ensembles
(PATE) method that is applicable to any multi-class classification model, including non
differentiable models (Papernot et al., 2016).

The idea behind PATE is to utilize the algorithm used for private prediction and to
create disjoint subsets of the training data and then train a separate teacher model on each
of these subsets. The private student model then is trained using non-sensitive (public)
unlabeled data and voted labels from the teachers. To strengthen the privacy guarantees,
only a limited number of teacher votes is used and Laplace noise is added before the top vote
is chosen. A clear upside of this approach is that it is intuitively understandable by a non
DP expert, at the same time providing rigorous DP guarantees. While the student can be
trained with distillation, authors state that the most successful way of training the student
is using GAN-like approach for semi-supervised training. This involves a discriminator
and a generator that are co-trained together, where the generator produces the samples by
modifying the Gaussian data, and the the multi class discriminator attempts to classify real
samples into their real correct classes, generated samples as an additional "fake" class and
unlabeled real samples into any of the real classes. The labels are obtained from the teachers
via the aforementioned voting. Authors report the improvements in utility over DP-SGD
method by Abadi et al. (2016) on MNIST and SVHN data and improved privacy guarantees
(from € = 8 to ¢ = 1.9). While the method was introduced for classification tasks only, it
can be extended to the regression tasks by allowing the teachers to produce a regression
estimate and modifying the analysis to account for the variance in the predictions of such
votes. The downsides of this approach is that it is computationally expensive, requiring
training of many teacher models, each of which has its own hyperparemeters. For example,
in Papernot et al. (2016)’s experiments, 250 teacher models were trained. With modern giant
models like language models taking days to train, this approach is prohibitively expensive.
Further, having more teacher models should improve the privacy but it limits the amount
of data available for each teacher, so this method is also hard to apply to small datasets.
Additionally, this method assumes access to unlabeled public data of similar distribution.
Finally, it is not clear whether this voting approach can be extended to generative models
like decoders.

A more recent extension of Sample and Aggregate framework is presented in (Bassily
et al., 2018). Similar to PATE, this work assumes availability of unlabeled public data
and trains private teacher ensemble using disjoint subsets of training data. Using novel
analysis techniques (subsample stability and sparse-vector techniques), authors were able to
provide actual formal guarantees on the resulting private student model utility. They also
demonstrated that their proposed framework could be used to achieve Label-only protection.
Several other modifications of the teacher-student idea were proposed recently, often referred
to as “mimic learning” (Boulemtafes et al., 2020)

Please refer to Jayaraman and Evans (2019a) for an additional in-depth overview and
comparison of various methods of DP Training.

For the remainder of this paper, unless specified otherwise, we will use the term DP-
Training interchangeably with DP-SGD, since DP-SGD is one of the most popular
methods for DP-Training. At the same time, DP-SGD and other gradient noise injection
methods cannot be used with discrete /not end-to-end trainable ML models and only methods
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of sample-and-aggregate framework (Nissim et al., 2007)(e.g., PATE) can be applied out of
the box. Such models are not the focus of this paper, due to the fact that most recent/modern
models seem to be based on giant neural networks. Nevertheless, we provide some discussion
on DP-Training for non-differentiable models in Appendix A.

4.2 DP-SGD Algorithm

First-order methods with gradient noise injection, such as SGD proposed by Abadi et al.
(2016), are the workhorse of many privacy libraries and the most common way of adding
Differential Privacy to differentiable models. Algorithm 1 outlines two modifications intro-
duced to standard SGD which make it (¢,0) differentially private (Abadi et al., 2016). The
first step is clipping of the per-example gradients to have a maximum norm of C', which
bounds the influence of each example on the gradient. Note that this step happens before
averaging of the gradients and it works on each individual per-ezample gradient. The noise
is then added to the aggregated gradient of the batch before this gradient update is applied
to the model parameters. Having this noise proportional to the clipping norm ensures that
impact of each individual (clipped) example is properly masked.

Algorithm 1 DP-SGD algorithm
Input: Training data, consisting of features X := {z1,x2,....,2n} and labels YV :=
{v1,92, .-, yn}-
f(z;0) is the model applied to an input & and parameterized by 6.
L(y,y') is the loss function for label y and prediction y'.
SGD hyperparameters: 7 learning rate, T' number of iterations, B batch size.
DP hyperparameters: C clipping norm, o noise level, § (used only for privacy accounting).
Output: 6 final model parameters
0o < randomly initialized values
fort <+ 1toT do
Randomly sample a batch B, with sampling probability B/N for each data point.
Data are sampled with replacement for each batch.

for i € B; do
gt(xi) < Vo, L(yi, f(xi;0¢)) > Compute per-example gradient wrt the weights
gt(x;) < g¢(x;)/ max(1, M) > Clip the per-example gradient
g < 5>, ge(zi) + N(0, 02C?1)) > Add noise
01 < 0 — NGy > Gradient descent step

Similar modification of clipping and noise can be used to easily obtain private versions
of other optimizers, such as Adam, Adagrad, etc. (McMahan & Andrew, 2018).

There are several caveats that should be highlighted. Firstly, many auto-differentiation
libraries do not provide easy access to the per-example gradients required for clipping. The
computation of the (accumulated over the batch) gradients required for a weight update
can be represented as a sequence of matrix multiplications and element wise products, and
some of these steps can be performed in parallel. Many auto-differentiation frameworks
take advantage of vectorization for such matrix operations (Lee & Kifer, 2020). In order to
compute per-example gradients, some implementations, like TensorFlow Privacy, compute
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gradients for each example one at a time (as if the batch contained one example only). This
results in a loss of GPU/TPU parallelism and forgoes GPU bulk data transfer benefits (Lee
& Kifer, 2020). In general, computing per-example gradients remains the slowest part of
DP-SGD.

Another caveat is the noise added to the accumulated gradient. The most common
formulation (as in Algorithm 1) is to decouple the parameters o and C', and report them
separately. The noise added at each step will thus be sampled from A(0, 02C?1). This
formulation allows to reason about the noise as essentially a percentage of the maximum
gradient norm. This, in turn, allows choices of the noise level to be somewhat transferable
between datasets and models, since the optimal clipping norm is data and architecture
dependent. However, some works, e.g., Zhang et al. (2021), report the Gaussian noise
level in a form of N(0, 02), essentially making the o clipping-norm dependent. Since for
calculating the privacy guarantees C will not be used directly, care should be taken to make
sure the calculations are performed with a decoupled variance that does not include the
clipping norm.

4.2.1 CONVERGENCE OF DP-SGD VARIANTS*

Typically, the utility of DP-SGD (and other DP ML algorithms) can be measured in terms
of excess empirical risk, i.e., for a given model § € RP (weights) output by the algorithm,
this error measure is defined as

Rerm(0) = £(6; D) — min £(6; D)

n
Here, £(0; D) = 1 3" 4(0;d;) corresponds to the loss on the training data set D.
i=1
Alternatively, one can measure the utility in terms of excess population risk with respect
to a fixed distribution 7 as follows:

Reop(0) = Eqnr [£(0; )] — min Eq.r [£(6; d)

Bassily et al. (2014, 2019, 2020) show that for (strongly) convex and Lipschitz losses variants
of DP-SGD obtain optimal excess empirical risk and excess population risk. For variants
of DP-SGD one can output models 6y, that have excess empirical risk of Rerm(priv) =

O <@> and Rpop(Opriv) = O (L + @> for convex and Lipschitz loss functions, and

en vn en
Rerm (Opriv) = O (52%) and Rpop(Opriv) = O (% + 5\2/52) for strongly convex loss functions

(where p is the dimensionality of the model, e.g., number of weights and n is the training
dataset size.)'6

One can obtain better dependence on dimensions (and possibly dimension independence)
for DP-SGD (Algorithm 1) and some of its variants if the loss functions satisfy special
properties (e.g., for generalized linear models (Song et al., 2021)). For context, in the non-
private setting one can obtain an excess empirical risk of zero, and excess population risk
of O (ﬁ) for convex losses, and O (%) for strongly convex losses (Shalev-Shwartz et al.,

2009).

16. O refers to a variant of the big-O notation that ignores logarithmic factors.
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Unfortunately, in the non-convex setting convergence of DP-SGD to the optimal excess
empirical risk or population risk is unknown, and the algorithm may generally diverge.
However, one can obtain convergence to a stationary point!” (both for the empirical loss and
the population loss) under certain assumptions (Wang et al., 2019; Chen et al., 2020; Song
et al., 2021; Bu et al., 2021; Das et al., 2022; Arora et al., 2022). For example, convergence
to a stationary point can be established if the distribution of the gradients encountered by
DP-SGD is symmetric (Chen et al., 2020) or heavy-tailed (Das et al., 2022). Chen et al.
(2020) empirically demonstrates that CNNs trained with DP-SGD on MNIST and CIFAR
have nearly symmetric gradient distribution, so these models are expected to converge to
(approximate) stationary solutions. While the notion of convergence to a stationary point
is considered important in optimization theory, we note that it may not be as important
from a practical perspective in deep learning. In fact, many popular, deep neural nets do
not converge to stationary points but nevertheless achieve good performance and a stable
training loss (Zhang et al., 2022).

4.2.2 DP-SGD PRrIivAcY GUARANTEES: THEORY *

As mentioned earlier, the final (e7,07) privacy guarantees describe the overall privacy of the
DP-Trained model. While d7 is usually set to be less than the inverse of the training data
size, the final e value can be calculated based on the level of noise, sampling ratio (defined
as m) and the number of training iterations of DP-Training.

To calculate such ey, one must be able to keep track of the evolution of the privacy loss
for the mechanism. Privacy loss is defined as a random variable, and providing bound on its
tail is equivalent to saying that the mechanisms is (¢, d¢)-DP. More specifically, privacy loss
of an outcome is defined as a log ratio of probabilities of an outcome on two neighbouring
datasets. Obviously, the better accounting procedure that provides tighter bounds on the
tail directly translates into better utility, since the noise magnitude required to obtain the
same € guarantees will be lower and/or DP-Training can run for more steps.

Examining DP-SGD Algorithm 1, the Gaussian mechanism applied to a random batch
of the data in each DP-SGD step achieves the same (O(g(e®s —1)), O(q6))'® guarantee using
the Amplification theorem (please refer to Section 4.3 for a discussion), where ¢ is a sampling

ratio and €5 = 4/2log 1% Direct application of composition will give a bound of the whole
DP-Training procedure to be O(q(e** — 1)T,¢d;T), while the strong composition theorem

(Dwork & Roth, 2014), which states that e parameter increases only with a square root
of the number of steps in composition, can achieve the total privacy bound of (O(g(e®s —

1),/T log %), O(qdsT)).

Abadi et al. (2016) introduced a stronger accounting method called the moment accoun-
tant, which allowed them to forego the direct application of composition theorem, dealing
instead with Rényi definition of Differential Privacy (RDP), which has tighter composition
rules. Once the Rényi DP guarantees are obtained, they can be mapped back to the (g,d) DP

17. For a differentiable objective function, a (first-order) stationary point is one where the gradient is zero.
For SGD and DP-SGD, convergence to a stationary point is commonly established in expectation, e.g.,
the expected norm of the gradient converges to zero. We note that stronger notions such as second-order
stationarity are also employed in some of the literature.

18. For € < 1 it is often approximated as (O(qges), O(q9)).
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definition. Several works were able to improve upon these conversion rules, with Asoodeh
et al. (2020) providing an optimal conversion procedure from RDP to DP.
Next we will briefly examine the Rényi DP and how it is used to bound the privacy loss.
Rényi Differential Privacy (RDP) was introduced by (Mironov, 2017) and is based on
Rényi divergence:

Definition 6 (Rényi divergence (Mironov, 2017)). Let P and Q be two probability distribu-
tions defined over R. Then Rényi divergence of order o > 1 is defined as ,

o (52)

When a — 1, this divergence metric is equal to well known Kullback-Leibler divergence
(relative entropy). Additionally, when oz — oo, there is a connection with e-DP definition:
a randomized mechanism f is e-DP iff for its distribution over any two adjacent datasets D

and D’ it holds that D,(f(D)||f(D’)) <e

This connection inspired the introduction of («,€)-Rényi Differential Privacy:

Da(PlI@)

:a—l

Definition 7 ( (a,¢)-RDP (Mironov, 2017)). Let f be a randomized mechanism f: D — R,
where D s the space of datasets. f is said to conform to e-RDP definition of order « if for
any two adjacent datasets D, D’

Da(f(D)|If(D) < e (8)

Definition 7 holds iff the tail event random variable between two neighbouring datasets
has an a moment upper bounded by € (Asoodeh et al., 2020). Based on this intuition, the
Moment Accountant (Abadi et al., 2016) limits all moments of this random variable.

The beauty of RDP is that providing guarantees for composition of many steps of a
private process is straightforward: a composition of a number of mechanisms f; with each
(a, 4)-RDP satisfies (a, ), ;) RDP and it is a tighter bound, unlike (even) strong compo-
sition of (g,40) which has been shown to be loose for many practical mechanisms, including
the workhouse of DP-Training — the Gaussian mechanism (Mironov, 2017).

The following result allows for converting from («,)-RDP to (¢/,d) DP: for any «,e
and ¢’ > ¢ (a,)-RDP implies (e,d)-DP where 6 = exp(—(a — 1)(¢/ — €)) (Mironov, 2017;
Abadi et al., 2016). Since this result holds for all orders «, to obtain the best guarantees,
the Moments Accountant needs to optimize over continuous 1 < a < 32. Mironov (2017)
however showed that the using only a restricted set of discrete « values is sufficient to
preserve the tightness of privacy analysis.

The aforementioned conversion from RDP then allows to obtain an overall DP-Training
bound of (O(g(e*s — 1)V/T),d;) (Abadi et al., 2016), which is an improvement over strong
composition. Roughly, one can obtain these bounds by calculating RDP guarantees for
various orders of a and converting them to (g,0) guarantees. Then, the best order that
gives the lowest ¢ is chosen and reported.

Consequently, Asoodeh et al. (2020) showed that the conversion from RDP is suboptimal
and provided a better bound for going from (a,e)-RDP to (¢/,d) This resulted in slighter
better DP-Training bound than (Abadi et al., 2016). Refer to Table 2 for an overview of
bounds obtained by various Moment Accounting schemes.
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Finally, general tighter bounds were achieved recently for many popular mechanisms by
using privacy loss distribution (PLD) accounting instead of RDP accounting (Koskela et al.,
2020).19

DP-type DP-Training bound Comments

(g,9) (O(q(e®s —1)T),0(qdT)) Straightforward application of composition, very loose
bounds

(g,9) (O(q(e® —1)\/T log §),0(q0T)) Application of strong composition

Rényi (O(q(e*s — 1)VT), ) Conversion from RDP to (g,d) via Theorem 2 (Abadi
et al., 2016).

Rényi (O(q(es — 1)T%),5), k slightly Conversion from RDP to (g,d) via Lemma 1 (Asoodeh

less than 1/2 et al.,, 2020). See Figure 3 (Asoodeh et al., 2020) for

comparison of DP-Training bounds.

Table 2: Evolution of DP-Training bounds at a glance. Assumes that each of T iterations of DP-
SGD Algorithm 1 achieves the same (O(g(e®s—1)), O(gd)) guarantee, where ¢ is a sampling

ratio and € = 4/2log %

4.3 Privacy Amplification via Sampling *

In the previous section we discussed DP-Training bounds, which characterize the DP guar-
antees as a function of several hyperparameters. Some of these bounds rely on the fact that
only a portion of the dataset (e.g., a batch) is used during each training step. This section
discusses in more detail the nuances of obtaining these bounds.

Stochastic methods of training, where each training step uses a subset (instead of all) of
training data are extremely popular in ML. For example, an unbiased stochastic gradient is
estimated over a batch and subsequently used for each SGD step. Intuitively, the uncertainty
of whether a sample has contributed can “help” the privacy of this sample, and a technique
named privacy amplification by subsampling is widely used to achieve strong privacy-utility
trade-offs for practical algorithms like DP-SGD (Bassily et al., 2014; Abadi et al., 2016).

Informally, an algorithm that satisfies (¢,0)-DP (e.g., based on the Gaussian mecha-
nism) can achieve stronger (O(g(e® — 1)),O(¢d))-DP with respect to the whole dataset
when the algorithm is applied on a subset of data randomly sampled with probability ¢
(Kasiviswanathan et al., 2011). The above dependence on ¢ can be approximated with ge
(when € < 1). Semantically, this expression implies that the privacy guarantee roughly gets
amplified by a factor of ¢, when the starting privacy guarantee is small. One crucial aspect
of privacy amplification is that as e gets larger, because of the exponential dependence, the
amplification guarantee gets weaker.

An alternative view is that in order to achieve the same privacy guarantees, smaller noise
that is O(qo) can be used when the privacy accounting method is based on amplification by
subsampling (Kasiviswanathan et al., 2011). Compared to another commonly used practice

19. As an example, consider a dataset of 1 million examples, a batch size of 5000, and a noise multiplier of 1.
Renyi DP (converted to (g, )-DP) gives (,d) = (1.2, 1e — 6) for one epoch, and (g,d) = (4.95,1e —6) for
100 epochs, while the PLD accountant gives (¢, ) = (0.59, le—6) for one epoch, and (g, ) = (4.62, 1e—6)
for 100 epochs.
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of reducing effective noise per iteration by directly increasing batch size ((McMahan et al.,
2018; Anil et al., 2021) and Figure 1), amplification by subsampling can have diminishing
returns: increasing batch size is usually more “efficient” (for obtaining better €) than relying
on the amplification introduced by small batches. Amplification by subsampling is used in
the moments accountant with RDP (Abadi et al., 2016; Mironov et al., 2019) for privacy
accounting of DP-SGD in practice. Somewhat tighter bounds can be achieved by the recent
privacy loss distribution (PLD) accounting instead of RDP accounting, which also uses
amplification by subsampling (Koskela et al., 2020).

While amplification is intuitive, the conditions of when it holds and the semantics of the
resulting guarantees are sometimes overlooked. Poisson sampling (selecting each record with
probability ¢, leading to variable-sized minibatches) is commonly analyzed using the add-or-
remove notion of adjacency, while uniform subsampling (of fixed sized batches independently
on each round) is analyzed with the replace-one notion of adjacency (Wang et al., 2019; Balle
et al., 2018). As discussed in Section 2.1.1, the &’s from these two notion of adjacency have
different semantics.

For modern ML models where training data does not fit into memory, it is common to
forego true random sampling and to instead perform several passes over a randomly shuffied
version of the dataset. In fact, as even fully shuffling the data may be computationally
expensive, often the data is only shuffled within a buffer much smaller than the total dataset
size. This approach does not satisfy either Poisson or uniform sampling. Therefore, the
amplification by sampling results cannot be applied as is. Recent studies suggest that
shuffling can also amplify privacy (Erlingsson et al., 2019a; Feldman et al., 2022), but the
best known amplification guarantees are weaker than what one would achieve via sampling.
It is an important open question to get comparable RDP/PLD amplification guarantees via
shuffling. It is common, though inaccurate, to train without Poisson subsampling, but to
report the stronger DP bounds as if amplification was used. We encourage practitioners at
a minimum to clearly disclose both the data processing and accounting methods (refer to
Section 5.3.3 for reporting guidelines). When sampling cannot be guaranteed in the actual
training pipeline, alternative approaches such as DP-FTRL (Kairouz et al., 2021¢) that do
not rely on amplification may be a preferable option. A practical summary of common data
processing patterns (including sampling and shuffling) as well as the algorithm and analysis
techniques that can be used for each can be found in Table 3 in Section 5.3.1.

In addition to amplification by sampling or shuffling, privacy can also be amplified by
iterations (Feldman et al., 2018; Altschuler & Talwar, 2022) or “convergence” (Chourasia
et al., 2021) when only the last iterate (checkpoint), instead of all iterates of the model in
DP-SGD is released. However, these analyses in the literature require stronger assumptions
than amplification by sampling, and can only be applied to convex and smooth functions.

4.4 Modifications for User-Level DP-Training

The neighboring datasets in the definition of differential privacy (Definition 1 and 2) differ
in one record, which can be considered the unit of privacy (see Section 5.1 for an additional
discussion about the unit of privacy). The record can be one example in the training data,
i.e., example-level DP which we have focused on so far. We can also take the record to be the
combination of all training examples for a user who contributed their data, i.e., user-level
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Algorithm 2 DP-FedAvg for user-level DP. (McMahan et al., 2018).

Input: Training data D, consisting of U users D= |J D,
u=1...U
and each user data D, = (X,,Y,) consisting of both features and labels.

f(z;0) is the output of a model parameterized by 6 and applied to an input x.
L(y,y') is the loss function for label y and prediction y'.
FedAvg hyperparameters: learning rates 7, for global update, 7. for local updates,

T number of rounds, K number of local iterations

B, number of users per round, B,, local batch size.
DP hyperparameters: C' clipping norm, ¢ noise level.

Output: 61 final model parameters
0y < randomly initialized values
for global round ¢ <~ 1 to 7" do
Randomly sample a subset of users S! of B, users > Challenging in cross-device FL

for each user u € St do > Process data of each user
Initialize wg =0;_1
for local iteration k < 1 to K do > Local updates

Sample minibatch Bl(f’k) C D, of B,, examples.
t.k _
gt ﬁ Zjegfj«k) Ve L(yj. f(zj30571)

ok pglt®

Al — W) —wE > User’s model delta
Al Al /max(1, %) > Clip each user’s model delta

Al A (Fics AL+ N(0, 0?C?1)) > Add noise
O < O;_1 — nsAl > Global model update

DP (Dwork, 2010). In this section we focus on DP-Training algorithms that can achieve
user-level DP.

We consider both the decentralized or federated setting where users’ data is stored on
their own personal devices and the centralized setting where users’ data is collected and
stored in a datacenter. We focus on DP-FedAvg, Algorithm 2, of McMahan et al. (2018)
as it is a natural extension of DP-SGD to multi-example as units of privacy, it is a popular
choice for user-level DP, and can be used in both centralized and decentralized settings.

Decentralized setting. User-level DP is a natural choice in federated learning, where
decentralized training is used to minimize the exposure of users’ private data (Kairouz et al.,
2021d; Bonawitz et al., 2022). Federated averaging (FedAvg) (McMahan et al., 2017) is the
most widely used algorithm for federated training, with DP-FedAvg (McMahan et al., 2018)
its natural extension to provide user-level DP. Similarly to DP-SGD, DP-FedAvg works by
applying Gaussian mechanism to FedAvg. DP-FedAvg can also be considered a variant of
DP-SGD with one key change: in DP-SGD, the gradient of each example (or microbatch)
is clipped and then aggregated and noised; in DP-FedAvg, a few steps of local updates on
model weights are performed on the private data of each user, and the global model delta is
created by clipping and then averaging the local updates, and adding appropriate noise to
the global update.
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Centralized setting. DP-FedAvg described in Algorithm 2 can be a good choice for user-
level DP in scenarios beyond federated learning, e.g., when users’ data are collected and
stored in a datacenter. Unlike on-device training in federated learning, the concept of local
updates is generalized to training on the data from a specific user collected in a datacenter.
However, the local updates in FedAvg that enable low frequency communication between the
aggregation server and the devices also introduce challenges for convergence (e.g., in terms
of loss stabilization, in both centralized and decentralized settings) due to the heterogeneity
of data from various users (Wang et al., 2021). A special case of DP-FedAvg called DP-
FedSGD is studied in (McMahan et al., 2018): DP-FedSGD will only aggregate the local

gradients without updating the local models, i.e., Al = >k gl(f’k). As such, DP-FedSGD is
very similar to DP-SGD with mircobatches (refer to Algorithm 3 in Section 5.6) where each
microbatch is constructed using the (sample of ) a particular user’s data (instead of sampling
from multiple users’ data), and setting local learning rate 7. = 1.

In terms of utility, DP-FedAvg has been shown to outperform DP-FedSGD, mostly due
to the fact that the convergence of FedAvg can be superior for a wide range of practical
applications (Wang et al., 2022). Recently Xu et al. (2022) proposed wvirtual clients by
extending microbacthes of examples to groups of users, which can also be used to mitigate
the heterogeneity issue for convergence.

Additional discussion. We highlight that in Algorithm 2 there are more hyperparameters
to tune than in standard DP-SGD, i.e., additional learning rate 7. and local iteration number
K. The hyperparameter tuning strategy outlined in Section 5.4.1 can be applied with some
modifications: K and 7. can be tuned once and fixed for other experiments. Additionally,
the clipping norm C' exhibits dependency on K and 7. (contrary to the clipping norm in
DP-SGD that does not depend on the learning rate). Clipping norm can also be estimated
via adaptive clipping (Andrew et al., 2021).

Additionally, even though user-level DP has recently been studied in the centralized
setting with collected data in datacenter (Xu et al., 2022), its primary application still
remains to be in federated learning with decentralized data. Amplification by subsampling,
as one of the key techniques for achieving strong privacy guarantees, is very challenging
in current cross-device federated learning systems (Balle et al., 2020). The recent DP-
FTRL algorithm (Kairouz et al., 2021¢; Choquette-Choo et al., 2023) that does not rely on
subsampling is much easier to deploy on such systems, and has been applied in practice to
train production models with user-level DP (Thakurta & McMahan, 2022; Xu et al., 2023).
For more discussion of differential privacy in federated learning, including local differential
privacy and other system considerations, we refer readers to Section 5 of Kairouz et al.
(2021d) and Section 7.1 of Wang et al. (2021).

4.5 Challenges with DP-Training

While DP-training provides strict privacy guarantees, there are multiple obstacles preventing
its widespread adoption.

Loss of utility. Private training usually comes with a decrease in utility (where “utility”
is a collective name for evaluation metrics); that is, private models often perform worse than
their non-private counterparts in terms of accuracy, precision, or any other metrics measuring
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model quality. Typically, a lower € (i.e., stricter privacy guarantees) corresponds to a more
significant loss of utility. Especially for datasets that are small relative to model capacity,
the loss of utility required to achieve a small € may be so significant that the private model
may be no longer useful for practical tasks. For example, the best known private ImageNet
model, when trained without extra data (De et al., 2022), achieves only 32.4% accuracy
at ¢ = 8. In contrast, non-private training of the same model (NF-Resnet50 (Brock et al.,
2021)) achieves 76.8% accuracy.

There are eight main themes that attempt to mitigate the performance drop. We discuss
these themes below:

1. Use more computation. Training models with DP requires tradeoffs between model
utility, the strength of the privacy guarantee, and (importantly) the amount of com-
putation used. Specifically, using larger batch sizes and/or more DP-SGD iterations
can significantly help model accuracy at a fixed privacy cost. In fact, for a sufficiently
large dataset, a large computation budget can possibly offer nearly non-private utility
together with an € < 10. More details on hyperparameter tuning including batch size
and number of iterations can be found in Section 5.4.1.

2. Tuning other hyperparameters can also significantly improve the utility of DP-SGD
training. In particular, joint tuning of learning rate and clipping norm has been shown
to have large impact on utility (Kurakin et al., 2022) (see Section 5.4.1 for details).

3. Increasing the amount of data available for training. Tramér and Boneh (2020) argue
that the larger training dataset, the better is utility of the private model. Thus, col-
lecting more training data could help boost utility. In a similar vein, Bassily et al.
(2014) derive upper and lower bounds for excess risk in a DP version of (convex) em-
pirical risk minimization. Specifically, they show that excess risk bound in DP-training
exhibits inverse polynomial dependency on dataset size. Intuitively, this means a DP-
trained model would perform better with an increase of training dataset size, in the
limit reaching the performance of the non-private model, all other things fixed.

4. Handcrafted features. Trameér and Boneh (2020) show that using handcrafted wavelet-
like ScatterNet features improves the accuracy of DP-trained models. They argue that
the use of handcrafted features results in an easier learning task and faster convergence
(e.g., loss stabilization). At the same time, one can argue that handcrafted features
also leak the private information. Moreover, choosing good handcrafted features might
be not an easy task by itself.

5. Utilizing public data. Utilizing public data from a distribution which is similar to the
distribution of private data could significantly boost utility. The most straightforward
way to do this is to pre-train a model using public data and then fine-tune this model
with DP-Training methods like DP-SGD using private data (Kurakin et al., 2022;
De et al., 2022). Equivalently, one can start with public checkpoints (like ImageNet,
ResNet for image data and BERT (Devlin et al., 2018) or GPT for text data) and fine-
tune (with DP) these checkpoints using private data. Some other more sophisticated
ways to utilize public data during DP training were reported recently. For example,
Amid et al. (2022) utilizes public data to better guide gradient descent during private
training. However, care must be taken in selecting the “public” dataset, as even publicly
available datasets might contain private information (Trameér et al., 2022).
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6. Model weights averaging. An extremely simple and computationally cheap idea that
is related to ensemble learning is to average intermediate weight values obtained from
different checkpoints during DP-training. For example, (De et al., 2022) report im-
provements from this strategy using an exponential moving average. This method does
not incur additional privacy costs since all weight values (including from intermediary
checkpoints) are considered public when obtained from DP-Training,.

7. Architectural adjustments. In practice, it is common to transfer the architecture of a
non-private model and reuse it for DP-training, while tuning the batch size, clipping
norm, and learning rate. However, several works argue that appropriate architectural
decisions can result in better privacy/utility tradeoffs. For example, Papernot et al.
(2020) advocated for the use of bounded activation functions (as opposed to unbounded
like common RELU and Sigmoid) when using DP. Additionally, various other architec-
tural adjustments such as increasing the batch size, or using batch/layer normalization
were proposed, for example in Davody et al. (2020). We discuss a number of these
suggestions in detail in Section 5.5.

8. Relazation of privacy guarantees. When utility drop remains unacceptable, practi-
tioners may consider aiming for weaker privacy guarantees (see Section 5.2.1). Al-
ternatively, heuristic methods can also be employed, in place of providing theoretical
privacy guarantees. For example, Pittaluga et al. (2018) demonstrate “empirical pri-
vacy” by preventing discovery of some predefined “private attributes” from the data (so
the model is unable to infer, for example, the race or income level of the participants).

Slower training. As we mentioned in Section 4.2, modern machine learning frameworks
are optimized for standard backpropagation, in which operations (such as computation of
gradients) are performed on an aggregate, batch level. However, DP-Training procedures
like DP-SGD perform a non-standard backpropagation that requires the computation and
clipping of per-example (not batch-level) gradients. A naive implementation of DP-Training
involves the computation of per-example gradients, clipping of per-example gradients, and
finally aggregation of clipped gradients. This process is typically much slower than com-
puting per-batch gradients, e.g., by orders of magnitude in TensorFlow (Subramani et al.,
2020; Kurakin et al., 2022).

In general, there is no known way to compute per-example gradients as fast as aggregated
gradients. The following ways are explored in attempt to mitigate this issue:

1. Efficient implementation of per-example gradient clipping. It is possible to ensure per-
example gradient clipping without fully computing per-example gradients. Instead, it
is enough to compute only the norms of per-example gradients and then use them to
re-weight the model loss during the backward pass. This trick allows to perform per-
example gradient clipping at a cost of one forward and two backward passes through
the network. This idea was first explored in (Goodfellow, 2015) for fully connected
and later expanded to other types of layers (Lee & Kifer, 2020; Li et al., 2022b).

2. Choosing an efficient DP framework. Some of the existing DP frameworks can perform
efficient per-example clipping automatically, thus relieving the practitioner from the
need to manually optimize the code. PyTorch Opacus (Yousefpour et al., 2021) im-
plements efficient per-example gradients for some types of neural network layers. JAX
can automatically perform efficient vectorization of per-example gradient computa-
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tion (Subramani et al., 2020). This allows DP-SGD to run ~ 1.5x slower compared
to regular SGD, which could be considered acceptable cost when privacy is at stake.
Ponomareva et al. (2022) reported that using modern JAX primitives like vmap, their
DP-Training version that takes per example gradients is only 25% slower than the
version that does not taker per-example gradients, with all other things fixed.

. Gradient clipping at microbatch level. Instead of clipping the norm of each example’s
gradients in the batch, some frameworks like Tensorflow Privacy allow clipping at the
microbatch level: a batch of examples is split into a number of microbatches, the
average gradient per microbatch is calculated and clipped according to the clipping
norm, and these clipped averages are aggregated across all the microbatches from the
batch and the noise is subsequently added. While this approach preserves the same
privacy guarantees and allows to reduce memory requirements while improving the
speed of training, it adds more noise compared to per-example clipping and thus tends
to hurt model utility. Refer to Section 5.6 for in-depth discussion on microbatches.

Increased memory footprint. In addition to being slower, per-example gradient clipping
requires more accelerator memory compared to regular per-batch gradients. Additionally,
as discussed in Section 5.4.1, practitioners may want to consider increasing the batch size
for DP-SGD training to improve model utility. This can significantly elevate the memory
requirements of DP-SGD, especially for large models. There are several ways to overcome
this aforementioned issue:

1. Increase the number of accelerators in distributed training. That is the most straight-

forward way if extra accelerators are available.

. Use gradient accumulation. The idea of gradient accumulation (also sometimes referred
to as wirtual batch) is somewhat similar to microbatching. At each step, a small batch
is drawn, its per-example gradients are clipped. Then instead of adding the noise
and applying the gradient update as per DP-SGD, the sum of the clipped gradients
is saved/accumulated. Then the next batch is drawn and the sum of it is clipped
gradients is added to the running sum. After a number of steps (after a large number
of example has been processed, essentially representing a large enough batch), the
gradient step update (with the added noise) is applied to the model’s weights. This
approach allows to simulate an arbitrarily large batch on an accelerator with limited
memory (Yousefpour et al., 2021; Kurakin et al., 2022).

. Efficient algorithm tailored to specific models/layers. Some of the algorithms designed
for efficient per-example gradient calculation also help with memory consumption.
E.g., ghost clipping (Li et al., 2022b) significantly reduces memory footprint of training
transformers by optimizing per-example gradient clipping for sequential inputs.

5. Practicalities of DP-Training

In this section we first outline the decisions that a practitioner should make, then we discuss
reporting and hyperparameter tuning. We also look into how architectural choices affect
privacy and performance and conclude with information about the DP tooling options.
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5.1 Choosing the Right Unit to Protect

One of the important decisions when applying DP to a complex model is to determine
what unit of the data needs to be protected. The unit of protection determines what
makes two datasets “neighbouring” in DP Definition 1, essentially defining a “sample”.

In the context of a machine learning model, the most common units are:

1. Instance-level protection or example-level DP protects both the features and the labels
of each instance (sample) in the dataset. Unless stated otherwise, all the DP-Training
methods we discuss work at this level, thus assuming that the training data is simply
a collection of independent instances. If instances are not unique (e.g., an instance
can be repeated multiple times in the training data), the guarantees for such repeated
instances are “diluted” by the number of repetitions.

2. Sub-instance level protection can be used where only a subset of the features is con-
sidered private, or if only the labels are considered private (Label-DP). For example,
for tabular data, a single instance can have a number of features, some of which can
be private (e.g., the name of a respondent) and some may be considered public (e.g.,
the city). It is possible to choose to protect only these private attributes; however,
this is often achieved by heuristic methods during training, such as using adversarial
models (Xiao et al., 2019); such methods do not provide DP guarantees. Labels-only
protection on the other hand can be achieved with DP-Training (Section 3.2.3)

3. User-level/Group-level protection. If the data was generated by multiple users, a user-
level protection might be better suited for an ML model. User-level protection would
mean that the neighbouring datasets definition is based on inclusion/exclusion of all
the data of any one user (potentially a very large number of examples). Similar to
user-level protection, group-level protection uses some grouping function for the data
and the definition of “neighbouring” datasets is modified to include all samples from
one group. There are modifications to the training process (DP-Training) that can
guarantee user-level DP-Protection (refer back to Section 4.4 for modifications to the
standard DP-Training algorithm). We also note that user-level protection often is
explored in context of Federated Learning (Kairouz et al., 2021d; Wang et al., 2021).

4. Units of privacy for text and sequence data. For many applications, e.g. typical classi-
fication tasks on feature vectors or images, the notion of an example is a well-defined
semantic concept. However, for sequence models where conceptually the training data
might be a single very long sequence of text (e.g., text corpora like c4 (Raffel et al.,
2019)), more care needs to be taken in defining the unit of privacy. The basic appli-
cation of DP-SGD will generally protect “one row in a batch”, or essentially a number
of tokens that depends on a sequence-length or unroll-length hyperparameter. How-
ever, it is important to note that this hyperparameter no longer only influences model
performance characteristics, but also fundamentally controls the semantics of the DP
guarantee. At the same (e, d)-DP statement, a sequence length of say 32 vs 128 have
substantially different privacy properties. In order to decouple the batch width from
the privacy guarantees, it is possible to use algorithms for group-level protections de-
scribed above to for example protect sequence data at a more semantically meaningful
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level, e.g. for text data one might desire sentence-level, paragraph-level, document-
level, or user-level guarantees for different purposes.
At the end of the day, the choice of unit of protection is both extremely important and
application dependent. The privacy guarantees (e.g. specific (g,0) guarantee) and/or model
accuracy will also depend on the unit chosen, because slicing the data with various levels of
granularity essentially changes the training dataset size, which is one of the most important
factors that influences the guarantees achieved (see Section 5.3).

5.2 What is a Good ¢ for an ML Model

Below we first summarize our recommendations for selecting ¢ value, followed by the dis-
cussion of these recommendations in Section 5.2.2.

5.2.1 OUR RECOMMENDATIONS FOR € VALUES FOR ML MODELS

We encourage practitioners to choose the lowest possible tier from the below. We
consider user-level DP (or example-level where a single user or other appropriate
group contributes at most one example) with the add-or-remove or zero-out adjacency.

1. Tier 1: Strong formal privacy guarantees. Choosing ¢ < 1 provides a
strong privacy guarantee directly via the DP definition. However such e values
frequently result in large utility drop for large ML models, and may be infeasible.

2. Tier 2: Reasonable privacy guarantees. In this tier, we advocate for
the currently undocumented but still widely used goal for DP ML models of
achieving an € < 10 in order to provide a reasonable level of anonymization for
many applications.

3. Tier 3: Weak to no formal privacy guarantees. Any finite € is an im-
provement over a model with no privacy protections, for several reasons: 1) A
finite € moves the model into a regime where further privacy improvements can
be quantified; and 2) as discussed below in Section 5.2.2, even large s can indi-
cate a substantial decrease in a model’s ability to memorize user data. However,
for a large € (e.g., > 10), the DP guarantee on its own cannot be taken on as
sufficient evidence of data anonymization, and additional measures (e.g, empir-
ical privacy auditing, demonstrated robustness to attacks, or pre-processing to
remove privacy-sensitive data from the training set) may be necessary before
releasing or deploying the model.

5.2.2 DISCUSSION AND JUSTIFICATION

Answering the question of what level of protection is appropriate for a given application
requires balancing factors including the strength of the formal privacy guarantee at an
appropriate unit-of-privacy, known vulnerabilities and memorization characteristics of the
model architecture at hand, the cost to model performance (e.g. accuracy or top-line user
interaction metrics), the computational cost of training (e.g., larger batch sizes), and the
possible costs of acquiring additional data. Additionally, the range of good € is determined
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by both where DP is applied (Section 3.2) as well as the unit of privacy (Section 5.1), and the
precise notion of record adjacency (Section 2.1.1). Our recommendations above are informed
by the choice of € in real-world applications of DP and evidence from the academic literature
on DP Training, that we present below. We follow by discussion on empirical evidence from
privacy auditing and attacks, and then provide additional arguments outlining why we still
advocate for DP even when only large values of € result in acceptable utility.

Real-world DP deployments For aggregate statistics (e.g., raw data and not ML mod-
els), low single and double digit €’s are commonly adopted. For example, United States
Census Bureau (2022) used € = 12.2 to release its demonstration data (privacy unit is a per-
son), Facebook (2022) employed £ = 2 to quantify the mobility changes of Facebook users
(user-day privacy unit), and Apple collected various data from end users running iOS or
macOS using € ranging from 2 to 16, again using user-day privacy unit with add-or-remove
adjacency (Differential Privacy Team, Apple, 2022; Abhradeep Guha Thakurta, 2016).

The story gets murkier for DP-Training of ML models, particularly since the use of DP
in production settings is currently very limited. Microsoft (Ruehle et al., 2021) mentions
using DP with € =4 covering all contributions from a user in a six month window (a notion
stronger than example-level privacy, but weaker than full user-level privacy), but does not
detail any specific production uses of DP ML. In fact, we are aware of a single DP launch
for a model trained on private data with a publicly stated DP guarantee, Gboard’s use of
DP for Spanish-language next-word prediction (Thakurta & McMahan, 2022). This work
used device-level DP (protecting all of the examples on any one user’s device, equivalent to
user-level DP if each user has one device) with £ = 8.9 and zero-out adjacency (McMahan
& Thakurta, 2022); these values are derived from the more precise guarantee of p = 0.81
zCDP (see Section 2). About twenty follow-up Gboard language models were subsequently
trained and launched with zCDP guarantees p € (0.2,2) (Xu et al., 2023).

Academic literature on DP training. Below we attempt to draw some conclusions
about privacy/accuracy tradeoffs from the academic literature, but it is worth emphasiz-
ing that the datasets used in such experiments are typically small, and much better pri-
vacy /accuracy tradeoffs are generally possible by using larger datasets or more computa-
tion. To the best of our knowledge, all the examples below focus on example-level privacy
with add-or-remove adjacency unless otherwise noted.

For small models (e.g., one or two hidden-layers) achieving reasonable performance is
possible with ¢ between 0.1 and 10 (Abadi et al., 2016). For giant models, such as Large
Language Models (LLMs), the most common application of DP is DP fine-tuning a pub-
licly pretrained model, which can achieve good performance for low-digit €’s. For example,
Yu et al. (2021) reported a privacy budget of ¢ = 6.7 on RoBerta models with approx 3%
(relative) drop in performance compared to a non-private model (unknown length of pri-
vacy unit). Similar to LLMs, good performance can be achieved for ResNet with public
pretraining and DP-fine-tuning (Balle et al., 2022a).

For DP training of Large Language Models from scratch Ponomareva et al. (2022) re-
ported large pre-training performance drop for low-digit privacy budgets (with 626 Senten-
cePiece tokens of text as privacy unit and add-or-remove adjacency). For example, a T5
model with an e = 6.06 exhibited a 34% relative drop; albeit the authors highlight that on
the final non DP fine-tuned task performance was not affected. Similarly, Anil et al. (2021)
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reported that pre-training Bert with DP using mega-batches with e = 5.36 results in 14%
relative drop (unit of privacy is 128 WordPieces tokens, add-or-remove adjacency).

In contrast to full training data protection, Label-DP is easier to achieve and requires
less noise; label-level DP algorithms can work well with small e’s—e.g., achieving only 3%
relative performance drop for an £ = 8 on CIFAR 100 for Resnet model (Ghazi et al., 2021).

Evidence from empirical privacy attacks Membership inference (MI) attacks seek to
determine whether a particular training example was present in the training data (e.g., a
particular patient was in cancer dataset). There is empirical evidence that demonstrates that
if robustness w.r.t membership inference attack is the ultimate goal, one might get equally
good empirical protection without DP methods. For example, Jayaraman and Evans (2019b)
argues that privacy leakage is exacerbated by overfitting and Blanco-Justicia et al. (2022)
demonstrates that in some cases, the amount of protection against privacy leakage that DP
provides for large values of € (Tier 3 in our guidelines) is comparable with other non-DP noise
addition /regularization techniques like dropout or 12 regularization, which don’t come with
increased computation cost. Cummings et al. (2023) argue that while DP requires bounding
the sensitivity and noise injection, just the sensitivity-bounding step like clipping gradients
can mitigate many state-of-the-art privacy attacks like membership inference attacks.

Privacy Auditing of machine learning models has been proposed to empirically measure
the privacy leakage of ML training algorithms (Jagielski et al., 2020; Nasr et al., 2021). While
membership inference attacks can be used to perform empirical privacy auditing (Jayaraman
& Evans, 2019a), recent literature introduced stronger attacks to provide better empirical
estimation of the € privacy parameter. Jagielski et al. (2020) proposed the idea of crafting
worst-case data poisoning examples that increase the success of the adversary in performing
a distinguishing test between neighboring datasets and result in sharper lower bounds on
€ than standard membership inference attacks. Follow-up work explored several designs
of data poisoning canaries for auditing in both centralized (Nasr et al., 2021; Lu et al.,
2022) and federated learning (Maddock et al., 2023) under different threat models. While
initial methods for privacy auditing required training of thousands of models (Jagielski
et al., 2020; Nasr et al., 2021; Lu et al., 2022), privacy auditing can be made efficient by
performing the € estimates with fewer models (Pillutla et al., 2023), and even in “one-shot”,
by training a single model (Andrew et al., 2023; Steinke et al., 2023). Nasr et al. (2023)
showed that privacy auditing results in tight estimates of ¢ for the Gaussian mechanism,
when the adversary gets access to intermediary model updates during training. However, in
a more realistic setting in which the adversary only observes the final model’s predictions or
does not know the specifics of the privacy mechanism, there is still a large gap between the
empirical estimates and theoretical analysis even under strong attacks (Nasr et al., 2021;
Nasr et al., 2023). For these settings, in which tight theoretical analysis might not prove
feasible, privacy auditing techniques provide empirical estimation of privacy leakage, which
could inform practitioners on the choice of privacy tiers. For instance, a Tier 2 level € upper
bound might be acceptable for releasing access to a model’s predictions, if the strongest
known privacy auditing attack provides an order-of-magnitude lower ¢ estimate.

Evidence from empirical reconstruction attacks There is a growing literature pro-
viding evidence that DP training with even large €’s can result in protection against a
variety of specific threats, particularly various forms of reconstruction attacks like training
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data extraction attacks. While these results are necessarily limited to specific threats, they
nevertheless provide evidence that DP training can provide useful privacy benefits even if the
formal DP guarantee is relatively weak. Empirically, Carlini et al. (2019, Table 3) showed
that example-level & values as high as 10° produced a significant decrease in memorization
for a language model. Ponomareva et al. (2022) similarly demonstrated that for example-
level DP with € = 320, success of training data extraction attack was reduced 15x for large
language models. Balle et al. (2022b, Fig. 9) showed that example-level es in the 102 to
10* range significantly decreased the effectiveness of a reconstruction attack with almost no
impact on test accuracy for the DP model. Formal relationships between DP guarantees
and reconstruction attacks have also been established (Bhowmick et al., 2019; Balle et al.,
2022b; Guo et al., 2022a; Guo et al., 2022b; Stock et al., 2022), often with the goal of directly
informing the choice of ¢ if the primary concern is a specific notion of reconstruction.

There is a natural intuition for why larger es provide effective protection in these works
— the attacks generally consider an adversary attempting to answer a high-dimensional
question (e.g., reconstructing a full training example) with only limited information about
the dataset (e.g., distributional). This is in sharp contrast to the adversary implicitly en-
coded by the DP definition: an adversary that knows that the model was trained on the
precise dataset D or a specific neighboring one D’, and needs to answer only a single binary
question (which dataset was used, D or D'?). Recent work on empirical privacy auditing
has shown that a strong adversary that better matches the assumptions of DP can construct
attacks that are almost as successful as the lower bound e would predict (that is, you re-
ally need a small € to protect against these attacks) (Nasr et al., 2021). Hence, the degree
to which memorization-measurement and reconstruction results should be used to justify a
larger € depends strongly on the types of adversaries that are a concern.

Additional discussion The aforementioned discussion demonstrates that there is no con-
sensus as to what € to aim for large ML models trained with DP-Training methods. From
a practical point of view, ¢ = 10 (or its vicinity) seems to be a “sweet” spot where it is
possible to preserve an acceptable utility for complex ML models. However from the DP
point of view, the € ~ 10 guarantees might seem dubious. After all, referring back to Defi-
nitions 1 and 2, this value of € would translate into the probability of a particular outcome
changing by 22026 times on two datasets that differ only by one instance (in case of instance
level privacy). On one hand, this does not represent particularly strong privacy guarantees.
However, most DP-Training methods (e.g., DP-SGD) are iterative (as opposed to one-shot)
algorithms whose final guarantees are obtained by composition of guarantees from each it-
eration (Section 4.2.2). This composition assumes that all intermediate results are released,
which is not what happens in practice when only the final checkpoint is used for subsequent
inference (Feldman et al., 2018). Our current understanding of DP-Training accounting re-
lies on a number of techniques like RDP composition and privacy amplification (Section 4.3,
4.2.2). We believe that better accounting methods will demonstrate that DP-guarantees for
ML models are actually better than currently thought. As a first step, Feldman et al. (2018)
recently argued that not releasing intermediate results during training allows (under certain
conditions on iterative process) to significantly amplifies the privacy guarantees of iterative
models. This approach can amplify privacy even in settings where privacy-amplification-by-
sampling can’t be used (e.g., the noise level is too low). The downside of this new technique

1152



How 1O DP-FY ML

is that privacy guarantees depend on when an instance was visited — instances from ear-
lier batches enjoy stronger privacy guarantees than those observed closer to the end of the
training process.

Discussion of Tiers 2 and 3 While there is general consensus about guarantees for € < 1,
application of DP for larger € values (Tier 3, and to an extent, Tier 2 in our guidelines),
might be controversial for some in DP community. Tier 3 essentially offers little to no
formal privacy guarantees (as Blanco-Justicia et al. (2022) calls it, these guarantees are
"DP in the name only"). The downside of foregoing the DP completely (for example, in
Tier 3) and relying on privacy auditing is that such auditing attacks provide a lower bound
on privacy, where acceptable performance during the attack is not a sufficient condition,
and a new attack discovered later on could demonstrate more privacy leakage than was
previously determined (Cummings et al., 2023). DP on the other hand provides an upper
bound and allows to quantify privacy improvements between different versions of the model.
As stronger attacks have been developed, the gap between lower and upper bounds got
tighter. Additionally, new line of work demonstrated that it is possible to derive the bounds
of success of a particular empirical class of attacks like membership inference from DP bounds
(Yeom et al., 2017; Erlingsson et al., 2019b; Sablayrolles et al., 2019; Jayaraman et al., 2020),
without having to do empirical privacy auditing (Cummings et al., 2023). Such estimates
would hold even for new previously undiscovered attacks of the class at hand. Therefore,
we do believe that empirical auditing is beneficial in Tier 3, and possible in Tier 2, and can
complement our DP privacy guarantees but is not a replacement for training with DP. We
refer reader to (Cummings et al., 2023) for much richer discussion on this topic.

5.3 Calculating and Reporting Privacy Guarantees

In this section we first draw attention to the need of understanding data processing to im-
plement correct privacy accounting. We then describe how to calculate DP-SGD guarantees
in practice, and how hyperparameters affect the e. We then provide recommendations for
rigorous reporting of privacy guarantees that we hope will result in better reproducibility
and fair comparison between various DP ML models.

5.3.1 DATA PROCESSING PATTERNS, AMPLIFICATIONS, AND ACCOUNTING

The data processing workflow used to select training examples and form them into
batches has a substantial impact on the privacy properties of the training mechanisms,
and should influence the choice of DP algorithm and accounting technique.

Ideally DP ML systems should be fully integrated with accounting approaches, so all pa-
rameters from training required for privacy accounting are logged programmatically and can
be automatically consumed by appropriate accounting libraries. For example, the DpEvent
representations in the Google DP library are one effort to establish such a representation
(though it is not yet fully integrated with TF Privacy). However, currently some manual
steps are often involved in selecting and running accounting routines. As an example of
potential mismatches, as recently noted by Choquette-Choo et al. (2022), numerous papers
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Data Minibatch Construction Algorithms and accounting

processing

Poisson Independently samples each exam- DP-SGD can be analyzed using RDP or PLD ac-

sampling ple with a probability of inclusion counting with the add-or-remove neighboring rela-
q, therefore resulting in batches of tion; amplification-via-sampling (Section 4.3) pro-
different sizes. vides a substantial improvement in the privacy guar-

antees.

Uniform Samples a fixed size batch from the DP-SGD can be analyzed via the methods of Balle

sampling training data without replacement et al. (2018) under the replace-one neighboring rela-
for each batch, but with replace- tion; again, sampling provides a substantial improve-
ment across batches. ment.

Shuffling Permutes all examples, producing Commonly implemented and used in centralized ML

an ordering, and then partitions the
examples to batches of fixed size.
This strategy represents one special
case of single- or multi-epoch rows
below.

training infrastructure, though care must be taken to
ensure the whole dataset is randomly permuted. DP-
FTRL does not directly leverage shuffling, but can
provide strong guarantees, see the following two rows.

Single epoch

Each example participates once, in
an arbitrary order.

DP-FTRL can provide strong guarantees, via either
tree aggregation (Kairouz et al., 2021c) or with im-
proved results via matrix factorization (Denisov et al.,
2022); DP-SGD’s guarantees tend to be weak since no
amplification applies.

Multiple
epochs

Each example participates a fixed
number of times.

If participations from the same example can be sepa-
rated by a sufficient number of iterations, DP-FTRL
can provide strong guarantees, either via tree aggre-
gation (Kairouz et al., 2021c) or with improved re-
sults via matrix factorization (Choquette-Choo et al.,
2022, 2023); DP-SGD guarantees tend to be weak
since no amplification applies.

Table 3: Data processing patterns in training and privacy accounting. Row groups are not mutual exclu-
sive: the single- and multi-epoch cover cases where sampling was not used or cannot be verified.

have (technically incorrectly) reported ¢ guarantees using the RDP or moments-account
analysis of Poisson sampling when the actual training used (partial or full) shuffling of the
training data with fixed sized batches. This inaccuracy goes back to the experiments re-
ported by Abadi et al. (2016). While it is plausible to hypothesize that the shuffling with
fixed sized batches might produce similar privacy amplification gains to Poisson sampling,
this remains an important open theoretical question.

Thus, currently the burden is on practitioners to 1) understand the data processing
pattern used by their ML infrastructure, 2) appropriately transfer the necessary parameters
to the accounting library, 3) at a minimum accurately document any mismatch between
analysis assumption and infrastructure, such as the Poisson-vs-shuffling issue noted above.
Table 3 summarizes commonly used families of data processing patterns, the recommended
algorithms and accounting techniques.
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5.3.2 CALCULATING TRAINING PROCESS GUARANTEES FOR DP-SGD

While the mechanisms and algorithms that we discuss throughout this paper (like
DP-SGD) do not suffer from catastrophic failure, it is still recommended to set ¢ to
a small value, hence the convention to use § < %, for example 6 = %, where n is
the training dataset size (measured in terms of the unit-of-privacy)®.

a. The above suggestion considers dataset size n to be non-sensitive information. When n is un-
known or considered private, you can set the value of § based on an estimate

Most major libraries that implement DP-SGD provide a routine to post-hoc calculate
the achieved e value of the training process. It is expected that § is set to be less than
the inverse of the training data size. Most of these routines currently assume example-level
unit of protection, the add-or-remove definition of neighbouring datasets, and that data is
processed using variable-sized batches formed via Poisson sampling, in the central DP setting.
When these assumptions hold, there are only three parameters that affect the final e:

1. Noise multiplier o for the Gaussian mechanism applied at each step. Note that
during DP-Training this noise is amplified by the clipping norm C' (e.g., Gaussian
noise is drawn from A(0, 02C?1) as per Algorithm 1), so ¢ does not depend on the
clipping norm.

2. Example sampling rate, the probability of each example being selected (indepen-
dently) for the batch. Alternatively, some implementations ask for the batch size and
the dataset size.

3. Number of training steps. Some routines ask for the batch size and # of epochs.

If the user instead wants to find the appropriate level of noise or batch size to use
in order to achieve a desired €, a binary search can be performed by relying on these
routines to evaluate the e for each o. For example, Google’s DP libraries?’ provide the
dp_accounting.calibrate_dp_mechanism routine to facilitate such searches.

¢ scaling laws. While these routines are essentially black-box for the end-user, there is
a very rough approximation using advanced composition (refer to Appendix B) that helps
understand the “scaling laws” — how ¢ guarantees change with the change in the three

qf

parameters discussed above: € = + B — where k is the number of steps in DP-

Training, ¢ is the sampling rate (larger for a({arger batch size), and A and B are some
“constants” that hide a (small) dependence on ¢, d, and clipping norm C. As expected,
¢ increases with k at the rate of ¢ ~ O(Vk) in a good privacy regime where k < (0 /q)?
and O(k) otherwise. Increasing the batch size increases the sampling ratio and increases
the overall privacy cost while improving the signal-to-noise ratio in average gradients. 2!
Moreover, more noise (larger o) means smaller (better) €

20. https://github.com/google/differential-privacy /tree/main/python
21. Increasing batch size is one of the most important ways of improving utility of DP-SGD-like methods.
To preserve the same privacy, slightly more noise will need to be added; see Figure 1.
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5.3.3 REPORTING PRIVACY GUARANTEES FOR ML MODELS

Works on DP ML vary in details on formal guarantees, often reporting only the £ and possibly
0. We argue that proper reporting requires more information, especially considering the
nuances highlighted in Sections 4.3 and 5.2.1, and upcoming in 5.4.2 and 5.5.1. We believe
that practitioners should report all the following in order to provide a complete picture of
the resulting model guarantees and allow for a fair comparison between different methods.

1. DP setting. For example “This a central DP guarantee where the service
provider is trusted to correctly implement the mechanism”. Or “This is a local
DP that protects data directly when it leaves a user device” (Section 3.2).

2. Instantiating the DP Definition. All parts of the abstract DP definition
should be clearly mapped to aspects of the concrete application.

(a) Data accesses covered. Private data can be accessed for many reasons
during the process of building and deploying ML models.* DP guarantees
should include a description of which of these data uses are covered and
which are not. E.g., does the DP guarantee apply (only) to a single training
run or it also covers hyperparameter tuning (Section 5.4.1)?

(b) What the final mechanism’s output is. The formal guarantee is stated in
terms of a mechanism (randomized function) A and the mechanism out-
put(s) A(D) should be clearly defined. E.g., only the final model check-
point is released, however the mechanism’s output is technically the full
sequence of privatized gradients, and the guarantee also applies at this
level (all the checkpoints are also protected).

(¢) Unit of privacy, e.g. example-level, user-level, etc (Section 5.1). This
includes discussing whether protection applies to the full data (both labels
and features), labels only or predictions only (Section 3.2).

(d) Adjacency definition that was used for “neigbouring” datasets — e.g. add-
or-remove, replace one, zero-out one (Section 2.1.1 and Section 4.3).

3. Privacy accounting details.

(a) Type of accounting used: RDP-based accounting, PLD accounting, etc.

(b) Accounting assumptions and whether they hold (e.g., Poisson sampling
was assumed for privacy amplification but shuffling was used in training).’

(¢) The formal DP statement for the final model and for the tuning process.
E.g., the specific (g,9)-DP or p-zCDP values.

4. Transparency and verifiability. When possible, complete open-source code
using standard DP libraries for the key mechanism implementation and account-
ing components should be provided.®

a. For example, model architecture search, computation of statistics to understand the data dis-
tribution and perhaps inform featurization, training multiple models as part of an architecture
search or hyperparameter tuning, as well as training a final model for deployment.

b. In this case, we would recommend also reporting a guarantee that does not utilize amplification.

c. In the future, we hope stronger verification methods perhaps based on secure enclaves and veri-
fiable tool chains will become standard.
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5.4 Hyperparameter Tuning

In this section we first describe which hyperparameters are important for maximizing the
utility of DP models and how hyperparameter tuning can be done in practice, followed up
by the techniques to account for such hyperparameter tuning if the original sensitive data
was used for this purpose.

5.4.1 How 1O TUNE THE HYPERPARAMETERS FOR DP-TRAINING

Several papers study the influence of hyperparameters on the privacy and utility of the
trained model. In particular, Kurakin et al. (2022) provide a detailed analysis of how
various hyperparameters affect the privacy and utility of convolutional image models on
ImageNet. Liet al. (2022b) also discusses hyperparameter tuning in the context of language
models and share similar observations with Kurakin et al. (2022). Below, we first describe
general observations about optimal hyperparameters and then suggest a number of specific
algorithms for hyperparameter tuning.

Which hyperparameters are important. DP-SGD has two main privacy hyperparam-
eters, the clipping norm C' and the noise multiplier o, but there are many other training
hyperparameters that can drastically affect the utility of the trained classifier. Below is a
summary of various hyperparameters and how they affect DP-SGD:

Gradient noise vs. batch size, n = 107 examples, 10* DP-SGD steps
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© 3
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o 3
o 3
0 3
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Figure 1: For a fixed dataset size, increasing the batch size can decrease the standard devi-
ation of the noise in the average batch gradient g; almost linearly, up to a point
of diminishing returns determined by ¢, the dataset size, and the number of iter-
ations. Often the point of diminishing returns is at a batch size much larger than
used for non-private training. This figure shows the tradeoff curves for a dataset
of size 107 for e values from 0.25 to 16, assuming 10,000 steps of DP-SGD training
with Poisson sampling, using RDP accounting. Anil et al. (2021, Fig. 1) gives
a similar figure. The point of diminishing returns for a larger batch size can be
approximated by n/e/T.
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e Batch size B. For a sufficiently large dataset, increasing the batch size by a factor of
K (while keeping the number of DP-SGD iterations constant) will reduce the standard
deviation of the noise in the estimate of the average batch gradient (g; in Algorithm 1)
by almost a full 1/K for the same the privacy cost ;22 see the left-hand regime in
Figure 1. Hence, for a fixed model architecture and a sufficiently large dataset, it
should be possible to increase the batch size and thereby reduce the noise added by
DP-SGD to a level that has less pronounced impact on model accuracy. Empirically,
for a wide range of deep networks, it has been shown that reducing the noise in the
average gradient leads to improved model accuracy (McMahan et al., 2018; Kairouz
et al., 2021c; Anil et al., 2021; Kurakin et al., 2022; De et al., 2022; Choquette-Choo
et al., 2022). In convex settings, this observation has been formalized, with Bassily
et al. (2020) and Talwar et al. (2014) showing that larger batches improve utility of
DP-SGD, with the best utility achieved by using a full batch (i.e., batch size equal
to dataset size). It is important to note that increasing the batch size while keeping
the number of iterations constant leads to a corresponding increase in the number of
training epochs and hence the total computational cost of model training.

o Number of training epochs N. Even when the batch size is fixed, increasing the number
of epochs and therefore the number of DP-SGD iterations (while keeping the same
e by increasing the noise multiplier) is typically beneficial for the utility of private
training (Kurakin et al., 2022). At the same time, there is an effect of saturation when
increasing number of epochs beyond a certain point does not seem to help anymore.
De et al. (2022) further showed the existence of an optimal number of training epochs
for private training which is significantly larger compared to typical number of training
epochs used in non-private setting due to both increasing the batch size and the number
of iterations.

It is important to note that training for more iterations does not mean that the prac-
titioner starts the training process and later decides when to stop, because the privacy
budget will be increasing with each training step. Instead, the practitioner should first
fix the total privacy budget and number of epochs N4, compute the noise multiplier
for DP-SGD (which depends on the privacy budget and N,z ), and then train either
for exactly Ny.q. epochs or stop early if it allows practitioner to achieve higher utility.

e Noise multiplier o is the ultimate factor which is used in privacy analysis to compute
€. In addition, increasing the noise multiplier typically results in a decrease of utility.
We recommend setting the noise multiplier after the number of training epochs and
the batch size are fixed, based on a desired privacy budget.

e Gradient clipping norm C' is another parameter of DP-SGD, and it is used to clip
the norm of the gradient of each example. Moreover, the total noise added to the
sum of gradients has the standard deviation of Co. As a result, the clipping norm
should be typically chosen in a way so that most gradients are either clipped or are
near the clipping threshold (Li et al., 2022b). If the clipping norm is too high, the
noise magnitude C'o would exceed the magnitude of gradients, which would make it
harder for the algorithm to converge and will adversely affect the utility. Increasing
the learning rate could, to an extent, compensate for a too-small clipping norm, as

22. In order to maintain privacy, because the sampling probability ¢ will increase slightly with larger batches,
a slightly larger noise-multiplier will be needed when we are in the left-hand regime of Figure 1.
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we describe below. Nevertheless, if the clipping norm is too small, the model utility
would suffer as well.

o Other gradient clipping strategies. One possibility is to use adaptive clipping instead of
fixing the clipping norm a priori (Andrew et al., 2021). However, its implementation is
more complicated than static clipping, and thorough tuning of hyperparameters with
static clipping norm usually results in the same utility as adaptive clipping (Andrew
et al., 2021).

Another clipping strategy is per-layer clipping (McMahan et al., 2018), in which the
clipping norm is set individually for each layer to accommodate different scales of the
gradients.

e Learning rate « typically has to be tuned to get the best utility. In particular, the

learning rate has to be re-tuned once a private optimizer is used. Kurakin et al. (2022)
observed an interesting relationship between the optimal learning rate and the clipping
norm. The clipping norm C' and learning rate « could be varied in a wide range with
no change in the model’s utility, as long as the product C'a stays constant—see Figure
2. An intuitive explanation for this phenomenon can be as follows. Let us say we
use clipping norm C' and learning rate «, and all gradients are being clipped (i.e. all
gradient norms are above clipping threshold C'). In such a case, if we decrease the
clipping norm k times and increase learning rate k times, then the outcome of one step
of DP-SGD would remain the same.
It is important to note that in the non-private setting, practitioners commonly use
adaptive optimizers (like Adam and Adagrad) and these optimizers are often used
without extensive tuning of the learning rate. Such optimizers generally do work
well (e.g., lead to a good training loss stabilization) for a relatively wide range of the
learning rate. Nevertheless, the value of the learning rate does have an effect on how
fast adaptive optimizers converge. Thus, when the number of training steps is fixed
(which is the typical setting in DP-Training), the utility of the final model can still
benefit from tuning the learning rate, even when an adaptive optimizer is used.

Generally, choosing hyperparameters requires optimizing over three inter-independent
objectives: 1) model accuracy, 2) privacy cost €, and 3) computation cost (e.g., number of
epochs and batch size); tuning strategies will take two of these three as constraints, and
focus on optimizing the third subject to those constraints.

Below we summarize all the findings and observations discussed above into several prac-
tical strategies which practitioners can use to choose hyperparameters for DP-Training.
Firstly we introduce a strategy for determining the optimal clipping norm. This building-
block step will be shared by other hyperparameter tuning strategies. Then we demonstrate
the first tuning strategy that assumes fixed € and computational budget and optimizes for
the best possible utility. The second strategy instead fixes privacy and utility as constraints
and finds the smallest batch size (computation cost) that can achieve these. This approach
usually works well, when a practitioner has a relatively small model, relatively large dataset
and unbounded compute.

Choosing an optimal clipping norm. No matter what tuning strategy is chosen, a

practitioner typically needs to first choose a clipping norm C. The choice of this parameter is
essentially the same for all tuning strategies, thus we describe it first as a separate subroutine.
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Figure 2: Relationship between the learning rate and the clipping norm in a non-private (a)
and private (b) settings. Values in the grid represent the final training accuracy
for an image classification task. This Figure is adapted from (Kurakin et al.,
2022). In a private case (o > 0), the best accuracy is achieved on a diagonal
where the product of the clipping norm and the learning rate remains the same.
However if the clipping norm gets larger than the norm of gradients, the accuracy
quickly drops to zero because the noise would be larger than the magnitude of
the gradients. Similar diagonal could be observed in a non-private case as well
(0 = 0). The difference is that in a non-private case the clipping norm could be
increased indefinitely. Additionally, the optimal learning rate stays the same once
the clipping norm becomes larger than norm of gradients for a non-private case.

As demonstrated in Figure 2 and described previously, there is typically a range of good
values of clipping norm C' which allows a practitioner to achieve the best utility (assuming
that the learning rate is tuned afterwards). The following strategy assumes that we already
know good hyperparameter values for a non-private training setting.

1. Use DP-Training optimizer (e.g., DP-SGD) with the noise multiplier o set to 0.
2. Run a set of experiments to sweep clipping norm C' (with all other hyperpa-
rameters fixed). We recommend to choose a logarithmic scale for the sweep of
C such as {...,0.01,0.1,1,10, 100, ...} or more fine-grained if resources allow.
3. Identify the smallest value of clipping norm C such that model utility is
(adversely) affected only slightly (as compared to the utility of a non-private
model).
If not sure which C to pick, err on the side of smaller C'.
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The idea behind this strategy is to find a value of clipping norm which causes actual
clipping of gradients, which could be observed empirically by a slight drop of utility. This loss
of utility can typically be almost regained by further tuning the learning rate (see Figure 2).
However, to save computational resources it’s recommended to tune the learning rate after
setting non-zero noise multiplier o.

If running a clipping norm sweep is too costly, a practitioner may consider using adaptive
clipping norm algorithm (Andrew et al., 2021) which should save the compute at a cost of
more complicated implementation.

Tuning given privacy and computation constraints. This strategy assumes that a
practitioner has a specific € target in mind. As discussed in Section 5.4.2, it is important to
decide whether this privacy budget applies only to the training of the final model, or needs
to cover potential privacy losses during hyperparameter tuning on private data as well. In
any case, the hyperparameter tuning process should be reported (please see Section 5.4.2
for an additional discussion).

Additionally, we assume that the network architecture and data preprocessing pipeline
are fixed a priori. We also expect that the practitioner has a way to choose good hyperpa-
rameters for a non-private version of the model. This is typically the case when practitioner
starts with some non-private model with the goal of making it differentially private. With
that in mind we condense all above-mentioned considerations into the following strategy:

1. Identify the maximum number of training epochs N and the largest
batch size B that is computationally feasible. Typically a practitioner
should start with batch size and number of training epochs which is used for non-
private training and then simultaneously scale both of them until computational
limit is reached.

2. Tune the model in a non-private setting with chosen N and B. Iden-
tify the optimal learning rate g, and possibly other hyperparameters, like
weight decay, regularization and so on. To simplify the tuning, all non-private
hyperparameters other than the learning rate are considered frozen after this
step.

3. Choose the clipping norm C using the subroutine ClipSearch

4. Compute noise multiplier ¢ based on desired privacy budget e, batch size
B and number of training epochs NN.

5. Perform the learning rate sweep. Set the noise multiplier to o, clipping
norm to C' and run a full search of a learning rate (for example, using grid or
random search). Additionally, if it is computationally feasible, add a concurrent
sweep over the vicinity of the clipping norm C' chosen previously.

Due to resource constraints, it might be hard to perform the multiple hyperparameter
sweeps suggested above. The following heuristics can reduce the computational burden:
e Tune the hyperparameters on a smaller model with similar architecture and then re-use
most of these hyperparameter value for the final large model training.
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e Tune the hyperparameters on a smaller batch size; then linearly increase noise multi-
plier and the batch size. This approach can be potentially useful when attempting to
meet a constraint on both privacy and utility, as discussed next.

Tuning given privacy and utility constraints. As discussed previously, good privacy
and utility can sometimes be achieved by choosing a sufficiently large batch size (at the
cost of increased computation); this is likely to be possible in a setting where non-private
models with reasonably high accuracy were trained using only a fraction of the dataset,
which is relatively common in production settings. However, the required batch size might
make training even a single model quite computationally expensive, and hence alternative
approaches to hyperparameter tuning may be required.

Building on the suggestions above, the following assumption (introduced by McMahan
et al. (2018)) can be quite useful: for a sufficiently large batch size B, the accuracy of
the model is essentially determined by the standard deviation ¥ := % of the noise in the
average model gradient g; (using the notation of Algorithm 1). Importantly, we assume the
number of training iterations and other hyperparameters including C' remain fixed. That is,
even though the privacy cost would be quite different, we assume we get the same accuracy
whether we choose (o, B) or (Ko, KB) for any multiplier K. Thus, we may estimate test-
set accuracy as a function of ¥ using a small batch size (and other hyperparameters) that
provide good accuracy for non-private training; McMahan et al. (2018, Fig.3) provides an
example of such a relationship; there is a clear “knee” in these curves, indicating that as long
as noise is below a certain threshold, model accuracy is essentially unaffected. Of course,
other hyperparameters like the learning rate and number of iterations may influence these
curves.

With this relationship established, one can choose a ¥ that achieves the desired accu-
racy, and then use an accounting line search?® (like dp_accounting.calibrate_dp_mechanism
from the Google DP libraries, see Section 5.3.2) to find a B and o such that a desired privacy
target is achieved while satisfying % = ", This approached can be summarized as:

1. Identify a (small) batch size Bg,qy and learning rate that gives reasonable model
utility in a non-private setting.
2. Identify an appropriate clipping norm C' using the subroutine ClipSearch.

3. Varying the noise level o, plot model utility vs noise in the average gradient

. _oC
E T Bsmall ’

4. Identify the smallest noise level " that achieves the desired utility (if possible).

5. Holding ¢ fixed and varying batch size B and o subject to the constraint % =
¥*, find the appropriate level of noise o and (hopefully computationally feasible)
batch size B that are estimated (via £") to achieve the desired utility.

6. Train the final model using batch size B. If computation allows, consider trying
several slightly smaller learning rates as well.

23. This is equivalent to plugging " into the y-axis of Figure 1, reading off the corresponding B for the
desired privacy level, and then computing o = BE*/C.
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The success of this approach depends on whether the above assumption holds. The
primary concern is the now-well-known “generalization gap” phenomenon in non-private
training, where using too large of a batch size may harm the model’s generalization (test
set accuracy), even though train-set accuracy may be unaffected or improved (Keskar et al.,
2017; Li et al., 2018). However, both papers point out that the stochastic noise in SGD
gradients (due to sampling a batch of examples) may be important to this phenomenon, and
hence one might conjecture that adding additional noise as in DP-SGD should offset the
over-fitting tendencies of large-batch training. Further, Hoffer et al. (2017) observes that the
generalization gap may be due to keeping the number of training epochs constant, and that it
is the decrease in the number of iterations due to larger batches (when epochs are fixed) that
is problematic, rather than the batch size itself. The fact that learning rates may need to be
adjusted when changing batch sizes (particularly if the number of iterations is also changed)
further complicates the situation. More work in this area is certainly needed, particularly
with respect to determining the significance of the “generalization gap” phenomenon to DP
training. In any case, the tuning assumption above has proved useful, with both McMahan
et al. (2018) and Kairouz et al. (2021c, Fig. 12) verifying that this assumption holds for next-
word-prediction language models in the regimes considered. We encourage practitioners to
try this approach, and report if large batches produce worse generalization than predicted by
small-batch experiments; however, some caution is advised if it is known that lager batches
(with fixed iterations) can reduce generalization for non-private training.

Large Language Models Peculiarities.® For giant models like Large Language Models
(LLMs), it might be impossible to implement the tuning procedure outlined above. In
particular, such models may take long time to converge (e.g., days), and running a sweep
over hyperparameters is prohibitively expensive. A common strategy for tuning such models
is to reuse the optimal hyperparameter values found on small models for training larger
models (Yang et al., 2021). Although some papers, such as (Yang et al., 2021), state that
regularization and optimizer parameter values might not be transferable, Li et al. (2022b)
reports success finding appropriate hyperparameters on smaller GPT models and reusing
them for larger GPT models. Another peculiarity of LLMs is that some implementations
like Roberts et al. (2022) by default do not normalize the loss to account for the length of
the sequence. This results in large gradient norms (that depend on sequence length). This
in turn makes it hard to find an appropriate clipping norm and can give preference to longer
sentences. Ponomareva et al. (2022) suggests for DP-training to use a loss normalization
strategy that averages the loss incurred over all target tokens in the target sequence.

Finally, giant models require a lot of training data. While some authors (Ponomareva
et al., 2022; Anil et al., 2021)were able to fully pre-train LLMs with DP, by far the most
common strategy is to take some pre-trained LLM checkpoint and do only private fine-
tuning on the private data. For example, Li et al. (2022b) showed that private fine-tuning
can maintain accuracy given a good pretrained model. Hoory et al. (2021) similarly explored
DP fine-tuning on a medical domain for a pre-trained BERT checkpoint. However, Li et al.
(2022Db) highlight that for such a strategy to work well, the pretraining and fine-tuning tasks
should have similar objectives.

Peculiarities of Models with Very Sparse Gradient Updates.* Certain layer types
in a deep learning model can generate very sparse gradients. As an example, if a lookup
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table is used to encode categorical variables into an embedding space, then per-example gra-
dient updates for all but one row of the embedding table will be exactly zero. When using
a model with very sparse gradient updates, it is important to use an optimizer that keeps
gradient updates in sparse form: if the optimizer stores and passes only non-zero parameter
updates, the computation and memory cost of many operations becomes smaller. Since
these operations are cheaper with sparse updates, one can use much larger batches than
an optimizer which materializes the entire gradient for each sample. This can significantly
improve the computational speed of the model and reduce the memory footprint. In turn
this results in an improved utility of the model both due to the increase of the possible batch
size and due to the ability of training for more epochs (using the same amount of compu-
tational resources). Finally, it is important to make sure that the sparsity-aware optimizer
is implemented in such a way that the noise is nevertheless applied to all the weights, even
the ones with zero gradient. If this is not done, the differential privacy guarantees will not
hold.

5.4.2 How HYPERPAMETER TUNING CAN INCREASE ¢

The simplest approach, recommended when possible, is to do all model architecture
search and hyperparameter tuning on a proxy public dataset (with a distribution
similar to the private data), and only use the private training dataset to train the
final DP model. When hyperpameter tuning must be performed on private data, any
privacy guarantees reported should clearly state what “data touches” are accounted
for (Section 5.3.3). This should include at least a guarantee that applies only to the
use of private data in training the final model, but ideally also a (weaker) guarantee
that accounts for the use of private data in hyperparameter tuning.

In the remainder of this section, we expand on the context for this recommendation, and
touch on tools that allow us to formally account for hyperparameter tuning costs.

As discussed in the previous sections, it is generally recommended to tune multiple hy-
perparameters of the model. Ideally, DP guarantees should account for all uses of the private
data that influenced anything being released. In practice, this can be difficult to formalize
for the long-lived, evolving datasets that are common in industry (with users signing up
or leaving the system, and/or updating their data). For example, it is likely impossible to
precisely account for the hypothetical privacy cost of using a set of initial hyperparameters
selected as “probably pretty good” by an ML engineer with years of experience working with
the dataset in question.

Nevertheless, when hyperparameter tuning using private data is undertaken more me-
thodically, it can be possible to account for the privacy cost of specific hyperparameter
tuning runs. At least in theory, this may be important, as doing hyperparameter tuning
on private data without accounting for the privacy cost can inadvertently leak private in-
formation. For example, recent work (Papernot & Steinke, 2022) shows that the choice
of hyperparameters can reveal sensitive data of outliers in small SVM models, unless each
hyperparameter trial was trained with DP-Training. Although such attacks exist in theory,
the most important thing is to train the final released model with DP.
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In this section we aim to show that more rigorous accounting of the hyperparameter
tuning process is also possible. There are two general classes of strategy for tuning hyper-
parameters while preserving DP.

Using public data. The first class is to tune hyperparameters by training models on
publicly available data which is drawn from a similar distribution as the private data of
interest. This does not carry an additional privacy cost and is a reasonable first choice when
such data is available. In the absence of public data, an alternative is to fix the values of
hyperparameters to some reasonable defaults and forgo hyperparameter tuning altogether.
This approach is often used with extremely large models like language models, where the
(compute) cost of tuning is prohibitively expensive (Ponomareva et al., 2022).

Tuning on private data. The second class is to train each model (with DP-SGD or
other DP-Training method) during the hyperparameter sweep and account for these runs
in the final privacy guarantees. There are several accounting methods in the literature.
The simplest way to account for the privacy cost of multiple hyperparameter tuning runs
is using sequential composition, i.e., simply adding the individual ¢ and § costs from each
of the runs. However, these bounds can be significantly improved due to the fact that we
train many models during hyperparameter tuning but only the best model is released and
used for inference. Below we list several ways to account for the privacy cost of a set of
hyperparameter tuning runs. The relative utility of these approaches is dependent on the
specifics of the task and the number of hyperparameter runs desired or needed. For a specific
problem, one should compute the privacy costs with each accounting method and use the
one that provides the best privacy-utility trade off.

First, improvement over sequential composition can be achieved by treating each hyper-
parameter tuning run as an additional epoch and computing with RDP the cost of training
for the total number of epochs used across all hyperparameter tuning runs. This approach
makes the privacy cost for the first epoch significantly higher than the cost of an additional
epoch. This is due to the sub-linear scaling introduced by either advanced composition or
Rényi Differential Privacy (Dwork & Roth, 2014). For the Figures below, we use Rényi dif-
ferential privacy because it provides a tighter bound. In Figure 3, we show the privacy costs
for various numbers of epochs and various hyperparameters??. As discussed in Section 5.3,
the functional form of the privacy cost € is

where k is the number of steps in DP-Training, ¢ is the sampling rate and A and B are some
“constants” that hide a (small) dependence on ¢, §, and clipping norm C' (refer to Appendix
B for derivations). Notice in Figure 3 (B) that using smaller batch sizes has significantly
lower privacy cost for the same number of epochs. Several papers, such as Anil et al. (2021)
and Sander et al. (2022), recommend using small batches for a fixed number of steps for
hyperparameter tuning, then training the final model with the largest possible batch size,
given the computational resources, and adjusting the learning rate, given the computational
budget, to maximize the privacy-utility trade-off.

24. We open source the code used to generate these plots at the following URL: https://gist.github.com/
carsondenison/6ca3890e3231de9be461cc04510e962e
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Epsilon vs Epoch - 1000000 data points

Epsilon vs Epoch - 1000000 data points

Noise Multiplier and Batch Size

® Noise 1.0, Batch Size 100

[ Noise 1.0, Batch Size 400

® Noise 1.0, Batch Size 1600
Noise 1.0, Batch Size 6400
Noise 1.0, Batch Size 25600
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1 11 21 31 41 51 61 71 81 91 101 1 11 21 31 41 51 61 71 81 91 101

A Epochs B Epochs

Figure 3: A Privacy costs when treating each hyperparameter tuning run like an extra
epoch. The first epoch has a high privacy budget cost, and each subsequent
epoch is "cheaper". B Training with smaller batches has lower privacy cost for
the same total number of epochs.

A second approach is to use the notion of Privacy Loss Distributions (PLD) (Koskela
et al., 2020). Privacy loss distributions offer tighter composition of DP events than Rényi
differential privacy. The approach is similar to that of RDP accounting described above,
except it exactly tracks the privacy loss distribution.

A third approach to account for hyperparameter tuning cost was proposed by Abadi
et al. (2016). On a high-level, this approach randomly samples a set of M configurations
from a search space consisting of K hyperparameter configurations. Then a model is DP-
Trained on each sampled configuration. The best model among these trials is consequently
released in a differentially private manner using the exponential mechanism (Dwork & Roth,
2014). This approach presents a triple trade-off between privacy, number of hyperparameter
configurations explored, and the expected utility of the released model. Specifically, the
larger the search space size K, the lower the privacy cost and the more hyperparameter con-
figurations M may be tried. However, the accuracy of the exponential mechanism degrades
with increasing K, meaning that potentially a model other than the best is selected as the
winner. Refer to appendix D of Abadi et al. (2016) for the algorithmic bounds.

Recently Papernot and Steinke (2022) provided tight bounds for their hyperparameter
tuning algorithms using RDP accounting. In this family of algorithms, the number of hyper-
parameter tuning runs M is treated as a random variable drawn from a chosen probability
distribution. Omne then draws M sets of hyperparameters to test, selected randomly with
replacement, from a set of K potential hyperparameters. Finally, the true best set of hyper-
parameters is returned. If M is drawn from a Poisson distribution, the authors show that
the cost is only logarithmic in the number of tuning runs. Alternatively, if M is drawn from
a truncated negative binomial distribution, then the privacy cost increases very slowly with
the number of tuning runs.

Table 4 summarizes aforementioned methods and presents their asymptotic bounds. In
Appendix C we compare the privacy costs of the above methods for 100 hyperparameter
tuning runs of a dataset with 1,000,000 data points, a batch size of 5,000, and a noise
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multiplier of 1.0. We find that using the PLD accountant to compute the single-epoch cost,
and using the Poisson-distribution based method from Papernot and Steinke (2022) gives
the best trade off between privacy and reliability in this particular setup.

Finally, no matter which hyperparameter tuning strategy is used for privacy account-
ing, it is important to remember that differentially private hyperparameter tuning is in its
infancy. Additionally, it is common to use some form of iterative Bayesian hyperparameter
tuning which creates interdependent hyperparameter trials (Snoek et al., 2012). When each
run is chosen adaptively based on the results of previous hyperparameter trials, advanced
composition, RDP composition, and PLD composition are still valid. However, the tighter
bounds from Papernot and Steinke (2022) and Abadi et al. (2016) no longer hold. Tighter
accounting of adaptively chosen hyperparameters is an open area of research.

Tuning
Strategy

Method

Accuracy
(w.r.t.
trial)

Privacy

Cost best

Additional
siderations

Con-

Not using
Private Data

Use default hparams

Tune on public data

0 Best

0 Best

Requires good de-
faults. Can be useful
when computational
cost of hparam tun-
ing is too high
Works only if public
data of similar distri-
bution is available

Using
private data

Simple composition

Advanced composition or

O(trials) Best

O(V'trials)

Best

Renyi DP composition or

PLD composition

Using Exponential mecha-

O(vtrials)  Best—O(+/trials)

nism (Abadi et al., 2016)

Randomized
of Trials
Steinke, 2022)

Number
(Papernot &

O(log trials) Best

Strictly dominated
by advanced compo-
sition
O(V'trials)
steps  * sampling
ratio << noise
multiplier, O(trials)
otherwise

when

Known number of
trials, but best run is
not always returned.
Number of trials to
run is randomized,
but best run is al-
ways returned.

Table 4: Comparison of Hyperparameter Tuning Strategies

5.5 Model Architecture Considerations

In general, a number of architectural choices should be made in order to successfully apply
DP-Training. In Section 5.5.1, we go over model components that are potentially not private
and need to be modified for use with DP-Training. Then, in Section 5.5.2 we describe
components that affect model utility when DP-Training is used.
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5.5.1 MODEL COMPONENTS WHICH AFFECT PRIVACY

It is worth remembering that DP-Training (e.g., DP-SGD) and its variants provide guaran-
tees by limiting the impact that each individual instance has on the overall model. Each
instance is considered to be sampled independently with some fixed probability (defined
indirectly by the ratio of the batch size to the overall dataset size). The contribution of each
sample to the overall model is limited (by applying per-example gradient clipping) and the
final aggregated gradient is further distorted by adding random noise. These steps result in
bounded per-sample contribution and allow one to reason about privacy guarantees of the
overall model. However, some components and architectural decisions that are commonly
used in neural networks may break this reasoning of limited per-example contribution. For
example, layers that calculate and/or store some batch statistics like batch normalization
layers, or losses that can’t be decomposed into per-example losses, such as pairwise losses.
Some libraries like Opacus in PyTorch (Yousefpour et al., 2021) chose to disallow usage of
such components and require users to replace them with components that don’t calculate
batch statistics.

Below, we briefly show how to reason about several popular layers that are commonly
used. Then, we proceed with a table listing additional commonly used neural networks
components (layers, optimizers, tokenizers, etc.) and state whether they are inherently
private when used with DP-Training or need to be modified. This table is not meant to
be exhaustive, but rather to highlight that all parts of a complex ML model should be
examined.

1. Batch Normalization layer (loffe & Szegedy, 2015) normalizes each layer’s input
to zero mean and unit variance by rescaling the batch using its calculated on the fly
batch mean and variance. During inference, the batch mean and variance are fixed to
that of the exponential running average of training mean and variance.

A BatchNorm layer has trainable parameters that are updated during backpropaga-
tion. These parameters don’t represent a problem from a DP standpoint, as long
as DP-Training method like DP-SGD was used during backpropagation. However,
BatchNorm uses current batch’ mean and standard deviation information to rescale
each instance in the batch during the forward pass. This creates dependency between
instances from the batch and makes it hard to reason about per-example sensitivity
for DP-SGD.

In order to make BatchNorm private, one has several options:

(a) In settings when public data is available, one can instead calculate the mean and
variance BatchNorm statistics on this public data that is injected into the batch
during the training, as in (Davody et al., 2020). To obtain such public data,
authors use data close in semantics: for example, KMnist data as public data for
MNIST, CIFAR100 for Cifarl0 data etc.. During inference, statistics over the
same public data are used.

(b) It is possible to privatize BatchNorm per-batch mean and standard deviation
calculation. For example, to privatize the mean, per example clipping (with a
norm different from DP-SGD clipping norm) and Gaussian noise addition to the
sum can be used. Such privatized batch mean then would be employed during the
forward pass, as well as for updating running mean statistics that BatchNorm
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layer maintains and subsequently uses for inference. Privacy accounting for a
sequential combination of Gaussian Mechanism for a BatchNorm and Gaussian
Mechanism for DP-SGD can be handled for example via accounting for adaptive
streams (Denisov et al., 2022).

2. Layer Normalization is another popular normalization layer that improves training
time. It removes the dependency on the batch size that BatchNormalization exhibits,
and it can be used, unlike BatchNorm, for recurrent nets (Ba et al., 2016). This layer
computes means and variances for all the neurons in the layer using only one instance
(as opposed to the whole batch in BatchNorm). Because this normalization works on
a per-instance basis, and because means and variances of all neurons will be public
if neurons were updated via DP-Training process, this layer poses no problems from
DP-standpoint.

3. Group Normalization is a normalization layer introduced by Wu and He (2018) and
specifically designed for vision tasks. This layer is essentially a LayerNormalization
applied to groups of channels from the image input and is equivalent to LayerNormal-
ization when the number of groups is 1. Just as LayerNormalization, this layer does
not pose privacy concerns.

4. WeightNormalization (Salimans & Kingma, 2016) is another normalization layer
that does not introduce dependencies between examples from the same batch. It works
by reparameterizing the weight vector by decoupling its direction from its length, with
these two new parameters (a scalar and a vector) learnt via gradient descent. As long
as the gradients w.r.t. to all parameters are appropriately privatized as per DP-SGD,
this layer does not pose problems.

We refer readers to Table 5, which highlights other commonly used components or processes
that apply to NNs.

Name RM? Comments
o Batch Normalization (Ioffe & Yes Either add noise to Batch norm mean and mean of squares
'S Szegedy, 2015) calculation; or use public data to calculate these statistics.
© Layer Normalization (Ba et al., No
g
5 2016)
Z. GroupNormalziation (Wu & He, No

2018)

Weight Normalization (Salimans No
& Kingma, 2016)

25. Requires additional modification (beoynd clipping and noise as per DP-SGD Algorithm 1) to be DP-
Compatible
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GNN (Scarselli et al., 2009) Yes Node or edge level GNN layers augment the features of the
instance (node or edge) with features and labels of their
direct neighbours, making this process not private. Fur-
ther, graph structure is also leaked through such aggre-
gation (Duddu et al., 2020). An additional complication
of GNN networks is that during inference time, the same
(training) graph structure is reused for predictions, and it
needs to be DP-protected as well (on top of DP-Training of
GNN models) (Daigavane et al., 2021). There are attempts
at adding noise to the aggregation function, but the authors
also had to change the structure of the network (Daigavane
et al., 2021), while Sajadmanesh and Gatica-Perez (2021)
considered nodes and labels private but treated edges as
public data.The area of DP with GNN models is very much
nascent.

Specialized Layers

SGD (Robbins, 2007) No As long as DP-SGD version is used (Abadi et al., 2016),
which dictates per example clipping and adding noise to
the aggregated batch gradients

Adaptive and Accelerated No These optimizers maintain additional statistics (e.g., mo-

First-order Optimizers (Adam mentum), which are only functions of the gradients ob-

(Kingma & Ba, 2014), Adagrad tained by the optimizer at current and previous steps. Thus,

(Duchi et al., 2011) etc) as long as the gradients are accessed using a DP mecha-
nism (e.g., per (Abadi et al., 2016)), adaptive and acceler-
ated first-order methods are DP. However, recent research
suggests that DP versions of adaptive optimizers can ac-
cumulate extra noise, which may negatively affect utility
(Li et al., 2022a). Designing adaptive optimizers for DP-
Training is an active area of research (Kuru et al., 2022; Asi
et al., 2021; Li et al., 2022a; Kairouz et al., 2021a). Refer
to Section 5.5.2 for additional discussion.

Second-order Optimizers (e.g., Yes These optimizers compute the Hessian of the loss (or an ap-

Newton) proximation of it) and use it to rescale the gradients. To en-
sure differential privacy, both the gradients and the Hessian
should be accessed using a DP mechanism. The gradients
can be privatized using the same techniques used in first-
order methods. However, privatizing the Hessian is more
challenging. For empirical risk minimization with convex
objectives, one possibility is to add noise to the per-example
Hessians (technically, this approach requires the Hessian to
have a known, bounded norm) (Avella-Medina et al., 2021).
However, the latter approach can be computationally pro-
hibitive for large problems (since each per-example Hessian
scales quadratically in the number of parameters) and it can
also lead to potential convergence (e.g., loss stabilization) is-
sues®®. As a more efficient alternative, Mehta et al. (2022)
clips the input features (instead of the per-example Hes-
sians) and then adds calibrated noise to the (full) Hessian.
When sufficient public data is available, another possibility
is to use the public data to estimate the Hessian (while us-
ing private data to compute the noised gradients) (Ji et al.,
2014).

Optimizers

26. After adding noise, the Hessian matrix may no longer be positive definite, which may negatively affect
convergence.
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Maybe

Some (implementations of) optimizers are aware of the fact
that only a small proportion of the weights will have nonzero
gradients. This is often the case for models with large di-
mensional embedding/lookup tables. While clipping is not
affected by the sparsity (e.g., we need to clip only non zero
gradients), it is important to make sure that the noise is
added for all the weights, even to those that originally have
a zero gradient update. Failure to do so voids the privacy
guarantees of DP-Training.

Losses

Cross-Entropy

Pair-wise, triplet etc. loss

Energy-based

Yes

Yes

Standard loss that is easy to reason about for DP-Training
analysis

Losses that operate on a number of instances at the same
time are commonly used for contrastive learning, metric
learning, pairwise ranking etc. For instance-level privacy,
gradients for each example will depend on another example
in the pair. The easiest way to do DP-Training is to add the
noise to the already trained model (output/weights pertur-
bation), but this will add more noise (compared to gradient
noise injection algorithms like DP-SDG) (refer back to Sec-
tion 4.1.1) and thus will affect the utility. There is some
work that tackles this setting for convex loss functions via
loss perturbation (Huai et al., 2020). Zhiyu Xuel and Wang
(2021) instead look into modifying Projected Gradient De-
scent (PGD) to achieve DP-Training, under Lipschitz con-
tinuity and convexity assumptions. The authors bound the
sensitivity of PGD and add noise based on the Gaussian
mechanism. Alternatively, one can provide (group-level)
guarantees per pair of example (if fixed pair assignment is
available), which requires running DP-Training and clipping
the gradient at a pair level.

While such losses are common for convolutional deep-belief
networks, this loss makes it hard to reason about global sen-
sitivity (Phan et al., 2017). Custom approaches for privacy
accounting or approximations of the loss will be required
for DP-Training. For example, Phan et al. (2017) derived
new polynomial approximation of energy-based loss using
Chebyshev’s Expansion and injected noise into these poly-
nomials.

Compression

Pruning

Weight quantization

Distillation

No

Maybe

Usually pruning removes weights or neurons based on their
magnitude, and these values are already considered public
if the model is trained with DP-Training

The weights of a DP-Trained model are already “public” and
can be quantized.

If one trained a DP teacher model and attempts to distill
it into a smaller model, whether this final student model
will be private (DP) will depend on the distillation data.
If distillation is done on public (student) data, then the
student model is still DP, protecting the original teacher’s
private training data. If one however distills using private
(student) data, the student also needs to be trained with
DP-Training. Alternatively, DP can be added only during
the student training and the resulting model will be con-
sidered private, protecting only student training data (and
non DP w.r.t. to the teacher training data).
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‘o WordPiece (Wu & et al, 2016) Yes The tokenizer is trained based on the training data prior
to the model training. As such, the tokenizer needs to be
privatized; for example as in Hoory et al. (2021), and the
privacy budget consumed by the tokenizer should be ac-
counted for. An alternative is to use a tokenizer that was
pretrained on a different public dataset (Ponomareva et al.,
2022)

SentencePiece (Kudo &  Yes Just as WordPiece, it needs to be privatized; for example,

Richardson, 2018) as in (Ponomareva et al., 2022). An alternative is to use a
tokenizer that was pretrained on a different public dataset
(Ponomareva et al., 2022)

Tokenizers (Language

Table 5: This table lists components and processes that are commonly used in deep learning
and describes whether special modifications are required for these modules to be compatible
with DP.

5.5.2 DESIGN CHOICES AFFECTING MODEL QUALITY

It is fair to say that there is no consensus on how and if the architecture and components
choices of an ML model should change when going from the model without DP to its
DP version. By far, the most common approach is not to change anything and simply
retune the hyperparameters, as discussed in Section 5.4.1. Nevertheless, below we attempt
to summarize the current state of the research on how model design choices affect model
utility.

Activation functions. Papernot et al. (2020) argued that the choice of activation func-
tions (e.g., RELU, sigmoid, etc.) has an important effect on DP model utility. The authors
stated that bounded activation functions like tempered sigmoids outperform unbounded
functions like RELU in DP-Training settings. This recommendation stems from the authors’
observation that during DP-SGD training, the activations explode as training progresses.
This in turn results in a more drastic clipping of the gradients, and therefore, may lead to
a worse utility due to the information loss. Tempered sigmoid functions, however, control
the gradient norm and reduce the amount of actual gradient clipping that takes place dur-
ing DP-Training. The authors report improved privacy-utility tradeoffs on three popular
datasets. However, tempered sigmoids introduce another hyperparameter, the temperature,
which needs to be tuned as well. As in many other papers, the cost of such tuning is not
taken into account for the final € guarantees. However, one limitation of this study is that
it does not take into account possible connections between activation functions and other
architectural choices (Cheng et al., 2021). Additionally, unbounded activation functions like
RELU have been shown previously to drastically improve the performance of the neural

networks and significantly improve convergence (e.g., loss stabilization) (Krizhevsky et al.,
2012).

One the other hand, one of the insights from neural architecture search for DP models
performed by Cheng et al. (2021) is that SELU activation (Klambauer et al., 2017) is
more suitable than tempered sigmoids for DP Training. SELU functions, however, result in
internal normalization and may require reconfiguration of the architecture and removal of
regularization layers like Batch and Layer norm. Another empirical observation presented
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by Cheng et al. (2021) is that activation functions that keep negative values (unlike RELU
for example) are more effective for DP-Training,.

Regularization. There are two conflicting groups of work with respect to using addi-
tional regularizers when training with DP. Firstly, several works argue that regularization
is important for obtaining better utility-privacy tradeoff for DP-Training methods. For ex-
ample Davody et al. (2020) argue that normalization layers like BatchNorm are extremely
beneficial due to the fact that they make the networks robust to the additional noise (in
the weights) during training, and therefore should improve the performance of DP-Training
methods like DP-SGD. Authors report substantial improvements (7 to 10% with a privacy
budget of ¢ = 0.1 and 0.05) in performance when BatchNorm layers are introduced and
accounted for in privacy calculations. The experiments demonstrate this on both image and
natural language models. Anil et al. (2021) report an opposite effect that scale invariant
layers like BatchNorm have on the utility: the Gaussian noise injected into the gradients
increases the Frobenious norm of the weights during training, which in turn reduces the
magnitude of the gradients and slows down the training process. They argue that for the
models that use such layers, a large weight decay parameter is needed for Adam optimizer.
De et al. (2022) however observe that for DP trained models, improvements in performance
on training data are directly correlated to improvements on test data, hinting at reduced
overfiting of DP-Trained models. Therefore, De et al. (2022) argue that explicit regulariza-
tion like dropout, label smoothing, weight decay, stochastic depth etc can and should be
removed.

Optimizers. Choosing an appropriate optimizer and its hyperparameters, e.g., learning
rate, are among the most important choices for training machine learning models. SGD and
its variants are the most common optimizers for training deep neural networks (Goodfellow
et al., 2016). Adaptive optimizers, such as Adam (Kingma & Ba, 2014) and AdaGrad (Duchi
et al., 2011; McMahan & Streeter, 2010), have been widely used due to their stability, less
need for tuning and fast convergence (e.g., loss stabilization), especially for language models
and generative models (Devlin et al., 2018; Brown et al., 2020; Brock et al., 2018; Ho et al.,
2022). In general, clipping and Gaussian noise can be also applied to the variants of SGD. A
simple strategy is to use privatized gradients (e.g., clipped and aggregated with the noise) to
compute the moment statistics (first and second moments). This method allows one to reuse
the same privacy calculations as for DP-SGD, since the privatized gradients are considered to
be public and can be used freely, due to the post-processing property. This simple strategy,
e.g., DP-Adam, DP-AdaGrad etc., has been used in many previous works (Zhou et al., 2020;
Anil et al., 2021; Li et al., 2022b; Yu et al., 2021) and is probably most commonly used
by practitioners, who “privatize” for DP training their best performing optimizer from a
non-private setting. However, there are also concerns that this strategy is suboptimal as
the noise added to privatize the gradient will reduce the effectiveness of the preconditioner:
because prior gradients are noised, statistics that include non-linear transformations (like
scaling in Adagrad and root mean square propagation in RMSProp) may accumulate extra
noise. Empirical results in (Li et al., 2022a) seem to confirm this concern: the authors
show that DP-Adam can perform worse than DP-SGD when Adam performs better than
SGD in a non-private setting on the same tasks, especially in the high-noise-strong-privacy
regime. Some heuristic (empirical) suggestions to counter this noise were explored recently.
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For example, Anil et al. (2021) advocated for a high weight decay value when training with
Adam optimizers. Additionally, there is a line of work that explores more sophisticated
adaptive optimizers for differentially private training, which often needs additional public
data to estimate a more accurate preconditioner (Asi et al., 2021; Li et al., 2022a; Kairouz
et al., 2021a). Designing theoretically grounded differentially private adaptive optimizers is
an open question and active research topic. Finally, a recent study suggested that gradient
clipping can improve the performance of standard SGD for non-private training and thus
SGD can potentially be used as a replacement of adaptive optimizers (Zhang et al., 2020).
Based on all of the above, we advocate for the following (heuristic) strategy for choosing the
optimizer.

e If SGD (possibly with momentum and gradient clipping) and adaptive optimiz-
ers (e.g., AdaGrad or Adam) perform similarly for non-private training, consider
using (momentum) DP-SGD.

o If adaptive optimizers are performing significantly better than non-adaptive
methods (SGD) in non-private training, chose the private version of the pre-
ferred optimizer and tune its hyperparameters.

e Alternatively, the choice of the optimizer can be viewed as another hyperpa-
rameter to tune.

Model size: small vs large models. It has been widely believed that using smaller
models with DP-SGD results in better privacy-utility tradeoffs. For example Bassily et al.
(2014) show that training larger models results in worse generalization when using DP
training. This is due to the fact that the norm of the noise needed for DP training is
proportional to the (square root of) the number of model parameters (Bassily et al., 2014;
Tramér & Boneh, 2020; Kurakin et al., 2022; Klause et al., 2022). Recently, however,
De et al. (2022) demonstrated that large overparameterized models can perform well with
proper hyperparamter tuning and some architectural modifications (e.g., less regularization),
achieving new SOTA on CIFAR-10 (by approx. 10%).

Automatic architecture selection. Cheng et al. (2021) investigated the effect of dif-
ferent model architectures on the utility of the resulting DP-trained models. The authors
argue that instead of reusing an architecture that works well for data in a non-DP setting, it
is necessary to redesign the model for DP-training. They then propose a neural architecture
search based on reinforcement learning. Their approach takes into the account the interplay
between various architectural choices. The authors also provide a number of empirical ob-
servations based on the best models obtained using neural architecture search; for example,
MaxPool layers tend to perform better than Average Pooling layers for DP-Trained models.

To summarize the aforementioned research,
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There is no clear theoretical or empirical consensus on how to adjust the architecture
and model components for DP Training in order to maximize the utility. It seems
likely that, just as in conventional empirical risk minimization, the choice of architec-
ture is a hyperparameter and the most utility is achieved with proper hyperparameter
tuning.

5.6 Microbatches*

In general, DP-SGD’s requirement of per-example gradient clipping is computationally and
memory expensive. Some implementations, such as Tensorflow Privacy (N. Papernot &
Mironov, ), allow one to split the batch into a number of smaller microbatches, process mi-
crobatches separately, and aggregate the result. This makes it easier to deal with larger
batches, since empirically DP-SGD’s utility seems to improve with the batch size. To
our knowledge, there is no clear information in the literature as to whether microbatch-
ing changes the privacy guarantees, and below we attempt to remedy this. In the literature
and practical implementations there are so far two ways of implementing microbatching.

1. Option 1: Split the batch into microbatches (alternatively, draw a number of mi-
crobatches and distribute them onto devices). For each microbatch, clip each per-
example gradient to have a maximum clipping norm C. Aggregate the sum of the
gradients from all the microbatches, add noise proportional to the clipping norm and
o, as per Algorithm 1. This option is essentially a classical DP-SGD for multi-device
training. This is also equivalent to so-called virtual batch or gradient accumulation (see
Section 4.5). The privacy guarantees remain the same as in no-microbatching
setting, and the amount of noise added is also the same.

2. Option 2, implemented in some libraries, for example in Tensorflow Privacy (N. Pa-
pernot & Mironov, ), clips the average per microbatch gradient. The correct
way to implement this is presented in Algorithm 3: for each microbatch, calculate
the average gradient. Clip the average per microbatch gradient to the maximum
norm C. Sum the averaged (per-microbatch) gradients, add noise proportional
to the clipping norm and o, divide by the number of microbatches. The privacy
guarantee ¢ remains the same as in the no-microbatching setting, but this ap-
proach adds more noise (the standard deviation used is 2k times larger, where k is
the size of each microbatch). Thus, the utility of such algorithm is expected to be
worse than the no-microbatching setting. Smaller microbatches (alternatively, more
microbatches) are expected to do better due to less additional noise. Specifically, if
each microbatch consists of just one example, the Algorithm 3 reduces to a standard
DP-SGD. This additional noise in microbatching setting is due to two factors:

(a) The per-example sensitivity changes to 2C?7 in microbatching setting. To see
this, recall Definition 3. A particular aberrant example from a microbatch can

27. Assuming commonly used add-or-remove notion of “neighbouring” datasets that was used so far in this
paper. For “replace-one-record” adjacency (see Section 2.1.1), the sensitivity will be equal to 2C in both
the microbatch and non-microbatch settings.
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change the average per-microbatch gradient from g to —g, where g > C, making
the sensitivity 2C.
(b) k times more noise (per example) is added due to the microbatching.

Algorithm 3 DP-SGD with microbatching (McMahan & Andrew, 2018) with a minor
correction to account for 2C sensitivity

Input: Training data, consisting of features X := {x1,x9,...,2x} and labels YV :=
{y1, 92, .-, yn}.
f(z;0) is the output of a model parameterized by 6 and applied to an input x.
L(Y, f(X;0)) = & 3, L(yi, f(2i;0)) is the empirical risk.
SGD hyperparameters: 7 learning rate, T' number of iterations, B batch size.
DP hyperparameters: clipping norm C', noise level o, number of microbatches per batch
M.
Output: 07 final model parameters
0y < randomly initialized values
fort + 1toT do
Randomly sample a batch B; with sampling probability B/N

k <+ B/M > Number of examples per microbatch.
for m < 1 to M do > Process each microbatch.

b, + indices of k examples from B,

ggm) — %Zz’ebm Vo,L(yi, f(zi;04)) > Compute average microbatch gradient

(m)

ggm) +— gém) /maz(1, w) > Clip average microbatch gradient
g >, gt(m) + N(0, 402C?1)) > Add noise
Orr1 < 0, —ngy > Gradient descent step

Some additional caveats of this microbatching approach are

(a) It does not provide group k level privacy (Section 5.1). For k group privacy,
the definition of neighbouring datasets change to datasets that differ in any
k instances. If fixed partitioning into batching and micrbatches was used for
all epochs, then this microbatching algorithm would provide k£ group privacy;
however, such fixed partitioning is not the case for standard training of ML
models.

(b) When switching from standard DP-SGD to microbatch DP-SGD, the clipping
norm threshold C should be retuned. This is due to the fact that in microbatch
DP-SGD clipping is applied to the average of the gradients in microbatches, so
an appropriate clipping norm can be smaller than in standard DP-SGD.

5.7 Frameworks and Libraries for DP

There are many frameworks and libraries for differentially-private training. They typically
differ in their capabilities, and some of them can be faster than the others. Moreover,
DP-frameworks are typically tightly coupled with corresponding machine learning frame-
works (e.g., Tensorflow, PyTorch, and JAX). Thus, when dealing with existing code or
pre-determined ML framework, practitioners usually have very limited options on what DP
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framework to choose. In Table 6, we provide a list of most popular DP frameworks for
various machine learning frameworks.

DP Framework Description

Tensorflow Privacy (TFP)?®  This is the default framework to perform DP-training
Tensorflow in Tensorflow. It is mature, feature-rich and well
maintained. The main drawback is that it is rela-

tively slow.

Tensoflow Federated (TFF)?° This framework works together with Tensorflow Pri-
vacy to facilitate federated learning and user-level dif-
ferentially private training.

Google General purpose/any This library provides general-purpose DP accounting

DP 39 functionality for many common mechanisms includ-
ing DP-SGD and DP-FTRL. It works well with TFP,
but can easily be used to compute privacy costs for
other implementations.

Pytorch Opacus (Yousefpour et al., This is the main DP-framework for Pytorch. It pro-

2021) vides efficient implementations of per-example gradi-
ents for various common neural network layers.
JAX Various Libraries At the time of publishing of this survey, JAX did not

have a single universal framework for differential pri-
vacy. Nevertheless, various authors released differen-
tially private implementations for specific tasks (Balle
et al., 2022a; Kurakin et al., 2022; Ponomareva et al.,
2022).

Table 6: This table lists various frameworks for machine learning with differential privacy.
DP frameworks are grouped by machine learning frameworks they are compatible
with (left column).

6. Conclusion

While Differential Privacy is gaining popularity in academic and industrial settings, training
a complex ML model like a deep neural net with DP remains a non-trivial task, both due to
utility drop, computational cost and a number of model components that should be made
DP (like tokenizers, various layers, different losses etc.).

In this survey paper we compiled a summary of the current research body related to
making ML models DP, and provided practical tips on how to achieve the best privacy-
utility tradeoffs and what & guarantees to target. We argued for careful consideration and
explicit reporting of commonly glanced over areas such as whether amplification assumptions
hold, the unit of privacy that was used, the definition of “neighbouring” datasets and how
hyperparameter tuning was performed. We drew attention of practitioners to the fact that
for complex models careful examination and possible adjustment of the model components
is often required in order to both preserve privacy and to improve model performance.
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Our hope is that this self-contained guide will make applications of DP to ML models
easier and faster to adopt and will serve as a reference point for the practioners who want
to know “just enough” in order to correctly apply DP to complex ML models.
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Appendix A. DP-Training for Non-Differentiable Models.

We have shown in the main paper that applying differential privacy to differentiable models
for the large part requires mostly straightforward changes to the optimization algorithm
(e.g. going from SGD to DP-SGD) and a careful choice of hyperparameter values. This
recipe is universal for all differentiable models. However non-differentiable models require
custom adaptations to their algorithm in order to induce privacy. In general, one can either

e Replace a non differentiable algorithm with a differential approximation and apply
existing DP-Training methods like DP-SGD. Privacy accounting is well established
and easy. An example of this approach would be replacing a non differentiable tree-
based model like CART (Leo Breiman, 1984) with a soft tree model like (Hazimeh
et al., 2020), which is differentiable and can be trained with DP-SGD.

e Alternatively, one can modify the original algorithm to make all the statistics cal-
culated over the data private, using well established mechanisms like Laplace, expo-
nential, Gaussian etc. (Dwork & Roth, 2014). Careful custom privacy accounting is
required.

For the latter approach of making all the statistics of the model private, there are a

number of generic rules that hold for all the models. They are as follows:

e Any statistics calculated using the original data need to be modified by applying an
appropriate noise mechanism. For example, if a model calculates and subsequently
uses quantiles of the feature values, or if a final prediction is calculated over all or
some of the data like taking a mean etc — these statistics will meed tp be privatized.

e When introducing noise to various parts of the algorithm, careful consideration as to
whether to introduce noise uniformly or split the privacy budget and use less or more
noise in some parts of the algorithms is important.

e Custom privacy accounting to calculate overall € of the algorithm is required. Rényi
DP provides easy composition and tight bounds for conversion back to (g,d). Refer
back to Section 4.2.2.

e Any distributed calculation of statistics should be implemented carefully. For example,
when an algorithm calls for 02 noise added to an average of the data, when it is
distributed accross a number of workers so each worker calculates an average of the
data it processes and adds the independent (e.g. not the same) noise, the noise per
worker should be scaled by the number of workers (e.g. each worker adds more noise).
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Below we go through a number of popular non-differentiable models and briefly outline
a) what data-dependant statistics these models calculate and b) point the reader to the
papers that implement the changes required for making an algorithm differentially private,
c)survey papers that investigate how to split the privacy budget between various steps of
the algorithm d) outline some alternatives.

A.1 Tree-Based Algorithms

Statistics to be privatized: Splitting rules (histogram of values, feature value for the
split), leaves prediction values.

Many of the most popular non-differentiable models are based on decision trees. These
include models like CART (Leo Breiman, 1984) and more modern variants like Gradient
Boosted Decision Trees (Friedman, 2000). Such trees are usually learnt in a greedy top-
down layer-by-layer fashion. At each iteration, an optimal split (a feature and its value) is
chosen and the data is routed to the children according to the split decision. At the bottom
level, some statistics like average value of the instances in a leaf or average of gradients,
are calculated. These values determine leaves values and are used for subsequent prediction
(Leo Breiman, 1984).

A good comprehensive survey on applying DP to tree based models can be found in
(Fletcher & Islam, 2016). Authors investigate in detail various trade offs when applying
DP (what noise mechanism to chose, whether to use a random splits vs best split etc).
They highlight that when choosing the best splits the statistics used for choice need to
be noised, but also the actual continuous best value of the feature should be privatized
- for example, by being drawn randomly from some range. Further, (Wang et al., 2020)
introduce a new generic top down learning algorithm DP-TopDown, that is applicable to a
distributed setting. A private split subroutine that selects the best split is provided. This
paper advocates for a decay budgeting strategy, where less noise is added for the earlier splits
which are more important. Surprisingly, they report that the private algorithm sometimes
results in a better utility than its non-private counterparts. They hypothesize that it is due
to greedy algorithms choosing "unlucky" splits that overfit, whereas injecting noise into the
split decision allows the model to avoid such overfitting. Similarly (Li et al., 2020) adapts
gradient boosted decisions trees to be differentially private.

A common alternative to choosing the best possible split is to choose a split randomly,
like in (Geurts, 2003). For such an algorithm, only the final leaf value is based on the data
and thus needs to be privatized by adding appropriate level of noise. Finally, as mentioned
previously, tree based models can be replaced with their differentiable counterparts - Soft
trees (e.g. (Hazimeh et al., 2020)) and subsequently trained conventionally using DP training
procedures.

A.2 Clustering Algorithms

In this section, we discuss practical algorithms for differentially private k-means. Given a
set of data points, k-means aims to partition the points into k disjoint sets (clusters), with
the objective of minimizing the within-cluster sum of squares (WCSS). Solving k-means
to optimality is generally NP-Hard (Aloise et al., 2009), so many efficient heuristics and
approximation algorithms have been developed. A standard heuristic is Lloyd’s algorithm,
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which iteratively improves WCSS by repeating the following two steps until meeting some
convergence criterion: (i) assign each point to its closest cluster center, and (ii) update
each cluster center to the arithmetic mean of the points in it. In what follows, we focus
on DP-Lloyd—a popular differentially private variant of Llyod’s algorithm. After discussing
DP-Lloyd, we give pointers to alternative popular algorithms in the literature.

Statistics to be privatized: centroid values, possibly the process of choosing the
closest centroid.

DP-Lloyd: This was first proposed by (Blum et al., 2005) and later implemented in
the PINQ platform (McSherry, 2009). The idea is to use the standard Lloyd’s algorithm
and simply add noise during each cluster center update, where the noise is chosen according
to a standard DP mechanism (e.g., Laplace mechanism). Specifically, when computing the
arithmetic mean of the points in the cluster, noise is added to the sum (numerator) and the
counts (denominator). Next, we discuss practical tips on how to make two key choices: the
number of iterations and the initial cluster centers factors.

Number of iterations and Privacy Budget: Since noise is added during each iteration, the
privacy budget will be divided across iterations. For a fixed budget, running the algorithm
with more iterations will require adding noise with larger magnitudes, which might have an
adverse effect on the clustering quality. On the other hand, too few iterations may not be
sufficient for the algorithm to converge. Thus, it is important to choose a suitable number
of iterations. For example, in (McSherry, 2009)’s implementation, the default number of
iterations for DP-Lloyd is 5, and (Su et al., 2016)’s experiments indicate that DP-Lloyd
converges (gets close to a local minimizer) in 5 iterations on a variety of real datasets with
2 to 10 dimensions. However, generally, the number of iterations needed depends on the
dataset, k number of clusters and the quality of the initial cluster centers.

If the number of iterations is set a-priori, a common strategy is to distribute the privacy
budget equally across iterations. If the number of iterations is unknown, one strategy is to
decrease the privacy budget allocated to each subsequent iteration, in a way that respects
the overall privacy budget. More formally, let € be the overall privacy budget and &; be
the budget allocated to the ¢-th iteration of the algorithm. Any sequence {e;} satisfying
> re et = € will respect the overall privacy budget. For example, one possible choice is
the geometric sequence g, = 27 (Dwork, 2011). However, we note that the performance
is expected to deteriorate after a certain number of iterations (as the noise level increases
indefinitely with the number of iterations).

Initial Cluster Centers: The quality of the initial cluster centers determines the number
of iterations needed by DP-Lloyd to converge and consequently the level of noise needed. For
example, if the initial cluster centers are very close to the optimal centers, the algorithm can
converge in a small number of iterations and thus requires minimal noise. In the standard
(non-private) Lloyd’s algorithm, it is common to run the algorithm for many randomly
sampled initial centers and pick the center with the lowest WCSS, or use careful seeding
strategies such as k-means+-+ (Arthur & Vassilvitskii, 2006). For DP-Lloyd, if there is a
sufficient privacy budget, one strategy is to run the algorithm for multiple, randomly sampled
initial clusters—with the privacy budget distributed across runs. (Su et al., 2016) suggests an
alternative seeding method for DP-Lloyd, which samples cluster centers randomly but under
that constraint that each sampled cluster center is sufficiently far from all existing cluster
centers (specifically, the distance between each initial cluster center is above a user-specified
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threshold). (Su et al., 2016) reports that the latter method typically works better than using
a single random initialization.

Popular Alternative Algorithms

Sample and Aggregate: Another popular DP k-means algorithm is based on the Sample
and Aggregate (SaF) framework (7). The high-level idea is to first partition the dataset into
multiple subsets, and then run a non-private k-means algorithm (e.g., Lloyd’s algorithm) on
each subset. Finally, the cluster centers obtained from each subset are aggregated under a
standard DP mechanism. A main advantage from SaF is that the partitioning leads to a
relatively low sensitivity—removing one example only affects a single partition, which makes
a small contribution on the final (aggregated) cluster centers (assuming a large number of
partitions). However, theoretically, for SaF to work well, the data should be well-separated
so that the cluster centers can be well-estimated from small samples. Thus, if the data is
well-separated, SaF may outperform DP-Lloyd because SaF is expected to require less noise
(due to its low sensitivity). However, (Su et al., 2016)’s experiments indicate that DP-Lloyd
outperforms SaF on a collection of synthetic and real datasets.

Synopsis and Hybrid Algorithms: (Su et al., 2016) proposes an alternative synopsis-
based algorithm. The algorithm divides the input space into M equi-sized cells (boxes),
and then outputs a DP synopsis consisting of (i) the center of each box, and (ii) the count
of points in each box with noise added according to a standard DP mechanism. Since the
synopsis is private, any non-private k-means algorithm could be applied to it. (Su et al.,
2016)’s experiments show that the synopsis approach outperforms DP-Lloyd on datasets
with 2 or 3 dimensions, but performs worse on datasets with larger dimensions. Thus, the
synopsis method seems suitable only for very low-dimensional problems. (Su et al., 2016)
also reported success with a hybrid approach, which uses the output of the synopsis method
as a initial cluster centers for DP-Lloyd (with the privacy budget split in half between the
two methods).

Appendix B. Derivation of DP-SGD Cost Per Epoch

We make the assumption that our training is done with uniform sampling with replacement.
This is almost always violated in practice, but is necessary for the analysis. For each batch,
we sample L of the N total data points. This gives us a sampling ratio of ¢ = % We have
a noise multiplier ¢ and a clipping norm C. For DP-SGD, our standard deviation of noise

is 0C'. Using the gaussian mechanism, if our noise standard deviation is
/ 1.25
21n =5
oC = +¥——
€

Then the mechanism is (g,9) differentially private. Since each sample has probability ¢
of being in the batch, this mechanism is actually (ge,¢d) (assuming ¢ < 1, Section 4.3)
differentially private with respect to the whole batch. This means that:

/519
21118—3

e

oC=gq
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Rearranging this formula, we see that for a single batch:

/51 9
21n8—g

£=4 oC

Using the advanced composition formula (Dwork & Roth, 2014), we can compose k steps at

a privacy cost of:
B 1 e —1
e:syl2kln§+k5€€+l

Since the ¢ for a single batch satisfies € << 1 we can approximate

Making this approximation:

Then substituting in for

/ 9q

21n9q 2111%2

- 8 1 k(q oC )
e T T 2

We care about the relationship between the sampling ratio ¢, the noise multiplier o, and the
number of batches k on €. To get a more manageable expression we first drop logarithmic
factors and then combine factors which do not depend on o, k, or €.

This shows that the privacy cost of the first few batches is high, and then the change in
the y/ term quickly becomes zero, causing the overall cost to be linear in the number of
batches.

Using smaller batches but keeping the total number of epochs fixed changes ¢ — ¢/x
and k — kx where x is the ratio of the original to new batch size. This means

VE kq?
Enew = AO'i\/E + BW < Eold

Thus using smaller batches for hyperparameter tuning leads to a lower privacy cost.

Appendix C. Example Comparison of Hyperparameter Tuning
Accounting Methods

In this Section we provide an example that demonstrates how to reason about various hyper-
parameter tuning algorithms. In particular, we compare RDP accounting, PLD accounting,
the Exponential Mechanism (Abadi et al., 2016), and Randomized Number of Trials Algo-
rithm (Papernot & Steinke, 2022) with truncated negative binomial distribution and Poisson
distribution.

1182



How 1O DP-FY ML

We open source the code used for this section 3!.

Since it is nontrivial to compare the three algorithms for a general case, we instead will
work through one particular example here.

Assume we have 1,000,000 training data points, we do DP-Training (DP-SGD) with
a batch size of 5,000 using noise multiplier & = 1.0, we want to test 100 distinct sets of
hyperparameters, and we have a validation set of 10,000 data points.

The (g,6) DP cost of a single epoch is (€singie run = 1.2,0 = 1le — 6), which occurs at an
RDP of (A =10.29,¢ = 0.0839).

C.1 RDP Composition

Using RDP composition, we find that the total cost of 100 epochs of training is (g,4d) =
(4.95,1e — 6).

C.2 PLD Composition

Using the Privacy loss distribution composition instead of RDP, we find that the total
cost of one epoch is only (¢,d) = (0.59,1e — 6) and the cost for 100 epochs of training is
(e,0) = (4.62,1e — 6).

C.3 Exponential Mechanism from Abadi et al. (2016)

Using the scheme from Abadi et al. (2016), we must select a target accuracy. We want our
best chosen trial to be within 1% accuracy of the actual best model, with probability 0.99.
This means that our answer must be within 100 samples of the best, so:

%

100 — gln 10061100
Solving this equation, and substituting in €sning = 8¢’, we find that the total epsilon cost
of hyperparameter tuning is 3.24. As a remark in appendix D of 7 (?7), the authors note that
the total privacy cost is max(€single run; Etuning), for a total (g,0) cost of (3.24,1e — 6).

This has the additional complications that the accuracy of the returned model is up to
1% worse than the best set of hyperparameter values (because of the exponential mechanism)
with probability 0.99, and with probability 0.01 the accuracy is even worse. Additionally,
because we randomly choose hyperparameters with replacement, there is a chance of

99 | 100
(2

~
~

1
e

that each set of hyperparameter values never gets run.

31. Code used for this appendix is  here: https://gist.github.com/carsondenison/
d69e0b86£98af6d4f2d086d26859f6ec
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C.4 Randomized Number of Trials from Papernot and Steinke (2022)

Finally, we use the approaches from Papernot and Steinke (2022). There are three ap-
proaches we will cover. Two use the Truncated-Negative-Binomial-distribution to draw the
number of hparam runs, and one will use the Poisson distribution.

The Truncated-Negative-Binomial-distribution scheme from Papernot and Steinke (2022)
has two parameters: The first, n controls the shape of the distribution. The second, v con-
trols the mean of the distribution, given a fixed 7. Larger n leads to better concentration
around the mean, but worse privacy.

C.4.1 TRUNCATED NEGATIVE BINOMIAL DISTRIBUTION WITH 7 = 0

We first use the Truncated-Negative-Binomial-distribution with n = 0. This is also known
as the logarithmic distribution. This has probability density function:

Pk = K] = L=

~ kIn(1/y)
Where v is a chosen parameter. The mean is:
B = 1
ey

We want our mean to be 100, so:

K =100 =

— = 7 =0.00154212

In =

¥

We can get the privacy cost of tuning a number of runs drawn from the above distribution

using Theorem 2 of Papernot and Steinke (2022). This states that given two RDP pairs

(X, e) and (A, €) values for a single run, the total Renyi DP cost of drawing a number K from

the above distribution and training K models in the hyperparameter sweep and releasing

the best set of hyperparameters is (), ¢’) where:
1., (1+mn)-In(1 In(E[K
o () n(1/3) | In(ELE)

"= 1 (1= =
g €+( +77) ( Y A A—1

In our case, we will take the optimal values from above: (A = 10.29,¢ = 0.0839) as our A
and € and then compute the increased cost at each A and re-convert to (e, d) privacy.

Plugging in our values to Theorem 2 of Papernot and Steinke (2022) gives us new RDP
values for each order, which we can convert to a new (g,0) of (2.42,1e — 6).

This is the tightest privacy bound of the three approaches, but it comes with two con-
straints: First, like in the previous approach, there is a chance that each set of hyperparam-
eters is not used. Second, although the mean number of runs is 100, the distribution is very
un-concentrated. In particular, the mode of the distribution is the value 1 - which occurs
with probability 0.154, and there is a 60% chance that the number of trials will be less than
50. This means there is a decent chance that hyperparameter tuning with this method will
lead to poor results.
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C.4.2 TRUNCATED NEGATIVE BINOMIAL DISTRIBUTION WITH 7 = 1

We can do this analysis again with the Truncated-Negative-Binomial-distribution, using
n = 1, which is just the Geometric distribution. This makes the probability mass around
very small numbers lower, which is good for the reliability of the tuning algorithm, but will
have a higher privacy cost. Now the probability distribution is:

1— k
PlK =k = L=
51
Where v is a chosen parameter. The mean is:
1
E[K]=—
~y

We want our mean to be 100, so:
1
K=10=—- = v=0.01
Y

Doing the same steps as above, this gives us an epsilon delta privacy cost of (¢ = 2.76, =
le — 6) to do K runs and return the best set of hyperparameters. This is much better than
above, because now although the mode is still 1, there is only a probability of 0.01 of getting
1 hyperparameter tuning run, and there is only a probability of 0.39 of getting fewer than
50 runs. This is still not great, but it is an improvement.

If we increase our desired mean to 1000, to be sure to get more runs, we will get a higher
privacy cost as well. In this case we set v = 0.001. This increases the total privacy cost
to (e = 3.45,0 = le — 6), which is on par with the method from Abadi et al. (2016). Now
there is only a probability of 0.094 of being able to run fewer than 100 runs, and less than
a 1% chance of being able to run fewer than 10. However, a 10% chance of being able to
run fewer than 10 runs is still a daunting prospect for a machine learning practitioner.

C.4.3 POISSON DISTRIBUTION

The Poisson-sampled method from the same paper is much more centered, with a negligible
chance of getting less than 50 trials. However, it has a much larger privacy cost than the
previous two methods.

With this method, we draw from the distribution:

k
Y
IP[K = k’] = e HH,
where p is the mean of the distribution.
For this privacy accounting scheme, we need an (£,0) guarantee. We denote this as &
and 0 to distinguish from our (\,e) guarantee. For each RDP order A\, we must compute
the optimal 0 such that with our (e,d)-DP guarantee we have that

1
:1 _—
€ +)\—1
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Then we compute the new RDP as:

In p

, .
e =c+tpu +>\_1

As before, we then convert back to £,d DP, and get the final privacy cost.
There are two ways to do this.

We need an (g, ) guarantee for a single epoch in order to use this method, and we can
get that either through RDP or PLD accounting. If we use RDP, our single epoch cost is
(e = 1.2,0 = le — 6), which leads to a final epsilon of: (¢ = 4.18,5 = le — 6). This is
worse than privacy with the Truncated-Negative-Binomial distribution, and worse than the
method from Abadi et al. (2016), but it is extremely well concentrated around the mean
unlike the Negative-Binomial approach, and we return the true best set of hyperparameters
instead of having to use the exponential mechanism as in Abadi et al. (2016).

However, if we use the PLD accountant instead, our § for a single epoch become much
smaller: (¢ = 0.59,0 = le — 6). This means our final epsilon cost for 100 epochs with
the poisson distribution is actually only (¢ = 2.63,5 = le — 6). This is much better than
RDP, PLD, and exponential mechanism accounting. Additionally, it is nearly as good as
the truncated negative binomial approach with n = 0. However, it also has much better
concentration around the mean. In this case this is by far the best approach, but only when
using the PLD accountant to compute the single-epoch epsilon and delta.

Appendix D. Additional Notes on Terms Used

We want to highlight that in ML community a number of terms is used loosely with different
meaning. While we attempted to clarify such terms in the paper, below we list some that
have several widely accepted meanings.

e Privacy guarantees - in this scope of this work, we use this term to describe data
anonymization guarantees (Bonawitz et al., 2022).

e Convergence: The term ‘“convergence” is often used to refer to different notions,
including (i) “convergence to a stationary solution (zero gradient)” (a very popular
definition), (ii) convergence to a global optimum, and (iii) “convergence in the loss”
(i.e., the loss stabilizes).

e Batch and microbatch: we use "batch" to refer to a portion of a training data used
for SGD (Stochastic Gradient Descent) update. This is in contrast to a “full batch”
that implies full training data (and is used for Gradient Descent Algorithm). Batch
can be split into microbatches, for example for distributing on different cores.
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