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In open-world supervised learning for classification, the training data is incomplete with respect to the full set of relevant
classes in the application domain. Most existing research on this problem focuses on computer vision, andmany of the proposed
methodologies are intrinsically tied to specific machine learning algorithms or data types. However, real-world open-world
settings may arise in a wide array of problem contexts, each with its own data type and classifier requirements. Although
existing research emphasizes the identification of unknown sets or classes, it does not sufficiently address automatically
categorizing these new classes and updating predictive models. In this work, we present a framework that addresses all aspects
of the open world classification pipeline. The proposed approach is data- and model-agnostic, making it versatile across
different domains. Our framework performs automatic identification and categorization of unknown instances into distinct
new classes while dynamically updating predictive models without human intervention. We evaluate it on diverse data types,
including images, text, and sensor data, demonstrating effectiveness across experiments with accuracy improvements ranging
from 27 to 69 percentage points. To assess robustness and provide practical guidance, we conduct comprehensive sensitivity
analysis examining the impact of key parameters including the number of known classes, the Chebyshev confidence parameter,
the itemset size parameter, and base classifier quality. Additionally, we provide insights into practical applications through
a case study on social media analytics for disaster response, highlighting the adaptability of the framework in real-world
scenarios.
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1 Introduction
In traditional supervised learning for classification, models are trained based on datasets that contain examples
of all classes to be identified. That is, in so-called closed-world problems, all classes are known in advance. Once
the model is trained, it can be used to predict or otherwise discriminate between these same classes in new data.
However, there are problems where this condition does not hold. In open-world problems, the training data is
incomplete, and the new data for which the model is developed may contain classes that the model was not
trained on.
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This problem has its origins in the field of computer vision for recognition, in which a target image class (or
set of classes) should be recognized among known and unknown image classes. Indeed, much of the research
on open-world problems is concentrated within the domain of computer vision and referred to as open set
recognition (OSR) or open-world recognition (OWR) (Bendale and T. Boult 2015; Geng, S.-J. Huang, et al. 2021;
Scheirer, Rezende Rocha, et al. 2013). In one of the earliest works in OSR, the authors formally defined terms such
as open space and openness that correspond to the open set recognition problem (Bendale and T. Boult 2015;
Geng, S.-J. Huang, et al. 2021), and also showed how this problem setting differs from general data modeling tasks.
Later works extended the concept of OSR to OWR, identifying the necessary tasks for an effective modeling
system, i.e., the system should be able to detect unknown classes, label unknown points, and update the model
(Han et al. 2021; Scheirer, Rezende Rocha, et al. 2013; Vaze et al. 2022).

The open-world supervised learning scenario is not limited to computer vision but applies to numerous
domains associated with traditional classification problems (Masana et al. 2022; Rebuffi et al. 2017; Zhu, Ma,
et al. 2024). The growing importance of managing novelty in classification tasks, especially in domains like
robotics (Toumpa and Cohn 2023) and human activity recognition (Prijatelj et al. 2024), has motivated recent
research into open-world learning protocols and benchmarks. It is applicable to any classification problem without
a guarantee on the exhaustiveness of the training classes. Indeed, it is plausible that one does not know a priori if
a multi-class problem is open or closed. Given this broad spectrum of applications, the open-world condition
applies to problems with widely varying data types, sources, and characteristics, including images, text, sensor
data, or more structured data types. Indeed, incomplete supervision in these settings can echo the class-ratio
problem (Fish and Reyzin 2020), where aggregate label knowledge poses unique modeling challenges.
Emerging real-world applications highlight the critical role of open-world classification in diverse domains.

For instance, autonomous vehicles need to identify novel obstacles on the road, medical diagnosis systems must
evolve to detect new diseases, and AI chatbots require the ability to process and respond to unknown user intents
while minimizing errors (Zhu, Cheng, et al. 2023; Zhu, Ma, et al. 2024). These scenarios underscore the need
for models capable of dynamic adaptation, as addressed in open-world classification frameworks; moreover,
interpretability concerns in such high-stakes domains further underscore the value of explainable models (Burkart
and Huber 2021).

The present work offers a general framework that tackles this issue from a broad perspective. For open-world
classification (OWC), ideally, a model is trained on a finite set of known classes and, when applied to new
data, it can accurately address four tasks: (i) label all known classes, (ii) identify the instances associated with
new, unknown classes, (iii) create new, distinct classes for these instances, and (iv) update itself without losing
predictive performance on the known classes while consistently classifying the unknown classes in new data.
These tasks are similar to those proposed in earlier work; however, unlike prior approaches that primarily detect
unknown instances, this study focuses on automatically categorizing them into distinct classes without manual
labeling. Furthermore, to ensure model-agnostic generality, the framework operates on output probability vectors
limited to specific machine learning (ML) techniques. Our framework leverages a novel concept of a ‘residual
signature’ (the distinct probability distribution pattern for unknown classes) combined with association rule
mining to categorize newly discovered classes automatically.
This study addresses these goals with a framework validated across images, text, sensor data, and structured

numeric datasets. The remainder of the paper is organized as follows: Section 2 addresses related work and
the state of the art in the field. Section 3 describes the proposed framework, specifically the identification of
unknown classes via Jensen-Shannon distance and their categorization using residual signature mining. Section 4
presents comprehensive sensitivity analysis examining the robustness of the framework to key parameters and
identifying conditions under which the framework succeeds or fails. Section 5 details experiments conducted
across different problem domains with a variety of data and class characteristics. Section 6 demonstrates the
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application of the framework through a case study on social media analytics for community resilience. Section 7
discusses the limitations and future work, and Section 8 provides the final concluding remarks.

2 Related Work
In Section 1, the four tasks of open-world classification (OWC) are listed. The first task, creating a classifier
to label the known classes, is not the focus of this paper, as it assumes the existence of a pre-trained model
capable of handling known classes. The remaining three tasks can be broadly categorized into two groups:
identification and categorization. Identification deals with detecting instances associated with unknown classes,
while categorization involves organizing these instances into new, distinct classes. Furthermore, the process of
updating the model with the capability to classify the new classes is also considered part of the categorization
task. The following sections discuss related works addressing these tasks.

2.1 Identification of Unknown Classes
Open set recognition (OSR) constitutes the majority of research related to the identification task. Scheirer,
Rezende Rocha, et al. (2013) introduced a mathematical foundation for OSR, modifying a support vector machine
to design a 1-vs-set machine. Subsequent work by Scheirer, Jain, et al. (2014) extended this to handle multiple
target classes, using a Weibull-Calibrated SVM combined with compact abating probability for unknown class
identification. Similarly, adaptations of traditional SVM classifiers for open-world settings were explored by other
studies (Jain et al. 2014; Scherreik and Rigling 2016). Moreover, semi-supervised anomaly detection (Görnitz et al.
2013) demonstrates how even partial labels help isolate genuinely novel instances, complementing open-world
identification tasks.
In addition to SVM-based approaches, Nearest Class Mean (NCM) classifiers have been proposed for OSR

(Bendale and T. Boult 2015; Mensink et al. 2013; Ristin et al. 2014), as well as nearest-neighbor-based approaches
(Júnior et al. 2017). These models rely on traditional machine learning techniques but can struggle with complex,
high-dimensional data. Interestingly, some anomaly detection algorithms target “zero appearances” of patterns in
subspaces (Pang et al. 2016), hinting at how absent patterns might reveal novel classes in open-world scenarios.

More recent efforts leverage deep learning. Bendale and T. E. Boult (2016) replaced the softmax layer in neural
networks with an OpenMax layer for OSR. Further advancements include modifying the output layer of deep
neural networks (Kardan and Stanley 2017; Shu et al. 2017), learning data representations (Hassen and Chan
2020), and using autoencoders for OSR (Oza and V. M. Patel 2019). Applications span object recognition (Qu et al.
2024), malware detection (Guo et al. 2025), face recognition (Yang et al. 2020), and text classification (Wu et al.
2024). Generative approaches, such as counterfactual image generation with GANs, have also been explored (Ge
et al. 2017; Neal et al. 2018).
While this work focuses on classification, recent advances have extended open-world concepts to spatial

and temporal tasks. For example, Open World Object Detection (Joseph et al. 2021; Ren et al. 2025) addresses
identifying and localizing unknown objects within a scene, while Open-Vocabulary Tracking (R. Li et al. 2025;
S. Li et al. 2023) focuses on maintaining object identities over time across unseen categories. Our framework
specifically targets the classification stage—operating on probability vectors—which serves as the decision-making
core for such downstream tasks
Although these methods offer innovative solutions, most focus on specific domains (often computer vision)

and require algorithm-specific modifications, limiting their generalizability.
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2.2 Categorization of Unknown Classes
Most OSR research focuses on identifying unknown instances without offering a solution for organizing them
into distinct categories. Early efforts, such as (Bendale and T. Boult 2015), relied on manual labeling of identified
instances to update models, which is labor-intensive and not scalable.
Automated solutions have begun emerging. Shu et al. (2018) proposed the Pairwise Classification Network

(PCN) to determine whether two samples belong to the same class, combining it with hierarchical clustering
to categorize observations. Similarly, an unsupervised graph-embedding approach can discover new object
affordances in open-set conditions (Toumpa and Cohn 2023), highlighting the potential for domain-agnostic
categorization strategies. Alternatively, hierarchical generative models, such as a modified Hierarchical Dirichlet
Process (Geng and Chen 2022), estimate the number of clusters in the data. However, these approaches can be
sensitive to data distribution assumptions.

Consequently, the lack of accurate, automated methods for categorization remains a key gap in the literature.

2.3 Limitations of Existing Methods
Recent advances in open-world learning have introduced several automated approaches for novel class discovery,
yet each has distinct limitations that our framework addresses. The positive–negative prototypes fusion framework
by (Zhong and Cui 2025) utilizes contrastive learning to jointly discover unknown categories in open set
recognition, but this strategy focuses on visual embeddings and lacks deterministic assignment, limiting its
transferability to non-visual or heterogeneous data types. Yan et al. (2025) proposed a CLIP-guided continual
novel class discovery approach, leveraging vision-language models for robust adaptation, yet such methods
remain tied to deep architectures and large-scale multimodal training data, restricting their use for more general
classifier choices and data regimes.

Many existingmethods are domain-specific, particularly tailored to computer vision, or they involve algorithmic
modifications that limit applicability to diverse data types. Furthermore, categorization methods are either manual
or rely on estimations that do not ensure accuracy. Few approaches integrate both identification and categorization
of unknown classes in a way that is generally compatible with various data types and classifiers. The proposed
framework in this study addresses these limitations by introducing a unified methodology for OWC. It integrates
identification and categorization tasks and demonstrates versatility across diverse datasets and classifiers. By
providing a generalized approach, it overcomes the narrow applicability of previous methods and offers a scalable
solution for open-world classification tasks.

3 Methodology
In this section, we present our framework for open-world classification, which consists of two major stages:
(i) identification of unknown classes using anomaly detection on the classifier’s probability outputs, and (ii)
categorization of flagged instances into newly discovered classes based on residual signatures and association rule
mining (ARM). Figure 1 provides a high-level overview of these steps, illustrating how data from known classes
are first used to train a probabilistic classifier, which then processes the open-world data. Any observations that do
not sufficiently match known classes are flagged as anomalies and passed to the residual signature categorization
module, which iteratively creates new class labels and retrains the classifier as needed.

Sections 3.2 and 3.3 elaborate on these components in detail. First, we introduce the notation and the probability
space on which our anomaly detection operates. Next, we describe how Jensen-Shannon distance (JSD) identifies
unknown instances in O. Finally, we show how the flagged instances are grouped into new classes using frequent
itemsets of top probabilities, enabling the framework to adapt dynamically to unknown classes.
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Fig. 1. A high-level overview of the open-world classification framework. A classifier C is first trained on labeled data T
containing known classes (top left). This classifier then processes open-world data O, potentially containing unknown classes,
producing a set of predicted probability vectors p𝑖 . An anomaly detection step (via Jensen–Shannon distance) flags any
instances that do not map well to known classes (F ). These flagged instances are then categorized into new classes by the
residual signature categorization module, which uses the most frequent similar probability vectors and association rule
mining (ARM) concepts. Newly discovered classes are added to the training set T , and the classifier is retrained, repeating
until no further unknown classes are found or stopping criteria are reached.

3.1 Notation
LetK be the set of known classes andU the set of unknown classes, whereK∩U = ∅. Let T denote the training
set, which contains 𝑛T labeled instances from 𝑘 = |K | known classes. Let O be the open-world set, which may
contain up to 𝑘 + 𝑢 classes, where 𝑢 = |U|.

Each instance 𝑥𝑖 ∈ R𝑚 (in either T or O) is described by𝑚 features. The true class of instance 𝑖 is denoted by
𝑐𝑖 ∈ K ∪U. A probabilistic classifier C is trained on T and maps any 𝑥𝑖 to a 𝑘-dimensional predicted probability
vector p𝑖 = C(𝑥𝑖 ) = ( 𝑝𝑖1, 𝑝𝑖2, . . . , 𝑝𝑖𝑘 ), where 𝑝𝑖 𝑗 ≥ 0 for all 𝑗 ∈ K and

∑
𝑗∈K 𝑝𝑖 𝑗 = 1. The predicted class label

for instance 𝑖 is then 𝑐𝑖 = argmax𝑗∈K 𝑝𝑖 𝑗 .We denote by P𝑘 the 𝑘-dimensional output (probability) space to
which each p𝑖 belongs.

3.2 Unknown Class Identification via Jensen–Shannon Distance
The task of identifying unknown classes is necessary when a trained classifier C is applied to O. Many existing
works, mostly limited to computer vision, integrate the task of identification with the actual model training,
making it a single process. However, to provide a general approach to identify instances in O associated with
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classes in U, we separate model training (or algorithm specifications) from the identification task. This is
accomplished by performing anomaly detection on the 𝑘-dimensional probability space generated by C(T ) and
C(O). The identification task is now independent of the type of probabilistic classifier and makes no assumptions
about the original input data.

The probability distribution generated by C(T ) depends on the quality of the classifier and the separability of
the classes in the training data. However, the 𝑘-dimensional probability space itself is independent of the type of
data associated with any problem domain. For a perfect probabilistic classifier, not only is the predicted class for
each observation 𝑖 correct (i.e., 𝑐𝑖 = 𝑐𝑖 ), but the corresponding probability vector is effectively a one-hot vector (1
for the correct class and 0 for others).

If such a classifier were applied to an observation associated with a class 𝑗 ∉ K , the 𝑘-dimensional space would
be inadequate to represent the entity. Nonetheless, the observation would still be mapped onto this space, and its
projection would likely be a non-binary vector of probabilities. For less-than-perfect classifiers, we operate under
the hypothesis that the 𝑘-dimensional probability vector for a known class is detectably distinct from that of an
unknown class.

There are a variety of metrics to measure dissimilarity between probability vectors, including Kullback–Leibler
(KL) divergence (Kullback and Leibler 1951) and Jensen-Shannon distance (JSD) (Lin 1991). For two probability
vectors 𝑃 and 𝑄 on the same space 𝑋 , the KL divergence 𝐷KL is computed as

𝐷KL (𝑃 ∥𝑄) =
∑︁
𝑥∈𝑋

𝑃 (𝑥) log 𝑃 (𝑥)
𝑄 (𝑥) .

The JSD is a symmetric dissimilarity measure derived from the asymmetric KL divergence. For two probability
vectors 𝑃 and 𝑄 , it is given by

𝐷JSD (𝑃 ∥𝑄) =
√︂

1
2
𝐷KL (𝑃 ∥𝑀) +

1
2
𝐷KL (𝑄 ∥𝑀),

where𝑀 = 1
2 (𝑃 +𝑄).

The algorithm for identification of unknown classes based on JSD is described in Algorithm 1. First, each
instance 𝑥𝑖 ∈ T is mapped to a probability vector p𝑖 ∈ R𝑘 by the classifier C. Collectively, these probability
vectors form an 𝑛 × 𝑘 matrix Ptrain, where the 𝑖-th row corresponds to p𝑖 . For each class 𝑗 ∈ K , let 𝑐 𝑗 be the
centroid (mean) of all p𝑖 whose true class is 𝑗 . Next, compute the Jensen–Shannon distance 𝐷JSD (p𝑖 , 𝑐 𝑗 ) for each 𝑖 ,
and determine the mean (𝜇 𝑗 ) and standard deviation (𝜎 𝑗 ) of those distances.
As illustrated in Figure 1, once the classifier C generates probability vectors for the open-world data O, an

anomaly detection stage identifies instances that do not map well to any known class. Here we generate the
probability vectors for every 𝑥𝑖 ∈ O using C, forming Popen-world. Then, for each p𝑖 (the 𝑖-th row of Popen-world)
and each 𝑗 ∈ K , compute 𝐷JSD (p𝑖 , 𝑐 𝑗 ). These values are then mean-centered and scaled by using 𝜇 𝑗 and 𝜎 𝑗 . For
each probability vector p𝑖 , if the scaled 𝐷JSD (p𝑖 , 𝑐 𝑗 ) is greater than a critical value (𝑑critical) for all 𝑗 ∈ K , then 𝑖 is
identified as an anomaly and added to the flagged set F . Otherwise, the instance is considered sufficiently similar
to a known class and is not flagged as unknown. The value of 𝑑critical is determined using Chebyshev’s inequality
(Saw et al. 1984) and a confidence parameter 𝛼 . Since we do not assume any specific underlying distribution for
the distances, Chebyshev’s inequality provides a robust, distribution-agnostic way to set this threshold.
The flagged set F generated by Algorithm 1 is used as the primary input to the categorization stage in

Algorithm 2, where it is analyzed to determine whether the flagged observations correspond to one or more
newly identified unknown classes.
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Algorithm 1 Identification of unknown classes (Jensen-Shannon Distance)
Input:

Training data T with 𝑛 observations
Open-world data O
Probabilistic classifier C
Confidence level parameter 𝛼

Output:
Set F of flagged observations

1: Ptrain ← C
(
T
)

⊲ An 𝑛T × 𝑘 matrix where row 𝑖 is p𝑖 for 𝑥𝑖 ∈ T .
2: for each class 𝑗 ∈ K do
3: 𝑐 𝑗 ← mean

{
p𝑖 : 𝑐𝑖 = 𝑗

}
⊲ Centroid of probability vectors for class 𝑗 .

4: end for
5: compute 𝐷JSD

(
p𝑖 , 𝑐 𝑗

)
for all 𝑖 and 𝑗 , then compute 𝜇 𝑗 , 𝜎 𝑗

6: Popen-world ← C
(
O
)

⊲ An 𝑛O × 𝑘 matrix where row 𝑖 is p𝑖 for 𝑥𝑖 ∈ O.
7: for each p𝑖 ∈ Popen-world do
8: for each known class 𝑗 ∈ K do
9: Compute 𝐷JSD (p𝑖 , 𝑐 𝑗 ), scale using 𝜇 𝑗 , 𝜎 𝑗
10: end for
11: Compute 𝑑critical using Chebyshev’s inequality with parameter 𝛼 .
12: if scaled 𝐷JSD (p𝑖 , 𝑐 𝑗 ) > 𝑑critical for all 𝑗 then
13: add 𝑥𝑖 to F ⊲ 𝑥𝑖 is flagged as an anomaly.
14: else
15: 𝑥𝑖 remains unflagged and belongs to a known class.
16: end if
17: end for

3.3 Unknown Class Categorization via Residual Signature Mining
Once observations are identified as not belonging to the set of known classes, the next step is to categorize the
instances into new classes. This is the most critical part of the analysis since incorrect categorization of instances
can mislead the model while making predictions.

The prediction probabilities associated with the observations are the key drivers for this analysis as they enable
generalization of the methodology. When classifier C is applied to observations belonging to classes inU, the
resulting 𝑘-dimensional output is generally inadequate. The probability vector of an observation belonging to
class 𝑗 ∈ K is ideally skewed towards class 𝑗 in such a way as to exceed some confidence threshold. This is
impossible for classes inU. These distributions may either appear noisy or exhibit consistent patterns, since
the open-world classifier is incomplete with respect to classes in U. We hypothesize that these patterns are
informative and form a distinguishable probability signature for different unknown classes.

We propose a methodology that is in part inspired by association rule mining (ARM) to detect the residual sig-
natures for unknown classes. ARM is a rule-based unsupervised machine learning method to discover interesting
relations between variables in large databases (Agrawal et al. 1993; Shahin et al. 2021) and is considered a tool
for decision making in marketing (Kaur and Kang 2016), medical diagnosis (P. Patel et al. 2024), bioinformatics
(Shi et al. 2024), and other fields. While alternative techniques such as K-means, K-medoids, or K-NN matching
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could be used in place of ARM, we argue that ARM offers distinct advantages in this context. The probability
vectors associated with unknown classes contain substantial noise, which can lead to instability in clustering and
other traditional pattern-matching approaches. The proposed methodology mitigates this issue by discretizing
these vectors and treating them as itemsets. This enables evaluation and categorization to be driven by the most
relevant classifier probabilities, rather than by diffuse and noisy uncertainty in predictions for unseen classes.

ARM accomplishes two distinct tasks: (i) identification of frequent itemsets within the data and (ii) generation
of rules associated with the frequent itemsets. The concept of frequent itemset analysis is integrated into the
algorithm to discover the unknown classes. Figure 1 depicts this process, where flagged instances in F from
Algorithm 1 are grouped into new classes based on their residual signatures. The residual signature is a 𝑘-
dimensional probabilistic vector generated by the classifier C. This residual signature is transformed into itemsets
by selecting the class labels corresponding to the top-𝜏 probabilities of the vector. We propose these itemsets (the
top-𝜏 probabilities in each p𝑖 ) as the distinguishing itemset for a given unknown class. Observations belonging to
the same unknown class should exhibit similar top-𝜏 probabilities.
The algorithm for categorization of identified observations is described in Algorithm 2. The required inputs

include the sets T , F , O, and the classifier C. The parameter 𝜏 defines the itemset size (i.e., classes that form
itemsets) to characterize the flagged instances. The parameter 0 ≤ 𝛾 ≤ 1 is a prediction probability threshold. The
parameters 𝜔 , 𝜂, and 𝛽 take values between 0 and 1 and govern the stopping criteria. Specifically, 𝜂 imposes a
minimum size for a newly discovered class (if |B| ≤ 𝜂 |F |, the algorithm terminates to avoid labeling a too-small
cluster). The parameter 𝜔 controls the fraction of flagged data that justifies further attempts at discovering
additional unknown classes, while 𝛽 dictates when to stop pulling in remaining instances of a newly discovered
class.
The algorithm is iterative, and the unknown classes are discovered one at a time sequentially. For every

unknown class discovered, the instances associated with that particular class are identified and removed from
the flagged set F . This process continues until there are fewer than 𝜔 percent of observations remaining in F .
The first step is to find the prediction probabilities of all the flagged observations. Let Pflagged be the𝑚 × 𝑘

probability matrix obtained by applying C to each flagged instance 𝑥𝑖 ∈ F . That is, row 𝑖 of Pflagged is p𝑖 . For
each p𝑖 , select the top-𝜏 probabilities to form an itemset. We then apply association rule mining (ARM) to find
the frequent itemsets of size 𝜏 . If the most frequent itemset has sufficient support, the corresponding instances
are labeled as a new class 𝑘 + 𝑖 (𝑖 is incremented for every unknown class discovered). Table 1 illustrates an
example scenario with 5 flagged observations and 3 known classes and highlights how top-𝜏 probabilities form an
itemset. In this table, index 1 is associated with the first flagged observation for which classes 𝑐1 and 𝑐2 have the
highest probabilities across the residual signature (assuming 𝜏 = 2). Similarly, the highest 𝜏 probabilities for each
observation in Pflagged are determined and the corresponding training class labels are stored as items in a set I.

Determine the itemset 𝑠 with the greatest support (frequency) and identify all the instances associated with 𝑠 ;
add them to the set B. If the number of elements in B is less than 𝜂 |F |, the algorithm terminates without updating
C since there were insufficient observations to confidently retrain the model. The newly labeled observations are
removed from F and added to the training set T . Retrain the classifier C on T .
The set B may not contain all instances of class 𝑘 + 𝑖 from F . Therefore, the classifier is repeatedly applied

to F in order to attempt to capture the remaining instances. During each iteration, as new observations are
associated with class 𝑘 + 𝑖 (with a prediction probability threshold of at least 𝛾 ), they are removed from the
flagged set, added to the training set, and the classifier is updated. This continues until there are only 𝛽 percent
of flagged instances predicted as 𝑘 + 𝑖 . If 𝛽 = 0, then there are no instances in F predicted as class 𝑘 + 𝑖 .

The process repeats creating a new itemset I based on the updated classifier C applied to the updated flagged
set F . The algorithm terminates when there are only 𝜔 percent of the original number of flagged observations
remaining to be classified. The final output is a classifier capable of classifying both the original known classes
and all of the identified unknown classes.
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Algorithm 2 Residual signature categorization
Input:

Training data T with 𝑛 observations
Set F of𝑚 flagged observations
Open-world data O
Probabilistic classifier C
𝜏 = itemset size
Prediction probability parameter 𝛾
Termination parameters 𝜔 , 𝜂, and 𝛽

Output:
Updated probabilistic classifier C

1: 𝐿 ← |F |
2: 𝑖 ← 0
3: while |F | > 𝜔𝐿 do
4: Pflagged ← C

(
F
)

⊲ An𝑚 × 𝑘 matrix where row 𝑖 is p𝑖 for 𝑥𝑖 ∈ F .
5: create I from Pflagged based on 𝜏
6: B ← instances in F associated with the itemset having the highest support
7: if |B| ≤ 𝜂 |F | then return C
8: end if
9: 𝑖 ← 𝑖 + 1
10: create new label 𝑘 + 𝑖 for all observations in B
11: F ← F \ B
12: T ← T ∪ B
13: retrain the classifier C on T
14: repeat
15: P ← instances in F predicted as 𝑘 + 𝑖 with probability at least 𝛾
16: F ← F \ P
17: T ← T ∪ P
18: retrain the classifier C on T
19: until |P | ≤ 𝛽 |F |
20: end while
21: return C

4 Sensitivity Analysis
The proposed framework involves several parameters that govern its behavior during the identification and
categorization stages. To evaluate the robustness of the methodology and provide practical guidance for parame-
ter selection, we conduct systematic sensitivity analysis on four key factors that may influence performance.
Specifically, we examine: (i) the number of known classes in the training set, (ii) the critical distance threshold
determined by Chebyshev’s inequality, (iii) the itemset size parameter that defines residual signature length, and
(iv) the quality of the base classifier. Building on these findings, we provide a set of parameter selection guidelines
to assist practitioners in deploying the framework. To maintain consistency and enable direct comparison across
experiments, all sensitivity analyses are conducted using the MNIST handwritten digit dataset with a Random
Forest classifier as the base model.
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Table 1. This table shows 5 flagged observations, their predicted probabilities for classes 𝑐1, 𝑐2, 𝑐3, the resulting 2-item sets,
and the final assigned new class (𝑐4).

Flagged observations in F Pflagged Itemset in I Labeling the most frequent ItemsetsClass 𝑐1 Class 𝑐2 Class 𝑐3
𝑥1 0.40 0.50 0.10 {𝑐1, 𝑐2}
𝑥2 0.70 0.10 0.20 {𝑐1, 𝑐3} label as a new class 𝑐4
𝑥3 0.61 0.09 0.30 {𝑐1, 𝑐3} label as a new class 𝑐4
𝑥4 0.05 0.75 0.20 {𝑐2, 𝑐3}
𝑥5 0.65 0.03 0.32 {𝑐1, 𝑐3} label as a new class 𝑐4

For each sensitivity analysis, we systematically vary a single parameter while holding all others constant,
enabling isolation of individual parameter effects. Unless otherwise specified, we use the following default
parameter settings: Chebyshev confidence parameter 𝛼 = 0.1 yielding critical distance 𝑑critical = 3.16, termination
parameters 𝜔 = 0.25, 𝜂 = 0.1, 𝛽 = 0.1, and prediction confidence threshold 𝛾 = 0.6. The open-world dataset
contains instances from all digits 0 through 9, with specific digits designated as unknown classes for each
experiment. Performance is evaluated using accuracy, precision, recall, and 𝐹1-score metrics, with particular
attention to the accuracy achieved on each unknown class and the total number of unknown classes successfully
discovered.

4.1 Impact of Number of Known Classes
The dimensionality of the probability space is determined by the number of known classes 𝑘 = |𝐾 |. A richer
probability space may provide more detailed information for distinguishing between different unknown classes
based on their residual signatures. We hypothesize that as the number of known classes increases, the framework’s
ability to categorize unknown classes improves due to the availability of more distinguishing features in the
probability vectors.

4.1.1 Experimental Setup. We conduct three experiments varying |𝐾 | ∈ {2, 5, 8} while maintaining |𝑈 | = 2
constant across all experiments. Specifically, digits 8 and 9 are designated as unknown classes in all three
experiments. For Experiment 1, the training set contains only digits 0 and 1 (|𝐾 | = 2). For Experiment 2, the
training set includes digits 0 through 4 (|𝐾 | = 5). For Experiment 3, the training set comprises digits 0 through 7
(|𝐾 | = 8). The parameter 𝜏 is adjusted proportionally to the number of known classes following the guideline
𝜏 ≈ |𝐾 |/2, yielding 𝜏 = 1, 3, and 4 for the three experiments respectively. The prediction confidence parameter 𝛾
is set to 0.6 for Experiments 1 and 2, and reduced to 0.4 for Experiment 3 to account for the increased complexity.
Table 2 summarizes the experimental configuration.

4.1.2 Results. The results across the three experiments reveal a clear trend: framework performance improves
substantially as the number of known classes increases. Table 3 presents the aggregated results for all three
experiments, organized by the identification stage, categorization stage, and overall performance metrics.
In Experiment 1 with only 2 known classes, approximately 50% of open-world instances (2,041 out of 4,000)

were flagged by Algorithm 1, with 96% of flagged instances belonging to the two unknown classes, indicating
strong identification capability at this stage. However, Algorithm 2 discovered only a single unknown class rather
than two, revealing a critical failure in categorization. Examining the detailed results shows that 989 out of 1,005
instances of digit 8 (98%) were correctly classified as the discovered unknown class. In contrast, all 995 instances
of digit 9 were misclassified across various classes, with the majority (977 instances) incorrectly assigned to the
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Table 2. Experimental Configuration for Known Class Sensitivity Analysis

Parameter Experiments

1 2 3

Number of unknown classes (|𝑈 |) 2 2 2
Number of known classes (|𝐾 |) 2 5 8
Unknown classes (digits) 8, 9 8, 9 8, 9
Known classes (digits) 0, 1 0–4 0–7
Classifier RF RF RF
Chebyshev confidence (𝛼) 0.1 0.1 0.1
Critical distance (𝑑critical) 3.16 3.16 3.16
Itemset size parameter (𝜏) 1 3 4
Termination parameter (𝜔) 0.25 0.25 0.25
Termination parameter (𝛽) 0.1 0.1 0.1
Termination parameter (𝜂) 0.1 0.1 0.1
Prediction confidence (𝛾 ) 0.6 0.6 0.4

Table 3. Performance Comparison Across Different Numbers of Known Classes

Metric |𝐾 |
2 5 8

Identification Stage (Algorithm 1)
Percentage of O flagged 50 46 50
Purity of F (% from unknown) 96 88 84

Categorization Stage (Algorithm 2)
Unknown classes discovered 1† 2 2

Unknown Class Performance
Class 8 correct (count/total) 989/1005 641/1005 743/1005
Class 8 accuracy (%) 98 64 74
Class 9 correct (count/total) 0/995 731/995 787/995
Class 9 accuracy (%) 0† 73 79

Overall Performance
Final accuracy 0.73 0.81 0.86
Final 𝐹1-score 0.65 0.81 0.87

† Experiment 1: Framework failed to separate the 2 unknown classes

single discovered unknown class along with digit 8. This failure to distinguish between the two unknown classes
resulted in an overall 𝐹1-score of 0.65.
In Experiment 2 with 5 known classes, approximately 46% of open-world instances were flagged, with 88%

purity (belonging to unknown classes). Algorithm 2 successfully discovered both unknown classes as distinct
entities. Classification accuracy for digit 8 was 64% (641 out of 1,005 correct), with most misclassifications
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distributed between the newly discovered class for digit 9 and known classes. For digit 9, accuracy reached 73%
(731 out of 995 correct), with most misclassifications assigned to known class 4. The overall 𝐹1-score improved
substantially to 0.81, representing a 16-point gain over Experiment 1.
In Experiment 3 with 8 known classes, approximately 50% of instances were flagged, with 84% purity. Both

unknown classes were successfully discovered and separated. Classification accuracy for digit 8 increased to
74% (743 out of 1,005 correct), with major misclassifications to known class 3 due to visual similarity in curved
features. For digit 9, accuracy reached 79% (787 out of 995 correct), with most errors assigned to known class 4.
The overall 𝐹1-score improved further to 0.87, representing a 6-point gain over Experiment 2 and a 22-point gain
over Experiment 1.

4.1.3 Discussion. The results strongly support the hypothesis that increasing the number of known classes
improves the framework’s categorization performance. With only 2 known classes, the 2-dimensional probability
space provides insufficient information for Algorithm 2 to distinguish between the two unknown classes. Both
digits 8 and 9 exhibited similar probability patterns when projected onto this limited space, causing the frequent
itemset mining to identify a single dominant pattern shared by both unknown classes. This explains why the
identification stage succeeded (96% purity in flagged instances) but the categorization stage failed (discovering
only 1 instead of 2 classes).

As the dimensionality increases to 5 and then 8, the probability vectors for digits 8 and 9 exhibit increasingly
distinct patterns. With 5 known classes, digit 8’s probability vector shows higher weights on classes that share
curved features (such as digit 3), while digit 9’s vector shows affinity toward classes with vertical structures (such
as digit 4). These distinct residual signatures enable successful separation into two discovered classes.

The improvement from |𝐾 | = 5 to |𝐾 | = 8 is more modest (𝐹1-score from 0.81 to 0.87, a 6-point gain) compared
to the dramatic improvement from |𝐾 | = 2 to |𝐾 | = 5 (𝐹1-score from 0.65 to 0.81, a 16-point gain). This suggests
diminishing returns beyond a certain threshold, although classification accuracy on individual unknown classes
continues to improve with additional known classes (digit 8: 64%→ 74%; digit 9: 73%→ 79%).

An important practical implication emerges: the framework performs best when |𝐾 | ≥ |𝑈 |. When the number
of unknown classes approaches or exceeds the number of known classes (as in Experiment 1 where |𝑈 |/|𝐾 | = 1),
performance degrades substantially due to insufficient dimensionality in the probability space. For applications
where the ratio |𝑈 |/|𝐾 | is expected to be high, practitioners should consider whether the framework is appropriate,
or whether collecting training data for additional known classes is feasible before deployment.

4.2 Impact of Chebyshev Inequality Parameter
The Chebyshev inequality parameter determines the critical distance threshold for identifying anomalies in
Algorithm 1. This threshold is derived from the confidence parameter 𝛼 using Chebyshev’s inequality, which
provides distribution-free bounds. We hypothesize that the framework should exhibit robustness to reasonable
variations in 𝑑critical because: (i) Chebyshev’s inequality provides conservative guarantees regardless of the
underlying distribution, and (ii) Algorithm 2’s categorization stage can filter false positives flagged by Algorithm 1.
However, we also expect that extreme values may cause failure—very low values may flag excessive false positives,
while very high values may miss true unknown instances.

4.2.1 Experimental Setup. We conduct three experiments varying 𝑑critical ∈ {1.414, 2.0, 4.47}, which correspond
to confidence levels 𝛼 ≈ {0.5, 0.25, 0.05} respectively. The training set contains 8 known classes (digits 0–7) and
the open-world data contains 2 unknown classes (digits 8 and 9), consistent with Experiment 3 from the previous
analysis. All other parameters remain constant: 𝜏 = 4, 𝜔 = 0.25, 𝜂 = 0.1, 𝛽 = 0.1, 𝛾 = 0.4. Table 4 summarizes the
configuration.
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Table 4. Experimental Configuration for Chebyshev Parameter Sensitivity Analysis

Parameter Experiments

1 2 3

Known classes (digits) 0–7 0–7 0–7
Unknown classes (digits) 8, 9 8, 9 8, 9
Classifier RF RF RF
Critical distance (𝑑critical) 1.414 2 4.47
Confidence level (𝛼) 0.50 0.25 0.05
Itemset size parameter (𝜏) 4 4 4
Termination parameter (𝜔) 0.25 0.25 0.25
Termination parameter (𝛽) 0.1 0.1 0.1
Termination parameter (𝜂) 0.1 0.1 0.1
Prediction confidence (𝛾 ) 0.4 0.4 0.4

4.2.2 Results. The results demonstrate remarkable robustness to variations in 𝑑critical, with final classification
performance remaining nearly identical across all three experiments despite substantial differences in the
identification stage. Table 5 presents the comprehensive results, organized by identification stage outcomes and
final performance metrics.

Table 5. Performance Comparison Across Different Chebyshev Parameters

Parameter Experiments

1 2 3

Critical distance (𝑑critical) 1.414 2 4.47
Confidence level (𝛼) 50% 25% 5%

Identification Stage (Algorithm 1)
Total instances flagged (|F |) 2,615 2,502 2,352
Percentage of O flagged 65 62 59
Flagged from known classes 619 500 388
Flagged from unknown classes 1,996 2,002 1,964
Purity (% from unknown) 76 80 84

Categorization & Performance
Unknown classes discovered 2 2 2
Class 8 correct (count/total) 530/1005 530/1005 530/1005
Class 8 accuracy (%) 53 53 53
Class 9 correct (count/total) 838/995 838/995 821/995
Class 9 accuracy (%) 84 84 83
Final 𝐹1-score 0.81 0.81 0.81

As expected, lower critical distance values result in more instances being flagged. With 𝑑critical = 1.414,
approximately 65% of the open-world data (2,615 out of 4,000 instances) was flagged, compared to 59% (2,352

Journal of Artificial Intelligence Research, Vol. 85, Article 18. Publication date: February 2026.



18:14 • Bhavaraju, Basiri, & Nicholson

instances) with 𝑑critical = 4.47. The additional flagged instances with lower thresholds are predominantly false
positives from known classes, as evidenced by the purity of the flagged set decreasing from 84% (with𝑑critical = 4.47)
to 76% (with 𝑑critical = 1.414). In absolute terms, Experiment 1 flagged 619 instances from known classes compared
to only 388 in Experiment 3, representing a 59% increase in false positives.

However, this substantial increase in false positives does not degrade final performance. In all three experiments,
Algorithm 2 successfully discovered both unknown classes, and the classification accuracy on each unknown class
remained nearly identical: digit 8 achieved exactly 53% accuracy (530 out of 1,005 correct) in all three experiments,
while digit 9 achieved 84–85% accuracy (838–841 out of 995 correct). The overall 𝐹1-score remained constant at
0.81 for all three parameter settings, demonstrating complete robustness to this parameter choice within the
tested range.

4.2.3 Discussion. The remarkable stability of performance across widely varying 𝑑critical values (spanning a
3.2-fold range from 1.414 to 4.47) demonstrates that the framework is robust to the choice of Chebyshev parameter.
This robustness can be attributed to two factors.

First, while Algorithm 1 flags more instances with lower threshold values, the additional flagged instances are
primarily false positives that do not share the residual signatures of true unknown classes. These false positives
fail to participate in the frequent itemsets identified by Algorithm 2 because their probability patterns differ
from both unknown classes. For example, a known-class instance incorrectly flagged as unknown might have
high probability for its true class and low probabilities elsewhere, creating an itemset pattern distinct from the
diffuse patterns characteristic of unknown classes. This causes false positives to effectively self-filter from the
categorization process.

Second, the iterative refinement process in Algorithm 2 (lines 14–19) progressively removes correctly classified
instances from F , whether they are true unknowns or false positives. During each iteration, the retrained classifier
correctly predicts many false positives as their true known classes (with high confidence 𝛾 ), removing them from
F before the next unknown class discovery cycle. This refinement converges to similar final states regardless of
the initial composition of F .

The nearly perfect consistency in discovering exactly 2 unknown classes across all experiments further validates
the categorization approach. Even with 76% purity in Experiment 1 (meaning 619 false positives among 2,615
flagged instances, representing nearly one-quarter noise), Algorithm 2 correctly identified two distinct unknown
classes without creating spurious additional classes from the false positive noise.
From a practical standpoint, this robustness is highly desirable. Practitioners do not need to carefully tune

𝑑critical or conduct extensive validation to select 𝛼 . Based on these results, we recommend using the default
setting 𝛼 = 0.1 (yielding 𝑑critical ≈ 3.16), which provides a reasonable balance between sensitivity and specificity.
This setting allows up to 10% of known-class instances to potentially be flagged while maintaining high purity
(84% in our experiments), and the framework demonstrates that it can handle even lower purity (76%) without
performance degradation.
An important caveat: while the framework is robust to 𝑑critical within the tested range [1.414, 4.47], extreme

values outside this range have not been evaluated. Extremely low 𝑑critical (approaching 1.0) might flag the majority
of known-class instances, potentially overwhelming Algorithm 2 with excessive noise and causing computational
issues. Extremely high 𝑑critical (beyond 5.0) might fail to flag sufficient unknown instances, particularly for
unknown classes with subtle residual signatures that produce probability patterns only marginally different from
known classes. We recommend keeping 𝑑critical in the range [1.5, 4.5] for practical applications.

4.3 Impact of Itemset Size Parameter
The itemset size parameter 𝜏 determines the number of top probability classes used in Algorithm 2 for categorizing
unknown classes. Each flagged instance generates an itemset consisting of the class labels corresponding to
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its top-𝜏 probability values. These itemsets represent the residual signature patterns that distinguish different
unknown classes.
We hypothesize that extreme values of 𝜏 will cause framework failure, while moderate values will succeed.

Specifically: (i) very low 𝜏 provides insufficient information to capture the full residual signature, causing multiple
unknown classes to appear similar and preventing proper separation; (ii) very high 𝜏 incorporates excessive
information including noise from low-probability classes, creating overly general patterns shared across multiple
unknown classes; (iii) moderate 𝜏 values (approximately |𝐾 |/2) provide optimal trade-off between informativeness
and specificity.

4.3.1 Experimental Setup. We conduct three experiments varying 𝜏 ∈ {1, 4, 7} while maintaining all other
parameters constant. The training set contains 8 known classes (digits 0–7) and the open-world data contains
2 unknown classes (digits 8 and 9), consistent with previous analyses. To isolate the effect of 𝜏 , we first apply
Algorithm 1 once to generate the flagged set F (with |F | = 3,543 instances, 83% purity), then use this same
F across all three experiments, varying only the 𝜏 parameter in Algorithm 2. This ensures that differences in
performance are attributable solely to 𝜏 rather than variations in the identification stage. Table 6 summarizes the
configuration.

Table 6. Experimental Configuration for Itemset Size Parameter Sensitivity Analysis

Parameter Experiments

1 2 3

Known classes (digits) 0–7 0–7 0–7
Unknown classes (digits) 8, 9 8, 9 8, 9
Classifier RF RF RF
Chebyshev confidence (𝛼) 0.1 0.1 0.1
Critical distance (𝑑critical) 3.16 3.16 3.16
Itemset size parameter (𝜏) 1 4 7
Shared flagged set (|F |) 3,543 3,543 3,543
Purity of F 83% 83% 83%
Termination parameters 𝜔 = 0.25, 𝜂 = 0.1, 𝛽 = 0.1, 𝛾 = 0.4

4.3.2 Results. The results confirm the hypothesis that 𝜏 significantly impacts categorization performance, with
extreme values causing substantial degradation. Table 7 presents the comprehensive results, showing performance
on both known classes (to assess degradation) and unknown classes (to assess discovery quality).

With 𝜏 = 1, itemsets consist only of the single highest probability class for each flagged instance. Algorithm 2
discovered three unknown classes rather than the correct two, indicating failure to properly categorize the
unknowns. Examining the detailed results reveals that digit 8 was split across multiple discovered classes: 552
instances (37%) were assigned to one discovered class, 581 instances (39%) were misclassified as the discovered
class for digit 9, and 201 instances (13%) were assigned to a spurious third class. The performance on digit
9 was relatively good at 93% accuracy (1,400 out of 1,510 correct), as most digit 9 instances shared the same
top-probability class, making them easier to group. However, the overall 𝐹1-score of 0.77 was substantially lower
than optimal.

With 𝜏 = 4, Algorithm 2 correctly discovered exactly two unknown classes. Classification accuracy for digit 8
improved dramatically to 66% (986 out of 1,490 correct), with most remaining misclassifications to digit 3 (134
instances) due to visual similarity in curved features. Only 116 instances (8%) of digit 8 were misclassified as digit
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Table 7. Performance Comparison Across Different Itemset Size Parameters

Metric 𝜏

1 4 7

Discovery Results
Unknown classes discovered 3† 2 2

Known Class Performance
Class 0 accuracy 99% (365/368) 99% (365/368) 91% (333/368)
Class 1 accuracy 99% (441/445) 93% (412/445) 90% (399/445)

Unknown Class Performance
Class 8 correct (count/total) 552/1490 986/1490 202/1490
Class 8 accuracy (%) 37 66 13
Class 8 misclassified as class 9 581 (39%) 116 (8%) 1154 (77%)
Class 9 correct (count/total) 1400/1510 1306/1510 1357/1510
Class 9 accuracy (%) 93 86 90

Overall Performance
Final 𝐹1-score 0.77 0.86 0.69

† Experiment 1: Framework incorrectly split unknown classes into 3 groups

9, representing an 80% reduction compared to 𝜏 = 1. Digit 9 achieved 86% accuracy (1,306 out of 1,510 correct),
with primary misclassifications to digit 4 (93 instances). Known-class performance remained high with classes 0
and 1 achieving 99% and 93% accuracy respectively. This experiment achieved the highest overall 𝐹1-score of 0.86,
demonstrating optimal performance.
With 𝜏 = 7, itemsets contain nearly all 8 known classes (7 out of 8), creating overly general patterns. While

Algorithm 2 discovered two classes (correct count), the categorization quality was poor. Only 13% of digit 8
instances (202 out of 1,490) were correctly classified, with the vast majority—1,154 instances (77%)—misclassified
as digit 9, representing a nearly 10-fold increase compared to 𝜏 = 4. This occurred because the 7-element itemsets
for both digit 8 and digit 9 contained similar sets of classes, causing Algorithm 2 to group them together. Digit 9
achieved 90% accuracy (1,357 out of 1,510), benefiting from absorbing many digit 8 instances into its discovered
class. However, the overall 𝐹1-score dropped to 0.69, representing a 20% degradation from optimal. Additionally,
known-class accuracy degraded substantially, with class 0 dropping to 91% (from 99%) and class 1 to 90% (from
93%), indicating that the excessive noise in 7-element itemsets also confused the retrained classifier on previously
well-learned classes.

4.3.3 Discussion. The results clearly demonstrate that 𝜏 is a critical parameter requiring careful selection. The
failure modes at extreme values align with theoretical expectations and provide insights into the mechanics of
residual signature mining.

With 𝜏 = 1, each instance’s residual signature is characterized by only its highest probability class. This single
feature is insufficient to distinguish between unknown classes that may share similarities with the same known
class. For example, both digits 8 and 9 might assign highest probability to digit 3 due to curved features, making
them appear identical in the itemset space. The discovery of 3 classes instead of 2 suggests that some subset of
digit 8 instances had different highest-probability classes (perhaps some favored digit 3 while others favored digit
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0), causing Algorithm 2 to split them incorrectly into separate groups. This explains the 37% accuracy on digit 8
and the creation of a spurious third class.

With 𝜏 = 7 (approaching |𝐾 | = 8), itemsets become overly inclusive. When an itemset contains 7 out of 8 classes,
it captures not just the distinguishing signature but also irrelevant noise from classes with low probabilities (e.g.,
2–5% probabilities). Furthermore, the complement principle applies: specifying 7 classes is nearly equivalent to
specifying which single class is NOT in the top 7, losing the rich pattern information available in the probability
distribution’s shape. Different unknown classes that might have distinct patterns in their top 3–4 probabilities
become indistinguishable when considering their top 7 probabilities, as these long itemsets converge to similar
sets containing all major and minor probability masses.

The optimal performance at 𝜏 = 4 = |𝐾 |/2 suggests that approximately half the known classes provide sufficient
information to capture discriminative patterns while avoiding noise. This finding aligns with information-theoretic
principles: 𝜏 should be large enough to capture the shape of the probability distribution (requiring multiple
points) but small enough to focus on the most informative components (excluding the noisy tail).

For practical guidance, we recommend setting 𝜏 ≈ ⌊|𝐾 |/2⌋, with acceptable range [⌊|𝐾 |/3⌋, ⌊2|𝐾 |/3⌋]. Practi-
tioners should avoid 𝜏 < 2 (insufficient information) and 𝜏 > 3|𝐾 |/4 (excessive noise). If unsure, erring toward
slightly lower 𝜏 is preferable to excessively high 𝜏 , as the results show that 𝜏 = 1 (𝐹1 = 0.77) outperformed
𝜏 = 7 (𝐹1 = 0.69) despite both being suboptimal, likely because lower values create cleaner (albeit incomplete)
signatures while higher values create overly polluted signatures.

4.4 Impact of Base ClassifierQuality
The framework operates on probability vectors generated by a base classifier, relying on the hypothesis that
probability patterns for known classes are detectably distinct from patterns for unknown classes. This hypothesis
implicitly assumes a certain level of base classifier quality.

We hypothesize that classifier quality critically affects framework success through the following mechanism:
high-quality classifiers produce confident, accurate predictions on known classes (probability vectors close to
one-hot encoding) but uncertain, diffuse predictions on unknown classes (probability vectors spread across
multiple classes). This difference creates detectable anomalies in Algorithm 1. In contrast, low-quality classifiers
produce uncertain predictions on both known and unknown classes, eliminating the distinguishable difference
that the framework relies upon. Therefore, we expect the framework to require a minimum threshold of base
classifier quality to function effectively.

4.4.1 Experimental Setup. We conduct three experiments with base classifiers of varying quality: high (99%
accuracy), moderate (70% accuracy), and low (51% accuracy). To control classifier quality, we train Random Forest
classifiers with different hyperparameters and training set sizes. The open-world data remains constant across
experiments, containing instances with 8 known classes (digits 0–7) and 2 unknown classes (digits 8 and 9). All
framework parameters are held constant: 𝛼 = 0.1 yielding 𝑑critical = 3.16, 𝜏 = 4, 𝜔 = 0.25, 𝜂 = 0.1, 𝛽 = 0.1, 𝛾 = 0.4.
Table 8 summarizes the configuration.

4.4.2 Results. The results dramatically confirm the hypothesis that base classifier quality is critical for framework
success. Table 9 presents the stark differences in performance.

With the high-quality classifier (99% accuracy), the framework functions as expected. Algorithm 1 successfully
flags 49% of open-world instances (1,964 out of 4,000), with high purity indicating most flagged instances belong
to unknown classes. Algorithm 2 discovers both unknown classes, achieving overall 𝐹1-score of 0.86, consistent
with previous experiments in Sections 4.2 and 4.3.

With moderate-quality (70%) and low-quality (51%) classifiers, the framework experiences complete failure at
the first stage. Algorithm 1 flags zero instances as anomalies. Without any flagged instances, Algorithm 2 cannot
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Table 8. Experimental Configuration for Base Classifier Quality Sensitivity Analysis

Parameter Experiments

1 2 3

Known classes (digits) 0–7 0–7 0–7
Unknown classes (digits) 8, 9 8, 9 8, 9
Classifier RF RF RF
Base accuracy on known classes High (99%) Moderate (70%) Low (51%)
Chebyshev confidence (𝛼) 0.1 0.1 0.1
Critical distance (𝑑critical) 3.16 3.16 3.16
Itemset size parameter (𝜏) 4 4 4
Termination parameters 𝜔 = 0.25, 𝜂 = 0.1, 𝛽 = 0.1, 𝛾 = 0.4

Table 9. Performance Comparison Across Different Base Classifier Quality Levels

Parameter Experiments

1 2 3

Base accuracy on known classes High (99%) Moderate (70%) Low (51%)

Identification Stage (Algorithm 1)
Instances flagged (|F |) 1,964 0 0
Percentage of O flagged 49 0† 0†
Algorithm 1 outcome Success Failure Failure

Categorization & Performance
Unknown classes discovered 2 – –
Final 𝐹1-score 0.86 – –
Framework outcome Success Complete Failure Complete Failure

† Framework terminated immediately; no instances flagged as anomalies

proceed, and no unknown classes are discovered. The framework terminates immediately without updating
the classifier or discovering any of the unknown classes present in the open-world data. This represents a total
breakdown of the identification mechanism.

4.4.3 Discussion. The complete failure of the framework with moderate and low-quality classifiers reveals
a fundamental limitation: the framework requires high-quality base classifiers to function. This requirement
stems from the core mechanism of Algorithm 1, which detects anomalies by comparing probability patterns
to centroids of known classes. This comparison is meaningful only when: (i) known-class instances produce
consistent, confident probability patterns centered on the correct class, (ii) unknown-class instances produce
detectably different (more diffuse, less confident) patterns, and (iii) the difference between these two types of
patterns exceeds natural variation within known classes.

When classifier quality degrades below approximately 70% accuracy, condition (iii) fails. The natural variation in
probability patterns for known-class instances (due to classifier errors and uncertainty) becomes comparable to or
exceeds the difference between known and unknown patterns. To illustrate, a high-quality classifier (99% accuracy)
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produces probability vectors like [0.01, 0.02, 0.94, 0.01, 0.01, 0.00, 0.01, 0.00] for known-class instances (near-one-
hot) and [0.03, 0.05, 0.14, 0.31, 0.06, 0.11, 0.04, 0.26] for unknown-class instances (diffuse). The Jensen-Shannon
distance between these patterns and the class centroids differs dramatically. In contrast, a moderate-quality
classifier (70% accuracy) produces patterns like [0.08, 0.11, 0.43, 0.09, 0.12, 0.04, 0.09, 0.04] for known classes and
[0.06, 0.09, 0.17, 0.24, 0.11, 0.13, 0.07, 0.13] for unknown classes—both are similarly diffuse, making discrimination
impossible.

In effect, the “signal” (difference between known and unknown patterns) is drowned out by the “noise” (variation
within known-class patterns). This explains why zero instances are flagged: all instances, whether known or
unknown, exhibit similarly high distances from class centroids when the base classifier is of poor quality.
This finding has critical practical implications. Before applying this framework to a new problem domain,

practitioners must first train a high-quality classifier on the known classes. If the base classifier cannot achieve at
least 70% accuracy (preferably exceeding 90%), the framework should not be applied. This may indicate that: (i)
the feature representation is inadequate, (ii) the known classes are not sufficiently separable, (iii) more training
data is needed, or (iv) a different classifier type should be considered.
The framework is best suited for domains where high-quality classification is achievable but open-world

scenarios are common. Examples include image classification with clear visual distinctions (MNIST, CIFAR-10),
text classification with well-defined topics, and sensor data with distinct activity patterns. The framework is
poorly suited for domains with inherently noisy, ambiguous data where even state-of-art classifiers struggle to
exceed 70% accuracy, such as fine-grained emotion recognition from text or early disease detection from limited
symptoms.

4.5 Parameter Selection Guidelines
Based on the sensitivity analysis findings, we provide practical recommendations for parameter selection to guide
practitioners applying the framework to new domains.
Chebyshev Confidence Parameter (𝛼): Set 𝛼 = 0.1, yielding critical distance threshold 𝑑critical ≈ 3.16.

The framework exhibits strong robustness to this choice (Section 4.2), as demonstrated by identical 𝐹1-scores
across 𝑑critical ∈ [1.414, 4.47]. If uncertain, practitioners should use this default value without extensive tuning.
The framework can handle false positive rates up to 24% without performance degradation due to effective
self-filtering in the categorization stage.
Itemset Size Parameter (𝜏): Set 𝜏 = ⌊|𝐾 |/2⌋ as the primary recommendation, with acceptable range
[⌊|𝐾 |/3⌋, ⌊2|𝐾 |/3⌋]. This parameter critically affects performance (Section 4.3), with extreme values causing
dramatic failures (𝐹1 = 0.77 for 𝜏 = 1, 𝐹1 = 0.69 for 𝜏 = 7, compared to optimal 𝐹1 = 0.86 for 𝜏 = 4 when |𝐾 | = 8).
The minimum value should be 𝜏 ≥ 2. The maximum value should be 𝜏 ≤ ⌊3|𝐾 |/4⌋ to avoid excessive noise. When
in doubt, prefer slightly lower 𝜏 over higher values.
Termination Parameters (𝜔 , 𝜂, 𝛽): Use default values 𝜔 = 0.25, 𝜂 = 0.1, 𝛽 = 0.1, as these performed

consistently across all experiments. The parameter 𝜔 controls when to stop discovering new classes (when
|F | < 0.25× initial size). The parameter 𝜂 sets minimum cluster size (discovered class must contain ≥ 10% of |F |).
The parameter 𝛽 defines refinement termination (stop when < 10% of |F | predicted as current class). Adjust 𝜂
upward (0.15–0.20) if spurious small classes are discovered. Adjust 𝛽 downward (0.05) if unknown classes have
very uneven sizes.

Prediction Confidence Parameter (𝛾): Start with 𝛾 = 0.6 as the primary recommendation. For difficult
datasets where iterative refinement stalls, reduce to 𝛾 = 0.4. For high-quality classifiers where more conservative
labeling is desired, increase to 𝛾 = 0.7. Monitor the iterative refinement process in Algorithm 2 (lines 14–19); if
fewer instances than expected are being incorporated, reduce 𝛾 .
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Base Classifier Quality: The most critical requirement is ensuring base classifier quality exceeds 70% accuracy
on known classes, with accuracy exceeding 90% strongly recommended (Section 4.4). Use cross-validation to
assess base classifier quality before applying the framework. If accuracy falls below 70%, the framework will
experience complete failure at the identification stage. Focus efforts on improving feature engineering, collecting
more training data, or trying different classifier types before proceeding with the framework.

Number of Known Classes: Before applying the framework, consider the expected ratio |𝑈 |/|𝐾 |. Section 4.1
demonstrates that performance degrades substantially when |𝑈 | ≥ |𝐾 | (e.g., 𝐹1 = 0.65 when |𝑈 |/|𝐾 | = 1 versus
𝐹1 = 0.87 when |𝑈 |/|𝐾 | = 0.25). If this ratio approaches or exceeds 1, consider collecting more training data for
additional known classes. The framework performs best when |𝐾 | ≥ |𝑈 |, and is most reliable when |𝑈 |/|𝐾 | ≤ 0.5.

Diagnostic Procedures: To assess whether the framework is working correctly on a new dataset, practitioners
should monitor: (i) After Algorithm 1, check percentage flagged (typically 10–60%); if 0%, base classifier quality is
likely insufficient or no unknown classes are present; if > 80%, possible issues with base classifier. (ii) During
Algorithm 2, monitor number of classes discovered compared to expectations; check that discovered class
sizes satisfy 𝜂 threshold; examine iterative refinement (typically incorporates 10–40% additional instances per
discovered class). (iii) After completion, evaluate confusion matrix for known classes to verify accuracy does not
degrade > 10% from base classifier; check unknown class accuracy is reasonable (> 50% preferred).
When Not to Use: The sensitivity analysis reveals scenarios where the framework is inappropriate: (i) base

classifier accuracy below 70%, (ii) ratio |𝑈 |/|𝐾 | > 1 without first increasing |𝐾 |, (iii) very few known classes
(|𝐾 | < 3), (iv) expected micro-classes containing < 1% of dataset each (may not meet 𝜂 threshold), and (v) true
streaming scenarios requiring instant per-instance decisions.

5 Experiments and Results
This section evaluates the performance of the proposed methodology through four experiments, each conducted
using datasets from diverse domains. The datasets are designed to test the framework’s adaptability to various
types of data, while the experiments assess its ability to detect and categorize unknown classes. The section is
divided into two parts: the first describes the datasets, and the second details the experimental setups and results.

5.1 Data
The datasets are selected from diverse domains, including text, numeric, sensor, and image data, ensuring the
methodology is robust and generalizable. Each dataset is vectorized into a specific number of features and varies
in terms of known (|K |) and unknown (|U|) classes, as well as training (𝑛T) and open-world test (𝑛O) set sizes, as
summarized in Table 10.

Table 10. Overview of the datasets used in the experiments

Experiment Data |K | |U| 𝑛T 𝑛O

I Code commit messages 5 0 1418 1351
II Traditional numeric data 5 1 5416 2690
III Human activity recognition 4 2 2898 2839
IV Hand written digits 7 3 22504 6000

5.1.1 Code Commit Messages. The Code Commit Messages (CCM) dataset consists of 3,377 labeled messages
sourced from open-source GitHub repositories (Nasir 2019). Each message belongs to one of five categories such
as bug fixing, no category, design improvement, adding new features, and improving non-functional requirements.
This dataset evaluates the framework’s ability to classify text data, which is inherently noisy and diverse.
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5.1.2 Traditional Numeric Data. The Traditional Numeric Data (TND) dataset includes 10,546 observations,
derived from geo-spatial land cover classification (Johnson and Iizuka 2016). Each observation corresponds to
one of six classes—impervious surfaces, farms, forests, grasslands, orchards, or water bodies. The dataset is
represented by 29 features, including maximum normalized difference vegetation index values extracted from
satellite imagery. It tests the framework’s performance on structured, low-dimensional numeric data.

5.1.3 Human Activity Recognition Data. The HAR dataset contains 10,299 observations of human activities
recorded via wearable sensors (Anguita et al. 2013). The dataset encompasses six activity classes, such as
walking, sitting, and climbing stairs, each represented by 561 sensor-derived features. This dataset examines the
methodology’s ability to handle high-dimensional sensor data.

5.1.4 Handwritten Digits Data. The MNIST dataset is a standard benchmark for image classification tasks,
consisting of 60,000 grayscale images of handwritten digits (0–9), each represented as a 784-dimensional vector
(LeCun et al. 2010). This dataset is used to evaluate the framework’s capability to classify high-dimensional visual
data and detect novel digit classes.

5.2 Experiments
These experiments evaluate the framework’s ability to handle open-world classification tasks under varying
conditions. Each experiment focuses on datasets with an increasing number of unknown classes, ranging from 0
to 3. A consistent set of parameters is applied to ensure comparability across experiments. For each experiment,
we use a random forest classifier. For each dataset, the accuracy, precision, recall, and 𝐹1-score of the base classifier
exceed 0.94.

The parameter settings for Experiments II, III, and IV follow the recommendations derived from comprehensive
sensitivity analysis. Specifically, the itemset size parameter 𝜏 is set according to the guideline 𝜏 ≈ |𝐾 |/2, yielding
𝜏 = 2 for Experiment I, 𝜏 = 3 for Experiments II and III, and 𝜏 = 4 for Experiment IV. The Chebyshev confidence
parameter is set to 𝛼 = 0.1 (yielding 𝑑critical = 3.16) across all experiments. The termination parameters use default
values 𝜔 = 0.25, 𝜂 = 0.1, 𝛽 = 0.1, and the prediction confidence 𝛾 = 0.6 (reduced to 𝛾 = 0.4 for Experiment IV
due to increased complexity). Section 4 presents detailed sensitivity analysis examining the robustness of the
framework to these parameters and identifying optimal configurations. The analysis demonstrates that the
framework exhibits remarkable stability to variations in the Chebyshev parameter while requiring careful
selection of the itemset size parameter and high-quality base classifiers with accuracy exceeding 70%.

5.2.1 Experiment I. This experiment validates that the framework does not hallucinate unknown classes when
none exist. The training data contains all five classes present in the open-world data, creating a closed-world
scenario. We apply Algorithm 1 to assess whether it incorrectly flags a substantial number of instances as
unknown.

Algorithm 1 identified 52 out of 1,351 instances (3.8%) in the open-world data as potential anomalies. Table 11
shows the distribution of flagged instances across classes.

Based on Chebyshev’s inequality with 𝛼 = 0.1, up to 10% of known-class instances may be flagged as potential
unknowns due to natural variation in probability patterns. The observed 3.8% flag rate is well below this threshold,
indicating that the framework correctly identifies this as a closed-world scenario. Since the flagged percentage
(3.8%) is substantially less than the expected threshold (10%), and represents only 52 instances, Algorithm 2 would
terminate immediately due to insufficient evidence of unknown classes (failing the 𝜂 criterion). This validates
the framework’s ability to avoid false discoveries and demonstrates appropriate conservative behavior when no
unknown classes are present.
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Table 11. Experiment I: Distribution of Flagged Instances Across Classes

Class Class Description |O| |F | % Flagged

1 Bug fixing 417 19 4.6
2 No category 117 1 0.9
3 Design improvement 181 8 4.4
4 Adding new features 229 5 2.2
5 Non-functional requirements 407 19 4.7

Total 1,351 52 3.8

5.2.2 Experiment II. The training data for this experiment contains classes 1, 2, 3, 4, and 5, while the open-world
data includes one unknown class 0 alongside these known classes. As shown in Table 12, Algorithm 1 flags 1150
out of 2690 instances, with approximately 88% of these flagged instances correctly attributed to the unknown
class 0. This high identification rate indicates the framework’s sensitivity to novel data.

Given the significant number of identified instances, the methodology progresses to the categorization stage,
where Algorithm 2 successfully discovers and categorizes the unknown class. Table 14 shows that about 88%
of the instances from class 0 are correctly classified. The remaining misclassified instances are predominantly
labeled as class 1, likely due to the similarity between class 0 (farm) and class 1 (forest).
Overall, the framework achieves a notable improvement in classifier performance, with accuracy increasing

from 50% to 90%, as shown in Table 15. Additionally, precision, recall, and 𝐹1-score exhibit corresponding increases,
demonstrating the framework’s efficacy in scenarios with a single unknown class. This experiment underscores
the framework’s ability to accurately identify and classify novel data while significantly improving predictive
performance.

Table 12. Classwise distribution of O and F for TND dataset

Class Class Information |O| |F | Percentage (%)

0 Farm 1224 1014 88.17
1 Forest 1230 91 7.90
2 Grass 126 15 1.73
3 Impervious 70 20 1.30
4 Orchard 8 4 0.52
5 Water 32 6 0.34

5.2.3 Experiment III. The open-world data here contains data from all classes, among which 1 and 5 are unknown,
and the remainder are known. The classwise distribution of the data is displayed in Table 16. This table shows
that 1990 out of 2839 instances in O are flagged, of which about 96% belong to unknown classes. After applying
Algorithm 2, the two unknown classes are discovered, and the identified instances are assigned to two new
classes.
We further evaluate the quality of this categorization using the confusion matrix in Table 17. Based on these

results, nearly 90% of observations in class 1 are classified correctly, with most misclassifications going to class 2,
since class 1 (walking upstairs) is more similar to class 2 (walking downstairs). Similarly, 97.5% of observations in
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Table 13. Confusion matrix for the initial performance of C on O for TND dataset

Predicted class

True class 0 1 2 3 4 5

0 0 1087 11 123 0 3
1 0 1126 0 4 0 0
2 0 6 57 7 0 0
3 0 13 1 112 0 0
4 0 7 0 0 1 0
5 0 4 0 3 0 25

Table 14. Confusion matrix for the final performance of C on O for TND dataset

Predicted class

True class 0 1 2 3 4 5

0 1082 109 1 29 0 3
1 72 1054 0 4 0 0
2 13 1 53 3 0 0
3 19 1 0 106 0 0
4 3 4 0 0 1 0
5 2 2 0 3 0 25

Table 15. Initial and final performance of C on O for TND dataset

Performance metric Initial Final

Accuracy 0.51 0.90
Precision 0.27 0.90
Recall 0.51 0.90
𝐹1-score 0.35 0.90

class 5 are correctly classified, with most remaining instances misclassified as class 3, because class 5 (laying) is
more similar to class 3 (sitting).

The overall accuracy of the classifier increases from 24% to 93% and the information regarding other performance
metrics is provided in Table 18. This experiment demonstrates the successful performance of the proposed
framework on data containing two unknown classes.

5.2.4 Experiment IV. The open-world data here contains observations belonging to digits 0 to 9, with digits 1, 5,
and 8 as unknown classes and the remaining digits as known. Table 19 shows that about 86% of the instances in
O are flagged as unknown, and more than 80% of these flagged instances belong to the unknown classes. Since
the criteria to proceed further are met, we apply Algorithm 2 on F . All three unknown classes are discovered,
and the quality of this categorization is displayed in Table 20.
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Table 16. Classwise distribution of O and F for HAR dataset

Class Class information |O| |F | Percentage (%)

0 Walking 196 27 1.35
1 Walking upstairs 917 748 37.58
2 Walking downstairs 149 10 0.50
3 Sitting 175 13 0.65
4 Standing 211 30 1.50
5 Laying 1191 1162 58.39

Table 17. Confusion matrix for the final performance of C on O for HAR dataset

Predicted class

True class 1 2 3 4 5 6

0 167 21 0 0 0 8
1 2 822 92 0 1 0
2 7 9 133 0 0 0
3 0 0 0 162 13 0
4 0 7 0 10 194 0
5 0 1 0 34 2 1154

Table 18. Initial and final performance of C on O for HAR dataset

Performance metric Initial Final

Accuracy 0.24 0.93
Precision 0.09 0.94
Recall 0.24 0.93
𝐹1-score 0.12 0.93

About 79% of observations belonging to class 1, 8% of those belonging to class 5, and 73% of those belonging
to class 8 are classified correctly. However performance on class 5 is poor compared to the other unknown
classes, likely due to the lack of a common pattern among most observations in class 5. Furthermore, only a few
instances share any similarity pattern and are thus detected by Algorithm 2, leaving the classifier with insufficient
observations to learn from.

For class 1, most misclassifications are predicted as class 7, reflecting similarity in digit shape. Similarly, digits 5
and 8 resemble digit 3, causing the majority of misclassifications for these classes. Notably, the results support our
hypothesis that the prediction patterns are informative and that the residual signature helps distinguish unknown
classes. The final performance of the classifier increases from 48% to 75%, and other metrics are displayed in
Table 21.
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Table 19. Classwise distribution of O and F for MNIST data

Class |O| |F | Percentage (%)

0 435 59 1.71
1 1109 1104 32.09
2 396 78 2.26
3 433 81 2.35
4 425 98 2.84
5 892 790 22.96
6 422 76 2.20
7 454 79 2.29
8 999 988 28.72
9 435 87 2.52

Table 20. Confusion matrix for the final performance of C on O for MNIST data

Predicted class

True class 0 1 2 3 4 5 6 7 8 9

0 410 0 1 0 1 0 0 0 23 0
1 0 873 10 2 4 6 4 1 207 2
2 0 6 363 2 3 0 0 2 20 0
3 0 2 5 400 1 6 0 5 12 2
4 3 2 1 0 394 14 2 2 0 7
5 13 6 9 387 34 70 28 7 284 54
6 1 0 0 0 3 0 403 0 15 0
7 0 9 6 1 2 22 0 410 0 4
8 5 24 39 67 17 31 10 6 735 65
9 0 1 1 5 7 28 0 3 3 387

Table 21. Initial and final performance of C on O for MNIST data

Performance metric Initial Final

Accuracy 0.48 0.75
Precision 0.28 0.73
Recall 0.48 0.75
𝐹1-score 0.34 0.72

6 Case Study - Social Media Analytics for Community Resilience
Social media platforms such as Facebook and Twitter have become prevalent communication tools in modern
society. These platforms provide a mechanism for collecting dynamic data on human behavior and sentiment.
Such data has proven useful for studying a variety of activities, including crime prediction (Vivek and Prathap
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2023), disease outbreaks (Zhang et al. 2025), stock market prices (Saravanaraj et al. 2025), and political election
results (Gaur and Yadav 2025), among others.

Recent studies have explored the use of social media during natural disasters (Riccardi 2016), focusing on both
the mood of the population and the various public reactions during specific incidents. Most of these works rely
heavily on Twitter data for analysis (Reuter et al. 2018). One early study analyzed social media data during the
2008 wildfires in South Carolina (Sutton et al. 2008). Since then, case studies related to the Haiti earthquakes
(Amiresmaili et al. 2021), Hurricane Ian (Karimiziarani and Moradkhani 2023), and Hurricane Laura (Zhou et al.
2023) have proliferated. Summaries of research on emergency management using Twitter can be found in (Luna
and Pennock 2018; Martinez-Rojas et al. 2018), demonstrating the platform’s importance as a social sensor with
varying sensitivity to different disasters (Bhavaraju et al. 2019).

Social media analytics in disasters often involves sentiment analysis. Common sentiment classifications are
binary (positive/negative) or three-way (positive/negative/neutral), while some studies perform more granular
analyses (anger, disgust, fear, happiness, sadness, and surprise) (Schulz et al. 2013). For instance, (Mandel et al.
2012) conducted a demographic analysis of sentiment in Hurricane Irene tweets, and (R. J. Ragini et al. 2018)
applied text mining on disaster-related tweets. Other researchers examined tweet sentiment during events
like the 2013 Boston Marathon bombing (Lee et al. 2015), the 2017 Las Vegas shooting (Singh et al. 2018), the
Syrian refugee crisis (Öztürk and Ayvaz 2018), and the COVID-19 outbreak (Jia et al. 2025). Beyond sentiment,
works have classified disaster-related tweets into categories such as mitigation, preparedness, response, and
recovery (Caragea, McNeese, et al. 2011; Q. Huang and Xiao 2015; Verma et al. 2011), or into “informative vs.
non-informative” categories (Alam et al. 2018; Caragea, Silvescu, et al. 2016; J. R. Ragini et al. 2018) to assist
emergency responders.

These studies underscore the role of social media analytics in disaster management and community resilience,
aiming to extract useful information from tweets by classifying them into various informative or sentiment-based
categories. Since the chosen categories are often manual and limited to the training data, it is possible that
future tweets may not match any of these predefined categories. This scenario naturally creates an open-world
classification problem, where the classifier may encounter unknown classes. The following demonstrates how
open-world classification arises in Twitter analysis and evaluates our proposed framework on a real-world dataset.
We apply the proposed framework to the Crisis MMD dataset (Alam et al. 2018), which comprises human-

annotated tweets collected during major disasters. The dataset under consideration contains 10,347 tweets
corresponding to humanitarian categories such as affected individuals, infrastructure and utility damage, injured
or dead people, and rescue volunteering or donation effort.
For this experiment, the class “rescue volunteering or donation effort” is designated as unknown, while the

other classes are treated as known. To maintain consistency across analyses, we use a random forest classifier
with TF–IDF-based word representations. Table 22 shows the distribution of the open-world data O and the
flagged instances F . About 30% of O is flagged, and 77% of these flagged instances actually belong to the unknown
class. Since the flagged percentage exceeds 10%, we proceed to the second stage (Algorithm 2). In this experiment,
We set Chebyshev’s parameter 𝑑critical = 3.17, the itemset size 𝜏 = 2, and the termination parameters 𝜔 = 0.25,
𝛽 = 0.1, and 𝜂 = 0.1. The prediction confidence 𝛾 is set to 0.6.
The algorithm automatically terminates after discovering a single unknown class in the open-world data.

Table 24 shows that 82% of the instances in class 3 (the unknown) are correctly classified, with most of the
remaining misclassifications falling under class 1, this is consistent with the similarity between classes 1 and 3.
Before applying our framework, the initial classifier predictions on O (Table 23) demonstrated that most of the
unknown-class tweets were misclassified as class 1. The final results confirm that the framework discovered the
unknown class and classified 1630 out of 1977 such tweets correctly. The overall accuracy of the classifier along
with other performance metrics are provided in Table 24. Importantly, the performance on known classes did
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not degrade substantially, illustrating the applicability of our approach to real-world social media analytics for
improved community resilience.

Table 22. Classwise data distribution of O and F for Twitter data

Class class information |O| |F |
0 affected individuals 193 83
1 infrastructure and utility damage 479 57
2 injured or dead people 196 53
3 rescue volunteering or donation effort 1977 641

Table 23. Confusion matrix for the initial performance of C on O for Twitter data

Predicted class

True class 0 1 2 3

0 49 128 16 0
1 7 467 5 0
2 3 36 157 0
3 252 1631 94 0

Table 24. Confusion matrix for the final performance of C on O for Twitter data

Predicted class

True class 0 1 2 3

0 23 50 9 111
1 4 383 2 90
2 0 20 150 26
3 19 321 7 1630

Table 25. Initial and final performance of C on O for Twitter data

Performance metric Initial Final

Accuracy 0.24 0.77
Precision 0.08 0.79
Recall 0.24 0.77
𝐹1-score 0.11 0.76
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7 Limitations and Future Work
While the proposed framework demonstrates effectiveness across diverse datasets and problem domains, several
important limitations must be acknowledged based on the experimental results and sensitivity analysis.

The most critical limitation is the framework’s requirement for high-quality base classifiers. As demonstrated in
Section 4.4, the framework experiences complete failure when base classifier accuracy falls below approximately
70%, with optimal performance requiring accuracy exceeding 90%. This occurs because low-quality classifiers
produce uncertain probability patterns for both known and unknown classes, eliminating the distinguishable
difference that Algorithm 1 relies upon for anomaly detection. This restricts applicability to domains where
high-accuracy classification is achievable.
Algorithm 1 may flag some known-class instances as false positives, particularly with lower critical distance

thresholds. Section 4.2 shows that with 𝑑critical = 1.414, approximately 24% of flagged instances were false
positives. While Algorithm 2’s categorization stage effectively filters many of these, as evidenced by consistent
final performance (𝐹1 = 0.81) across different thresholds, some false positives persist. The trade-off between
sensitivity and specificity is governed by the Chebyshev parameter 𝛼 , which practitioners may need to adjust
based on their specific cost considerations.

A significant limitation is the absence of direct comparisons to existing methods. This stems from our design phi-
losophy of creating a model-agnostic framework operating on probability outputs rather than modifying specific
algorithms. Most OWC methods are algorithm-specific. Direct comparison would require either re-implementing
these methods in model-agnostic form or restricting our framework to specific classifiers, undermining our gener-
ality claims. Future work should conduct systematic benchmarking using the same base models as existing OWC
methods, comparing performance on standard benchmarks, and analyzing trade-offs between model-agnostic
generality and algorithm-specific optimizations.

The framework’s performance depends critically on having sufficient known classes. Section 4.1 demonstrates
that with only |𝐾 | = 2 known classes, the framework discovered only 1 of 2 unknown classes (𝐹1 = 0.65), failing
to properly separate them. Performance improved substantially with |𝐾 | = 5 (𝐹1 = 0.81) and |𝐾 | = 8 (𝐹1 = 0.87).
The framework performs best when |𝐾 | ≥ |𝑈 |, and applications with high ratios of unknown to known classes
should collect additional training data for more known classes if feasible.

Algorithm 2’s sequential discovery process creates size bias, where larger unknown classes are discovered before
smaller ones. Classes containing fewer than 𝜂 × |F | instances (default 10%) will not be discovered. Additionally,
no backtracking mechanism exists; if the first discovered class incorrectly absorbs instances from multiple true
unknown classes, this error propagates through subsequent iterations.
The itemset size parameter 𝜏 requires careful selection. Section 4.3 demonstrates that extreme values cause

dramatic failures, with 𝐹1-scores dropping from optimal 0.86 to 0.77 (𝜏 = 1) or 0.69 (𝜏 = 7). While the guideline
𝜏 ≈ |𝐾 |/2 works well across tested datasets, practitioners may need experimentation for domains with unusual
characteristics. The framework provides no automated mechanism for parameter selection.

The framework assumes open-world data is available in batch form. Adapting to online settings where instances
arrive sequentially would require substantial modifications, as itemset frequencies cannot be computed without
sufficient instances, and the sequential discovery process requires iterating over the flagged set multiple times.
While computationally efficient for tested datasets (up to 60,000 instances), scalability to millions of instances
and hundreds of known classes has not been evaluated.
Future work should address these limitations by: (i) developing automated parameter selection mechanisms,

(ii) exploring online adaptation strategies, (iii) conducting comprehensive baseline comparisons on standard
benchmarks, (iv) investigating techniques to handle highly imbalanced unknown classes, and (v) extending the
framework to truly large-scale applications with optimization strategies such as approximate itemset mining and
incremental classifier updates.
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8 Conclusion
To date, the open-world classification problem has been addressed primarily in the domain of computer vision.
Most available approaches focus on image data and typically require data- or algorithm-specific adaptations. In
contrast, this work aims to generalize open-world classification without restricting it to a particular domain or
data type. To the best of our knowledge, no existing method in the literature solves open-world classification
irrespective of data nature or classifier type. We address this gap by projecting the data onto a probabilistic space
rather than the original feature space, enabling the methodology to be used with any classifier. Furthermore, while
many existing techniques concentrate only on the identification of unknown instances, our framework completes
the process by automatically categorizing these unknown observations. Some works have tried to estimate the
number of unknown classes in the open-world data, but they do not accurately assign instances to distinct new
classes. In contrast, we introduce the concept of a residual signature for unknown classes and leverage it to group
unlabeled data. Our experiments show that the proposed approach works for different numbers of unknown
classes and diverse data types, consistently increasing classifier performance while maintaining accuracy on
known classes. The social media case study illustrates how the framework can be applied to real datasets for
enhancing community resilience during disasters. Across the four experiments, the framework demonstrates
substantial improvements: accuracy increases of 39 points (Experiment II: 0.51→0.90), 69 points (Experiment III:
0.24→0.93), 27 points (Experiment IV: 0.48→0.75), and 53 points (Twitter case study: 0.24→0.77), with final
𝐹1-scores ranging from 0.72 to 0.93.
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